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2. dopmat nmucbma

3. [lpotokon SMTP



NcTopunsa obmeHa coobLeHnaMU: HaYvana

60-e [lepenaya coobueHMN mexKay Nob30BaTENAMM
OAHOro M3nHdpenma.

Poct ARPANET B3blBan noasneHme cTaHAApPTOB 0bmeHa
coobleHnamm.

1971 Mail Box Protocol, RFC 196
Ray Tomlinson co3nan SNDMSG

1973 Network Mail Meeting Summary, RFC 469
A Proposed Mail Protocol, RFC 524

1980 Mail Transfer Protocol, RFC 772, Jon Postel

1981 Simple Mail Transfer Protocol, RFC 772, Jon Postel
Bbixoa, 4.1cBSD u Sendmail



NcTopua obmeHa coobLeHnamu

1982 SMTP onucaH B RFC 881
obHoBneH 2821 (01 r.), 5321 (08 r.)

1993 RFC 1425 Extended SMTP (ESMTP),
obHoBneH 1651 (94 r.), 1869 (95 r.)

1998 RFC 2476 Message Submission
obHoBneH 4409 (06 r.), 6409 (11 r.)

1999 RFC 2554 SMTP Service Extension for Authentication
obHoBneH 4954 (07 r.), 5248 (08 r.)

15 okTAabpa 1998. becnnatHadA noyTta ot Mail.Ru
01 anpena 2004. becnnatHas no4Tta ot Google



RoHuUenTyanbHaA cxema
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MSA — MTA :



OCHOBHbIe YYaCTHUKU obmeHa

Mail User Agent — MO, ycTaHaBAMBaeMoe Ha KOMMblOTEPE
no/sb30BaTeNsa U NpeaHa3Ha4YeHHoe ANA NoAyvYeHus,
HanMUCcaHMA, OTNPaBKU U XpaHEHMA COOOLEHUN SNEKTPOHHOMW
noYThl.

Mail Submission Agent — MO, NpUHUMaAtOLLEE SNEKTPOHHbIE
nucbma oT MUA u paboTatowee coBmecTtHo ¢ MTA ans

AOCTaBKW 2TOIo NMNMCbMa.
https://en.wikipedia.org/wiki/Mail submission agent

Mail Transfer Agent — MO, nepepatowee coodbeHnsa oT
OZLHOrO KOMMbIOTEPA K APYromy.

Mail Delivery Agent — O, npuHnmatoLwee BxogaLime
/IEKTPOHHbIE NMNCbMa N AO0CTaBAKOWEE NUX HA SHEKTpOHHbIVI
AWNK NOoNyYaTena (mnm nepeHanpasastoLLee nx Ha Apyrom NoYToBbIN
cepBep, ecAu agpec Ha3Ha4YeHUA PaACcrnoNOXKeH Ha APYrom KOmMnbloTepe)


https://en.wikipedia.org/wiki/Mail_submission_agent
https://en.wikipedia.org/wiki/Mail_submission_agent
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dopmaT nucbma

KOHBepT — 3aronoBoK SMTP

Uma otnpasnaroLero y3na: napametp EHLO, IP

MAIL FROM
RCPTTO

MMCbMO

Date

From

To
Message-1D
Subject

Hello! This is a test message.
It was separated with empty line from header.
Best regards.




From

To

CC

BCC

Sender
Reply-To
Return-Path

Received
Message-ID
In-Reply-To

3arono0BKM NMMCbMa

Subject
Date



AHanNuM3 3aro/s10BKOB
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rth@berdorf.edu

alpha.berdorf.edu
mail.berdorf.edu mailhost.isp.com

-
/

i
. ;

tmh@isp.com

From: rth@berdorf.edu (R.T. Hood)

To: tmh@isp.com
Date: Tue, Mar 18 1997 14:36:14 PST

X-Mailer: Loris v2.32
Subject: Lunch today?



AHanNuM3 3aro/s10BKOB
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rth@berdorf.edu
alpha.berdorf.edu
mail.berdorf.edu mailhost.isp.com

tmh@isp.com

Received: from mail.berdorf.edu (mail.berdorf.edu
[124.211.3.78]) by mailhost. isp.com (8.8.5/8.7.2) with ESMTP
id LAA20869 for ; Tue, 18 Mar 1997 14:39:24 -0800 (PST)

Received: from alpha.berdorf.edu (alpha.berdorf.edu
[124.211.3.11]) by mail.berdorf.edu (8.8.5) id 004A21; Tue,
Mar 18 1997 14:36:17 -0800 (PST)
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AHanNuM3 3aro/s10BKOB

Received: from mail.berdorf.edu (mail.berdorf.edu
[124.211.3.78]) by mailhost. isp.com (8.8.5/8.7.2) with
ESMTP id LAA20869 for <tmh@immense-isp.com>; Tue,
18 Mar 1997 14:39:24 -0800 (PST)

Received: from alpha.berdorf.edu (alpha.berdorf.edu
[124.211.3.11]) by mail.berdorf.edu (8.8.5) id 004A21;
Tue, Mar 18 1997 14:36:17 -0800 (PST)

From: rth@berdorf.edu (R.T. Hood)
To: tmh@isp.com
Date: Tue, Mar 18 1997 14:36:14 PST

Message-ld: <rth031897143614-
00000298 @ mail.berdorf.edu>

X-Mailer: Loris v2.32
Subject: Lunch today?
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KomaHabl SMTP

HELO EHLO:<user@domain.com>

Ona nopeHTnduKaumm otTnpasuTens.

MAIL FROM:<user@domain.com>

[na NHULUMMPOBAHUSA NMOYTOBOM TPAH3aAKLMN.

RCPT TO:<user@domain.com>

Onsa naeHTMdUKaumMm oTaenbHOro Noay4yaTens MoYTOBbIX AAHHbIX.

DATA

[nAa TekcTa coobuieHus

QUIT, VRFY, EXPN, NOOP, HELP, REST



220 mailhost.isp.com ESMTP Sendmail 8.8.5/1.4/8.7.2/1.13
HELO mail.berdorf.edu

250 Hello mail.berdorf.edu [124.211.3.78]

MAIL FROM: rth@berdorf.edu

250 rth@berdorf.edu... Sender ok

RCPT TO: tmh@isp.com

250 tmh@isp.com... Recipient ok

DATA

354 Enter mail, end with "." on a line by itself

From: rth@berdorf.edu (R.T. Hood) h
To: tmh@isp.com

Subject: Lunch today? — Teno nucbma

Do you have time to meet for lunch?

—

250 LAA20869 Message accepted for delivery
QUIT
221 mailhost. isp.com closing connection
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[loumep 3aronNo0BKOB NMCbMa

Date: 27 Aug 76 0932

From: ivan@inm.ras.ru Mon Mar 25 13:05:04 2013
Subject: Re: The Syntax in the RFC

Sender: dima@inm.ras.ru

Reply-To: sam@mail.ru

To: George Jones <jones@mail.ru>

In-Reply-To: <1364201865.490976316@f306.mail.ru>
Message-ID: <web-6606485@inm.ras.ru>
Received: from [83.149.206.147] (port=57170 helo=inm.ras.ru)
by mx20.mail.ru with esmtp (envelope-from <ivan@inm.ras.ru>)
id 1TUK3Ky-0004Qb-FB
for jones@mail.ru; Mon, 25 Mar 2013 13:05:04 +0400



[loumep 3aronNo0BKOB NMCbMa

Received: from smtp32.i.mail.ru (smtp32.i.mail.ru.
[94.100.177.92])

by mx.google.com with ESMTPS id
c3si6598339Ibh.151.2013.03.26.08.32.33

(version=TLSv1 cipher=RC4-SHA bits=128/128);
Tue, 26 Mar 2013 08:32:34 -0700 (PDT)

Received: from mail by f48.mail.ru with local (envelope-from
<solodushkin_s@mail.ru>)

id 1UKTw0-00050q-2z

for solodushkin_s@mail.ru; Tue, 26 Mar 2013 17:29:12
+0400



Extended SMTP

MexaHu3m pacwmpeHnn npotokona SMTP

: 220 smtp.example.com ESMTP Postfix

: EHLO bob.example.org

: 250 smtp.example.com Hello bob.example.org [192.0.2.201]
: 250 8BITMIME

: 250 SIZE 14680064

: 250 AUTH LOGIN PLAIN CRAM-MD5 DIGEST-MD5
: 250 STARTTLS

: 250 PIPELINING

: 250 HELP

: 250 ETRN

: 250 CHECKPOINT

The ESMTP format was restated in RFC 2821 (superseding RFC 821) and updated to the latest definition in RFC 5321

v nh O nh v Mh »h »v ”h MH O»n



OV oOYoOoYYow

AUTH — ayTeHTMPUKauma n wmndpposBaHmne

: 220 smtp.server.com Simple Mail Transfer Service Ready
: EHLO client.example.com
250-smtp.server.com Hello client.example.com
250 AUTH LOGIN PLAIN CRAM-MD5
: AUTH LOGIN
: 334 VXNIcm5hbWUG6 Base64(Username:)
: dm92YQ== Base64(vova)
334 UGFzc3dvemQb Base64(Password:)
: c2VjcmV0X3Bzd2Q= Baseb64(secret_pswd)
: 235 2.7.0 Authentication successful
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AUTH — ayTeHTMPUKauma n wmndpposBaHmne

S: 220 smtp.server.com Simple Mail Transfer Service Ready
C: EHLO client.example.com

S: 250-smtp.server.com Hello client.example.com

S: 250 AUTH LOGIN PLAIN CRAM-MD5

C: AUTH CRAM-MD5

S: 334 PDQXOTISNDIZNDEuMTI4MjgONzJAc291cmNIZm91ciShbmR
yZXcuY211LmVkdT4=

C: cmpzMyBIYzNhNTImZWQzOTVhYmEXZWM2MzY3YzZRmNGIOMW
FiMA==

S: 235 2.7.0 Authentication successful
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LOLLLO
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STARTTLS (Start Transport Layer Security)

EHLO client.example.com
250-smtp.server.com Hello client.example.com
250-AUTH LOGIN PLAIN CRAM-MD5
250-STARTTLS

: STARTTLS

220 TLS go ahead

: EHLO client.example.com *

250-smtp.server.com Hello client.example.com
250-AUTH LOGIN PLAIN CRAM-MD5

: AUTH LOGIN

334 VXNIcm5hbWUG6

: dm92YQ==

334 UGFzc3dvemQ6

: c2VjemVO0X3Bzd2Q=S: 235 2.7.0 Authentication successful
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Multipurpose Internet Mail Extension

MIME — cTtaHaapT, onucbiBaloLWMM nepegadvy pasanyHbiX
TUMOB AAHHbIX NO 3/IEKTPOHHOMN MNoYTE.

CneundunKkauma ana KognposaHUA MHPOPMaALLIMN U
dopmaTnpoBaHmA coobLLEHNN ANA Nepeaadm pasHoro poaa
MHPOPMaLMN BHYTPU TEKCTOBbLIX AaHHbIX.

Onpeaensaet Habop e-mail-3aronNo0BKOB A9 onpeaeneHus
AOMONIHUTE/IbHbIX aTPpUbyTOB COObLLEHUS.

Onpeaensaetr MHOXeCTBO KOAMPOBOK, KOTOPblE MOTYT ObITb
MCNOJIb30BaHbI A1 NpeacTaBAeHUA 8-OUTHbIX OBMHAPHbIX
AaHHbIX C NTOMOLWbIO cMmBos10B U3 7-6utHoro ASCII.



[loumepsbl 3aronoskos MIME

Mime-Version — sepcna MIME.
Mime-Version: 1.0
MIME-Version: 1.0 (Generated by GBD 3.7)

Content-Type — Tmn coobueHus.
Content-Type: text/plain; charset=KOI-8

application: octet-stream

Content-Transfer-Encoding — Tmn TpaHCNOPTHOro KOAMPOBAHMUSA

Content-Transfer-Encoding: baseo6c4



3aronoBoK multipart

Coaep»KMmoe nNucbmMma COCTOUT M3 HEKOTOPOTro MHOXeCTBa
YyacTen, coaepallimx JaHHble pa3NYHbIX
B3aMMOHE3aBUCUMbIX TUMOB.

mixed OCHOBHOW NOATUN;

alternative npepgctasieHmne ogHNX U TEX Ke AaHHbIX
B Pa3HbIX dopmaTax;

parallel OAHOBPEMEHHbIN MPOCMOTP Pa3HbIX YacTeN
NOKYMEHTA;
digest obbegnHeHne B OAHOM NUCbME YacTen, KaXKaan

U3 KOTOPbIX UMeET TUIM mesSage.
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Mpumep multipart/alternative
Content-Type: multipart/alternative; boundary=boundary42

--boundary42
Content-Type: text/plain; charset=us-ascii

... 3/1eCb COAEPIKMUTCA BEPCUS MPOCTbIM TEKCTOM ...
--boundary42
Content-Type: text/richtext

.... 30ecb cogepKntca Bepcma ¢ paametkon RFC 1341 ...
--boundary42
Content-Type: text/x-whatever

.... 30eCb COAEPKUTCA BEPCUA B TMMOTETUYECKOM dopmarTe ...
--boundary42-- 3



Baseb64

Cxema npeobpa3oBaHMA NPOM3BOJIbHOM NOCNEA0BATENbHOCTH
6anT B nocnegosatenibHOCTb nevyaTtHbix ASCII cumBonos.

cumBonbl (A—Z, a—1z),

Lmdpbl (0—9),
CUMBOJbI «+» U «/»,
C CUMBOJ1 «=» B Ka4ecTBe cneunanabHOro Kkoaa cydppukca.

Hello, World
SGVsbG8sIFdvemxk



HacTpounka 30HblI DNS: PTR 3anuchb

I mail.example.com.
11.22.33.44
mail.example.com 2 @

= —]__"
L | —

44.33.22.11.in-addr.arpa. IN PTR

— [
—f

From: ivanov@example.com

To: petrov@mail.ru

44.33.22.11.in-addr.arpa. IN PTR mail.example.com.



Mail cepsep ana apyx aomeHoB: PTR 3anuchb
pe— 44.33.22.11.in-addr.arpa. IN PTR

l mail.example.com.
11.22.33.44

mail.example.com . @

From: ivanov@example.org -
To: petrov@mail.ru

44.33.22.11.in-addr.arpa. IN PTR mail.example.com.

B sTom cnyyae PTR-3anuncb AonKHa YKa3biBaTb Ha MMA MNOYTOBOIO XOCTa (KOTOpoe OH
nepenaeT B pamkax SMTP-ceccunmn), gaxe ecnm oH PacrnonoKeH B APYrom AOMEHE.
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HacTpounka 30HblI DNS: SPF

mail.example.com

From: ivanov@example.com

To: petrov@mail.ru _.l

mail.web-service.org

/

example.com. IN TXT "v=spfl +a +mx -all"
example.com. IN MX mail.example.com 10

m
o ==

B \;g

=
G

e From: zakaz@example.com
To: petrov@mail.ru
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HacTpounka 30HblI DNS: SPF

mail.example.com

l-

mail.web-service.org

/

\_

/V'_ '

From: zakaz@example.com
To: petrov@mail.ru

example.org. IN TXT "v=spfl +a +mx +mx:web-service.com -all"
example.org. IN TXT "v=spfl +a +mx +a:mail.web-service.com -all"
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DomainKeys ldentified Mail

DKIM-Signature: v=1; a=rsa-shal2b6; d=example.net;
s=brisbane; c=relaxed/simple; g=dns/txt; 1=1234;
t=1117574938; x%x=1118006938;
h=from:to:subject:date:keywords:keywords;

bh=MTIzNDU2NzgbMDEyMzQINjc40TAXMJMONTY30DkwMT I=;

b=dzdVyOfAKCALXdJ0c9G2g8LoXS1lEniSbav+yuU4zGeeruD001lszz2VoG4
ZHRNi1iYzR

Sending MTA
Signing —
MTA —
—
= =
= ‘ MX
=
—
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