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NMpocTon NnpoToKon nepepaum 3NeKTpoHHou noutbl (SMTP)

Simple Mail Transfer Protocol

CTaTyc fOKyMeHTa

OTO [OKYMEHT coOepXuT MNpoekT cTaHdapTa npoTokona Internet gna coobwecTtBa Internet n cnyxut npurnaweHvem Kk
AVCKYCCUM B LIeNsX pasBUTUS U COBEPLLEHCTBOBAHMSA MpoTokona. Tekylllee COCTOAHWe cTaHgapTM3auumn u ctaTyc npoTokona
MOXHO y3HaTb M3 Tekywew Bepcum gokymeHTa "Internet Official Protocol Standards" (STD 1). OonyckaeTtcsa cBobogHoe
pacnpocTpaHeHne [OKyMeHTa.

Te3ucobl

OTOT [OOKyMEeHT sBnseTcs cneuudumkaumnenn 6a3o0BOro nNpOTOKONa [AOCTaBKM 3MNEeKTpPOoHHOM nouyThl Internet. [dokymeHT
KOHCONMMAMPYET, OOHOBMAET N MPOSICHAET HECKOMbKO MPeaLleCTBYHOLNX JOKYMEHTOB, OTMEHSAS MX MOJTHOCTBI MITM YACTUYHO.
[okyMeHT BkMovaeT mexaHusmbl paclumpennss SMTP 1 0606LeHe HaKOMMEHHOro onbiTa Afsi COBPEMEHHOIO COCTOSIHUSA
Internet, HO He cogepXuT aeTanen OTAeNbHbIX paclumMpeHun npotokona. Xots npotokon SMTP pa3spaboTtaH anst obecneveHus
Nno4YTOBOrO TPaHCMoOpTa WM [OOCTaBkW, B AaHHOM cneumdukaumMm COOepXUTCS Takke WMHGOpMauuMsi, KoTopasi BaxkHa Ans
npoTOKOMa nofayn coodLEeHMI B NONb30BaTENbCKUX NMOYTOBLIX areHTax YTeHUs NoYTbl U MOBUIBbHbBIX Cpeaax.
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1. BeedeHue

1.1. TpaHcnopTUPOBKaA 3S/IEKTPOHHOWU NOYTbI
Llenbto npoTtokona SMTP' aBnsietca obecneyeHne HagexHoN 1 3peKTUBHOW [OCTaBKM 3MEeKTPOHHOW NOoYThI.

MpoTtokon SMTP He 3aBUCUT OT KOHKPETHbIX NOACMCTEM nepefayn u TpebyeT Ans paboThbl NWLWb KaHan ¢ rapaHTUPOBaHHON U
YyNopsiiOYEeHHOM [OCTaBKOW MOTOKa AaHHbIX. XOTS B 3TOM [OKYMeHTe obGcyxaaeTcsi ucrnonb3oBaHWe TpaHcropta TCP,
BO3MOXXHO MCMOMb30BaHNE WU OPYrMX TPaAHCMOPTHBLIX MPOTOKOMOB. OnucaHus HEKOTOPbIX MOTOKOSOB 3TOr0 Tuna AaHbl B
npunoxeHusix k RFC 821 [1].

'Simple Mail Transfer Protocol — npocToii npoTokon nepeaayn aMeKTPOHHOW NOYThI.
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BaxHbim cBonctBom npoTtokona SMTP aBnseTca BO3MOXHOCTb TPAHCMOPTUPOBKU MOYTbI YEPE3 MHOXECTBO CETEN, KOTopble
00ObIYHO Ha3bIBAKT «MOYTOBLIMM TpaHcnsTopamu SMTP»' (cm. naparpad 3.6). CeTu cocTosT M3 06OKAHO AOCTYMHLIX MO
npotokonly TCP xoctoB nybnuyHom cetu Internet, obotogHo poctynHbix no TCP xoctoB npuBaTHbix ceten TCP/IP,
HaxoOsLLUXCS Ha MeXCeTeBbIMM 3KpaHaMM, UMM XOCTOB HEKOTOPbLIX MHbIX NTOKaNbHbIX U pacnpefeneHHbIX cpes, UCMosb3yLLnX
Ha TPaHCMOPTHOM YPOBHE MPOTOKOMbI, oTnnYHble oT TCP. Mcnonb3aysa npotokon SMTP, npouecc mMoxeT nepegaBatb MOYTY
OpYromy npoLeccy B TOM e CETU UM HEKOTOPLIX APYrMX CETSX Yepe3 TPaHCMAATOPbI UMW LWN03bl, OCTYMHbIE U3 06enx ceTen.

Takvum nyTem noyToBble COOOLLEHMS MOXHO nepeAaBaTb Yepe3 MHOXECTBO MPOMEXYTOYHbIX TpaHCnATopoB (relay) wnu
LUMIO30B Ha MNyTM Mexay OTnpaBWTENeM W KOHeYHbIM agpecatoM. [ns onpegeneHws criedylowero npoMeXyTOYHOro
nonyyatens (next-hop) Ha nyTu k agpecaty mucnone3dyetca MexaHmam Mail eXchanger (MX) cuctembl gomeHHbIX umeH (RFC
1035 [2], RFC 974 [12], pa3pen 5 gaHHOro AoKymMeHTa).

1.2. NpeabICTOPUA N KOHTEKCT AOKYMEHTa
[lokymeHT copepxuT cneumdurkaumio 6a30BOro npoTokona nepeaayy AneKkTpoOHHOM noyTbl B ceTu Internet. [JokymeHT
KoHconNuampyeT, OOHOBNSAET M Pa3bsCHAET NepeyncreHHble HUxe cneundukaumm, He N3MeHas NX PYHKLMOHANbHOCTU:

*  ncxopHas cneumdukauma SMTP (Simple Mail Transfer Protocol) - RFC 821 [1];

e TpeboBaHUs K CUCTEME OOMEHHbIX MMEH U €e MUCNONb30BaHUIO AN nepedayn anekTpoHHou noytel - RFC 1035 [2] n
RFC 974 [12];

*  nosicHeHus n Bonpockl npumernmoctn RFC 1123 [3];
e MaTepuanbl M3 MexaHn3MoB paclumpenma SMTP Extension - RFC 1869 [13];
*  pepaktopckue npasku 1 pasbacHeHust K RFC 2821 [14] onsa noBbiweHus ctaTyca go Draft Standard.

OaHHbin gokymeHT oTmeHnsieT peinctene RFC 821, RFC 974, RFC 1869, RFC 2821 n o6HoBnsetr RFC 1123 (3ameHa
MaTepuarnoB No gocTtaBke 3nekTpoHHow noytel B RFC 1123). OgHako B RFC 821 npuBedeHbl cneumdumkaumm HEKOTOPbIX
CBOWCTB, KOTOpble HEe CTanu [OCTaTo4YHO 3HadYMMbiMu B cpefe Internet cepeguHbl 1990-x, 1 (B NMPUNOXEHWUSX) HEKOTOPbIE
OOMNOSMHUTENbHbIE TPAHCMOPTHbIE Moaenu. 3TW pasgenbl OnylweHbl 3[4eCb C LEeNbld CHWKEHUss obbema [OOKyMeHTa,
WHTEepecyoLmecs yutatenm moryt obpaTtutbcst kK RFC 821.

JoKyMeHT TakKe BKIOYaeT HeKoTopble AOMonHuUTEnbHble matepuansl u3 RFC 1123, koTopble TpeboBanock ycunutb. Takue
mMatepuanbl onpegeneHbl pPasHbIMM  NyTAMW — MpexAe BCero MNPOCMOTPOM MOMYNSAPHbIX CMWMCKOB PacChifikv U
TenekoHdepeHuMn, a Tawkke uaeHTudukaumenn npobnem M pasHOYTEHWI, KOTOpble MNOSABMANUCL B paspabaTbiBaeMbiX
paclmpeHusax SMTP. B Tex cnyyasx, rae HacTosLwas cneumdurkaumsa BoIXOAWT 3a Npeaenbl KOHconmaauun cBeaeHuii ns 6onee
pPaHHWX JOKYMEHTOB U pearnbHO OTNNYaeTcs OT HUX, NPpMBEAEHHbIE 34eCb CBEAEHUS UMEIOT Bonee BbICOKUA NPUOPUTET, KaK B
TEXHUYECKOM, TaK U B TEKCTOBOM OTHOLLEHUN.

XoTta SMTP paspabaTtbiBancsa kak npoTOKON TPaHCMOPTMPOBKM M AOCTaBKW 3NEKTPOHHOW MoYThl, AaHHas cneumddukauns
COAEpPXUT Tarkke WHOpPMauMo, KOTOpas BaXHa ANs MCNONb30BaHUS MPOTOKONa B KayecTBe CpeAacTBa npencTaBneHus
CO06LLEHNIA?, kKaKk pekoMeHAoBaHO crneumdukaumsimu npotokonos POP? (RFC 937 [15], RFC 1939 [16]) n IMAP (RFC 3501
[17]). B obwem cnyyae npeanovyTUTENBHO UCMONb30BaTb ANS NPEACTaBMEHUS NOYTOBLIX COOOLLEHUI OTAENbHbIN NPOTOKON,
onucaHHbIn B RFC 4409 [18]; nanee B JOKyMEHTE 3TOT BOMNPOC paccmaTtpuBaeTcs 6onee nogpobHo.

B naparpade 2.3 npuBogsTca onpegeneHus cneumdunyeckux Ans SAaHHOro AOKYyMEHTa TEePMMHOB. 3a MCKIYEHUeM Tex
cryvaeB, Korga MCTOPUYECKM CIIOXKMBLUAACA TEPMMHOMOMMSA HYXXHa ANS NOHUMaHWs, B AAHHOM [OKYMEHTe MPUMEHSITCH
COBpPEMEHHbIE TPAaKTOBKM TEPMUHOB «KIMEHT» W «cepBep» Ans 0003HavyeHus nepeparlimx M MpUHUMaIOLWMX MpOLEeCcCoB
SMTP, cooTBETCTBEHHO.

B pononHutensHom gokymeHTe RFC 5322 [4] obcyxaatoTca pasgernbl 3arofloBKOB U Tef MOYTOBbIX COOOLLEHWI, a Takke UX
CTPYKTYpa 1 dopmarsil.

1.3. CornaweHue o TepMmHax

KntoueBble cnosa Heob6xogumo (MUST), Hegonyctumo (MUST NOT), Tpebyetca (REQUIRED), HyxHo (SHALL), He HyxHO
(SHALL NOT), cnepgyet (SHOULD), He cneayeT (SHOULD NOT), pekomeHpayetca (RECOMMENDED), BoamoxHo (MAY),
Heob6si3aTenbHo (OPTIONAL) B faHHOM JOKyMeHTe nHTepnpeTupytoTcs B cootBeTcTBuMM ¢ RFC 2119 [5]. Takne TepmuHbl B
[OKYMEHTE UCMOMb3YTCSA OYEeHb akKypaTHO B LiENsAX MOBbILLEHUS] YPOBHS UHTeponepabenbHOCTU CUCTEM ANEKTPOHHOW MOYTHI.
Kaxxgoe ucnonb3oBaHWe TakMX TEPMUHOB [AOJIKHO TPAKTOBATbCSl Kak ypoOBHeb TPebGoBaHWM B 4acTU COOTBETCTBUS LAHHON
crneumndgukauum.

MockonbKy 3TOT AOKYMEHT WMMeeT ANWHHYI NPeabICTopuio, BO u3bexaHne BO3HWMKHOBEHWS OWKWOGOK 1 3abnyxgeHun y
yuTatenen, Gonblwas 4YacTb NPUMEPOB U YMOMSIHYTbIX B HUX AOMEHHbIX UMeH 3aumcTBoBaHa uM3 RFC 2821. Yurtatensm
cnegyet ObiTb OCTOPOXHBIMW C MPUBEAEHHBIMY MPUMMEpPaMM U HE UCMONb30BaTb MX HAMpsiMyld B MPOrpaMMHOM KoAde wunm
KOHMUrypaLMOHHbIX dharnax.

2. Modenb SMTP
2.1. ba3zoBas cTpykTypa

Ctpyktypa SMTP nokasaHa Ha puUCyHKe.

'SMTP mail relaying
’mail submission.
3Post Office Protocol - npoTokon «no4YToBOro otaeneHus».
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Korma y «knueHta SMTP wumeeTtcsa tommm e ——— + F————— +
coobweHne ana nepefavud, OH +------— + | | | |
opraHm3yeT  OBYXCTOPOHHUW  KaHan |Hoses. |<-->| | Komaugas/oTKINKM | |
cBa3n ¢ cepsepoM SMTP. KnuneHT +------ + | Kamenr | SMTP | Cepmep |
SMTP  oTBeyaeT 3a  [OOCTaBKy +------— + | SMTP |<==—=—==————————— >| SMTP | +-——— +
MOYTOBbLIX COOOLLEHUA OALHOMY WNU | ®aimos |<-->| | U moura | | <-->| ®amnnos |
MHOXecTBy cepsepoB SMTP  wnmn | cuer. | | | | | | cmcr. |
BO3BpaT coobLleHns 06 oTkase. o + oo + oo + o +

Cnoco6  npefcTaBneHusi  MOYTOBbIX Knnenr SMTP Cepsep SMTP

coobuieHnit knneHty SMTP u cnocob onpefeneHus KNUEHTOM WAEHTUUKATOPOB (MMEH) LOMEHOB, B KOTOpble OaHHOE
coobuieHne GyaeT nepegaBaTbCs, ONPEAEnslTCA NoKarnbHbIMU YCNOBUSMU M HE paccMaTpuBalOTCs B 9TOM [OKyMeHTe. B
HEKOTOPbIX Crny4asx YyKasaHHbIA Unu onpeaeneHHbln knneHtoM SMTP pgomeH wnaeHTUdMLMPYeT KOHEYHOro nonyyartens
coobLeHus. B gpyrnx cnyyasix, korga knveHTel SMTP cBa3aHbl ¢ peanusaumsmu npoTtokonos POP (RFC 937 [15], RFC 1939
[16]) wnn IMAP (RFC 3501 [17]) wnu «knueHT pacnonaraetcs BHYTPU W30MMPOBAHHOW TPAHCMOPTHOW Cpefbl,
NaeHTUULMPOBaHHbIA oMeH OyaeT onpeaensaTb NPOMEXYTOYHOrO nonyyaTtens, Yepes KoToporo 6yayT TpaHCNMpoBaTbCs BCE
noytoBble coobuieHusi. Knuentel SMTP, KoTopble nepepatoT Becb Tpaduk, HE3aBUCMMO OT JOMeHa afpecarta, CBA3aHHOro C
KOHKpPETHbIM COOGLLEHNEM, UNN He MOAAEPXKMBAKOT odyepenent Anst NoBTopa MOMbITOK nepedayn coobLueHuid npu Heydade,
MOryT COOTBETCTBOBAaTb [AaHHOW cneuudmkauum, HO He obecneumBaTb BCex BO3MOXHOCTeW. [lpegnonaraeTcd, 4TO
nonHodyHKUMoHanbHele peanusauuv SMTP, Bkoyas TpaHCASTOPbI, KOTOPbIE WUCMOSMb3YTCA HEMOSHbIMU CUCTEMaMU U UX
nonyyarenamu, OyaoyT nogaoepXkvBaTtb odepean, NMOBTOPbI M anbTepHaTMBHYK agpecauunio, paccMaTpvBaeMble B [AaHHOM
AOKymeHTe. Bo MHOrmMx criydasix ynoMsiHyTbIM Bbille HENONMHOMYHKUMOHANbHbIM KNMeHTaM crnepyeT MCMonb3oBaTb NPOTOKON
npeactaenexus coobueHni (RFC 4409 [18]) B3ameH SMTP.

Cnoco6, ¢ nomoLubio koToporo knueHT SMTP nocne onpegenexHvs gomeHa agpecarta, HaxoguT cepsep SMTP ons nepegayuu
coobLeHnsa, a Takke MpoLecc nepefayn onpefenstoTcss AaHHoW cneuudukauuvein. Ons nepepaun novtsl SMTP-cepsepy
knueHT SMTP opraHusyeT ABYXCTOPOHHWI KaHan cBasu ¢ cepsepoM. SMTP-knueHT onpegenseT agpec Noaxodsilero xocra,
Ha KoTopom pabotaer cepBep SMTP, npeobpasys pgomeHHoe uma nonydatens B MX-3anuck (Mail exchanger)
NPOMEXYTOYHOrO UIN KOHEYHOIO XOCTa-Mnony4aTens.

CepBep SMTP MoxeT OblTb KOHEYHbIM WM MPOMEXYTOYHbIM TpaHcnaTopom' (Mocrne npvema nucbma CepBep BbINOMHAET
hyHKUMM knueHta SMTP, nepecbinasi cooblieHue panblue) unu wno3om? (MoXeT nepegaBatb cooblleHve parnblue,
ncnonb3ys oTnnyHbid ot SMTP npoTtokon). Komanabl SMTP reHepupytotcs knveHTom SMTP u nepepatotcsa cepsepy SMTP.
Cepeep SMTP nepenaet OTKNMKN B OTBET Ha KOMaHAb! knMeHTa SMTP.

WHbIMM cnoBamu, nepegaya coobLeHns MOXET OCYLLECTBAATLCA B OAMH NpUeM NyTeM COeAUHEHWUS] UCXOAHOro OTnpaBuTens
SMTP c koHeuHbiM nonydyatenem SMTP wvnu yepes LENnoYKy MPOMEXYTOYHbIX cucTeM. B nwbom criydae nocne Toro, Kak
cepBep coobwmn o6 ycnewHoOM 3aBepLueHWV onepauuv B KOHUE nepedady MOYTOBbIX AaHHbIX, MPOMCXOAMT dopmarbHas
nepegaya OTBETCTBEHHOCTM — B COOTBETCTBUM C TpeboBaHMAMM NpPOTOKONa CepBep [M[OMMKEH TMpUHATbL Ha cebs
OTBETCTBEHHOCTb 3a AOCTaBKy COOOLLEHUs unu AOMmKHbIM 0Bpasom MpefocTaBuUTb OTYET O HEBO3MOXHOCTU [OCTaBKM (CM.
naparpadeb! 6.1, 6.2 n 7.8 Huxe).

Mocne opraHunsaunm KOMMYHUKaUMOHHOIo KaHana v cornacoBaHnAa napamMmeTpoB KIMEeHT SMTP 06bI4HO MHNLMNpyeT NoYTOBYHO
TpaH3akumio. Takas TpaH3akumMsi COCTOUT W3 MocnegoBaTeNbHOCTM KOMaHg, 3ajalwux oTnpaBuTens u nony4yarens
Cco00LEeHNs1, a Takke nepengadvyuy cogepxmmoro nmcbma (BKJ'HO‘-Iaﬂ BCe 3arosioBku n npo4une CprKTypr). Ecnu ogHo coobuieHne
nepenaeTtca MHOXeCTBY ajpecaTtoB, pa3yMHO nepenaBaTb OOHY KOMUKO coobLlleHns ons Bcex nonyaneneVl, AocCTaBKa
KOTOPbIM OCYLLECTBASETCA Ha OOUH XOCT UMK Yepes OAMH NPOMEXYTOYHbIN TPaHCNATOP.

CepBep obecneynBaeT OTKIMK Ha KaxKAyl MOMYyYEHHYI0 KOMaHAY — OTKIMK MOXET NnokasblBaTb BOCMPUSTUE KOMaHAb! (B Takux
crnyyasix OXuAalTCs AOMOMHUTENbHbIE KOMaHAb!), a TakKe cogepaTb COOBLLEeHNe O BPEMEHHOW MMM MOCTOSIHHOW OLInBKe.
KomaHabl, 3apalolume oTnpaBuTens Wnu nofyyaTtenen, MOryT BKMYaTb noggepxusaemble cepsepoM SMTP pacluvpenus,
onucaHHble B naparpade 2.2. [Ounanor mexay KIMeHTOM U CepBepoOM OCYLLECTBNSAETCS Mo3TanHo (koMaHga — OTKIMK —
KOMaHfa ...), XOTS MOXXHO MCMONb30BaTh N0 B3aMMHOMY COrnacuo KoHBenepHyto o6pabotky (RFC 2920 [19]).

Mocne 3aBeplueHUs nNepegayn COOBLLEHUsSI KITMEHT MOXET 3anpocuTb PaspbiB COEAUHEHUS UMW MHMLMMPOBATb CredyLLyo
nouToBylo TpaH3akuuio. Kpome TOro, knmeHT SMTP MoxeT ucrnonb3oBaTb COedVMHEHWEe C cepBepoM Ans AocTyna K
[AOMNONMHUTENBHOMY CEPBUCY TWNa NPOBEPKM KOPPEKTHOCTM NMOYTOBbLIX aApPeCcoB UMM NOyYeHUst aApecoB M3 CNncka paccChbISok.

Kak ckasaHO Bblle, nNpoTokon obecrneymBaeT MexaHuM3M rnepefayn OneKTPOHHOM MouThl. JTa nepedadya oOObIYHO
OCYLLLECTBSETCA HENOCPeACTBEHHO C XOCTa OTNpaBWTENs Ha XOCT nonyyatens, korga oba xocrta MCnonb3ylT OAUH
TPaHCMOPTHbIN cepBUC. Ecnn e XOCTbl He MOAKMIOYEHbl K OOLIEen TPaHCNOPTHOM CUCTeMe, nepedada OCyLeCcTBNAeTcs C
MCMOMb30BaHWEM OOHOTO WM HECKONbKMX MPOMEexXyToyHbix cepBepoB SMTP. CerogHsa B Internet o6bl4HOW MNpaKTUKOM
ABNSIETCS NPEACTaBMNEHNe UCXOAHOIO COOBLLEHNS MPOMEXYTOYHOMY CEPBEpY «MpeaCcTaBeHNsl COOBLLEHUI» 3, KOTOPbIA MNOXOX
Ha TPaHCnATOpP, HO BbINOMHSET HEKOTOPbIE AOMNONHUTENbHbIE OYHKLUW; Takme cepBepbl paccMmaTpuBatoTcs B naparpade 2.3.10
n RFC 4409 [18]. MNpomMexyTOoYHbIV XOCT B TakuMx Cnyyasx AencTByeT kak TpaHcnatop (SMTP relay) nnuv wnio3 B apyrve cpegpl
nepegayn u BelbnpaeTtca obbivHO ¢ Mcnonb3oBaHuem MX-3anuceit DNS (cnyx6a JOMEHHbIX UMEH).

OBbIYHO NPOMEXYTOYHbIE XOCThI onpeaensioTcs no 3anucam DNS MX, a He nyTem ABHOro 3agaHus mapLipyTta oTnpasutenem
(cm. pasgen 5, npunoxenne C u naparpad F.2).

2.2. Mopenb pacluMpeHumn

2.2.1. ba3oenbie sonpochbl
B pamkax nporpammel, HavaTon B 1990, npnbnuantensHo yepes 10 net nocne Bbinycka RFC 821, npotokon 6bin o6HoBneH 3a
cyeT fobaBneHNs MOAENU «pPaCLUMPEHUs YCIyr»*, MO3BONSIOLLEN KNeHTam 1 cepBepamM CorfiacoBaTb MCMOMb3oBaHWe 0BLmX

relay.

2gateway.

*message submission" server.
4"service extensions" model.
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SHUMKNonegus ceTeBbIX MPOTOKONOB MepeBog RFC 5321
OYHKUMIA, BbIXOAALWIMX 3a npefenbl ucxogHon crneundpmkauutn SMTP. MexaHunsm pacwmpeHns SMTP onpegensiet cnoco6b
COrnacoBaHus paclUMpeHHbIX BO3MOXHOCTEW knueHTa u cepsepa SMTP; cepBep MoXeT WH(OPMMpPOBaTL KIMEHTa O
noaaepXMBaemblX paclUMpeHUsX.

CoBpemeHHble peanusauun SMTP gonxHbl nogaepxusaTtb 6a3oBble MexaHM3Mbl pacluMpeHus. Hanpymep, cepeep AoOMmKeH
nopaepxueaTte KomaHabl EHLO, gaxe ecnvm B HemM He peanu3oBaHO COOTBETCTBYIOLLEE pacluMpeHue, a KnveHTam cneayet
ucnonb3oBatb komaHay EHLO Bmecto HELO'. B Tex cnyyasx, korga Anst vHTepornepaGenbHOCTM He TpebyeTcsi siBHOe
ucnons3oBaHue HELO, HacTosiwas cneumdmkaumsa Bceraga paccmarpuBaeT Tonbko komaHga EHLO.

MpoTtokon SMTP wwupoko pacnpocTpaHeH W BbICOKOKAYeCTBEHHble peanu3aumm obecneynBaloT BbICOKUA  YPOBEHb
ycTonumsocTh Kk owmnbkam. OgHako coobluectBo Internet cenvac cuntaet OCTaTOMHO BaXHbIMU HEKOTOpPbIE Cry»Obl, KOTOPbIX
npocto He ObINO B MOMEHT co3gaHus npoTtokona. lMpu gobaBneHWM nNopgaepxku Takux cnyxb AomkHa obecneumBaTbes
BO3MOXHOCTb NpuemMnemMon paboTbl CTapblx peanu3auun npotokona. K uncny takmx paclumpeHnin OTHOCATCS:

¢ komaHga EHLO B3ameH npexHelt komaHabl HELO;

& peecTp pacwmpeHui cepsuca SMTP;

& JononHuTenbHble napameTpbl komaHg MAIL n RCPT;
*

BO3MOXHOCTb 3aMeHbl KOMaHA, OfnpeaeneHHbIX B AAaHHOM npoTokone (Takux, kak DATA) npu nepegade CUMBOIIOB,
otnnyHbix oT ASCII (RFC 3030 [20]).

CwunbHble CTOPOHbI NpOTOKONa SMTP 06yCJ'IOBJ'IeHbI, npexnge Bcero, ero npocTOTOWN. OnbIT UCNONb30BaHUSA MHOXEeCTBa
NPOTOKOSOB MOKa3biBaeT, YTO MPOTOKOSbI C MEHBLLUMM YUCIIOM OMNUUIA NosyyYaroT Oonee LLNPOKOE pacnpocTtpaHeHue, Hexenun
YCNOXHEHHbI€ NMPOTOKOSIbI.

Kaxpoe pacwmnpeHune, He3aBMCMMO OT obecneymBaemMbix UM npenmyuliecTts, AOJIKHO ObITb TWATENbHO npoBepeHo B 4YacTu ero
peanun3auunmn, pa3sepTbiBaHNA U VIHTepOI'IepaGeanOCTVI. Bo mHormx cly4dyadax CTOMMOCTb pacLlumpeHua cepsuca SMTP moxeT
MHOIOKpaTHO NpeBbICUTb AOCTUraemMble NnpenmyLiecTBa.

2.2.2. OnpedeneHue u pecucmpayus pacwupeHul

Peectp pacwupenHbix cnyx6 SMTP nopaepxuBaetca areHtctBoMm IANA. C  KaxgbiM  pacluMpeHvemM  CBS3aHO
cooTBeTCTBylOLlEee KnoyeBoe 3HadeHne EHLO. Kaxpaa pononHutenbHas cnyxb6a, pernctpupyemas IANA, gomkHa ObiTb
onpeeneHa Ha OCHOBE CTaHAapTHOro npoTtokorna wunu ogobpeHHoro IESG akcnepumeHTanbHoro npotokona. OnpeneneHune
[AOIMKHO BKIOYaTh!

¢ TEKCTOBOE UMS paclumpeHHoro cepsuca SMTP;

¢ knoyeBoe 3HaveHne EHLO cBsAsaHHOE C 9TMM paclunpeHnem;

¢ CMHTaKCMC M BO3MOXHbIE 3Ha4Y€HMs NapaMeTpoB, CBA3aHHbIX C KIOYEBbIM 3HaYeHnem EHLO;
.

BCEe [ONonHuTenbHole komaHabl SMTP, cBa3daHHble € paclmpeHneM (Takue komaHObl OBblYHO MCMOMb3YKTCH, HO He
ABnNAlTCA obs3aTenbHbIMK, Kak 1 KrtoveBoe 3HadveHne EHLO);

¢ BCe HOBble NapameTpbl paclunpeHns, ceadaHHble ¢ komaHgamu MAIL nnn RCPT;
¢ OnucaHue BO3OEWNCTBUS NOAAEPXKKN paclUMPEHMs Ha NoBeAeHME KNMEHTOB 1 cepeepoB SMTP;
¢ pasmep yBenuyeHus MakcumanbHomn AnuHbl komaHg MAIL n/wnn RCPT cBepx 3agaHHOro HacTosILWMM CTaHAapToOM.

Kpome Toro, Bce kntoyeBble 3HadeHus EHLO, HaunHatowmecs ¢ X unu X, ykasbiBaloLwme Ha nokarnbHble paclunpeHns cepseuca
SMTP, ncnonb3ytoTcs TONMbKO Ha OCHOBE [ABYXCTOPOHHWX cornalueHuii. KnioyeBble cnosa, HaunHarwwmecs ¢ X (HesaBnucMmMo ot
pernctpa) HegoONyCTUMO WCMOMNb30BaTb B PErMCTPUPYEMbIX pacluMpeHusx cepsuca. VI HaobopoT, Kr4veBble 3HaYeHus,
npeactasnsemele B oTknvke EHLO, KoTopbin He HaunMHaeTcs ¢ X, AOMKHbI COOTBETCTBOBAThL CTaHAAPTY, NPOEKTY cTaHdapTa
unm ogobpeHHomy IESG akcnepumeHTanbHomy pacwmpenuio SMTP, 3apeructpupoBaHHomy IANA. [ns COOTBETCTBYHOLUMX
TpeboBaHusiM cTaHOapTa CepBepoOB HeAONYCTUMO MnpeanaraTe HaYMHaOLWMECH C OTNNYHBLIX OT X CMMBOJIOB pacLUMpeHus
cepBuca, ecrim OHW He 3aperncTpMpoBaHsbl.

MmeHa 0ononHUTENbHbLIX KOMaHA U NapaMeTpoB NOAYMHSAIOTCS TEM e NpaBunam, YTo UCMOMb3YHTCH NS KMYEBbIX 3HAYEHWUI
EHLO; B 4acTHOCTU, KOMaHAbl, HauyMHawWmecs ¢ X, ABMASIOTCA NOKanbHbIM paclUMPEHMeM U MOryT Ucnonb3oBaTbcs 6e3
perucTpauum u ctaHgaptusauyum. I Hao6opoT, Bce koMaHAbl, KOTOpPbIE HAYMHAKTCA C CMMBOMOB, OTAMYHbLIX OT X, AOKHbI
perncTpmMpoBaTbCs.

2.2.3. ,CIononHumeanble 80r1pPoOChI, c8sA3aHHbIe C paclWupeHUsamu

JonyckaloTcss paclumMpeHns, KoTopble MOryT CyLecTBEHHO u3MeHsTb 6asoBble onepauun SMTP. TekcT B ocTanbHbIX
naparpacpax AaHHOro AOKYMEHTa criefyeT TpakToBaTb C Y4ETOM 3TOro obcrositenbcrtBa. B yacTHOCTM, pacluvpeHust moryT
M3MEHSATb MWHUMarbHble Npefensl, ykazaHHble B naparpade 4.5.3, oTMeHATb TpebGoBaHWe Mo MCrnonb3oBaHW Habopa
cumBornoB ASCII, ynomsiHyToe BbiLLe, UM BBOAUTbL HEKME OOMNOMHUTENbHbIE PEXMMbI 06CNYXMBAHWUSA COOBLLIEHMN.

B yactHocTM, ecnu paclumpeHue npegnonaraeT, YTO Ha NyTM [OCTaBkM OObIMHO NoadepXuBalTcA 0cobble BO3MOXHOCTU
OaHHOro pacluMpeHunsi, a NpoMexyTodHas cuctema SMTP onpegenesieT, 4To Ha criegylolem aTane Takne BO3MOXHOCTU He
NoaAepXnBalTCsl, 3Ta CUCTEMa MOXeT BblOpaTb C Y4ETOM KOHKPETHOrO paclUMpeHust U obCTosATENbCTB MOMbITKy Gonee
nosgHen goctasku n/vnu Beibopa agpyroro xocta MX. Mpu ncnonb3oBaHWM Takoe cTpaTernm TaiM-ayT Bo3Bpara kK oopmaTty 6e3
paclwvpenus (ecrnv TakoBOW UMEETCS) crneayeT 3a4aBaTb MeHbLUE 0ObIYHOrO TanM-ayTa, UCMOoMb3yeMoro Ans Bo3BpaTa noyTbl
B Crny4ae HEBO3MOXHOCTW [OCTaBku (Hanpumep, ecnu OOblYHbIA TalkiM-ayT COCTaBNnsieT TpU [HS, TaM-ayT AN NOMbITKA
nepegayn noyTel 6€3 CNONb30BaHNSA PaCLUMPEHNS MOXET COCTaBUTb OOMH OEHb).

" OpgHako Ansi CoBMeCTUMOCTM CO CTapbiMy peanuaauusMy KnneHTobl n cepeepbl SMTP no-npexHemy AOMKHbI NOAAEPXMNBATb
komaHgbl HELO.
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2.3. TepmuHonorua SMTP

2.3.1. [Tloumoebie 06 eKMbI
Mpotokon SMTP obecneuynBaeT TPaHCMOPTMPOBKY OOBEKTOB 3MEKTPOHHOW MouyThbl. Kaxabli 06BEKT COCTOMT M3 KOHBepTa
(envelope) n cogepxmmoro.

KouBepT SMTP nepepaeTca kak cepus NpPOTOKONbHbIX anemeHToB SMTP (cm. rmaBy 3). KoHBepT copepxuT agpec
oTnpasuTens (Mo KOTOPOMY AOMXKHbI BO3BpaLlaTbCcs oT4eThl 06 owmnbkax) n oguH unu 6onee agpecos nonyvaTtenen, a Takke
OOMNOSHUTENbHYI0 MHOPMaUUIo ONs pacliMpeHuid npoTtokorna. B cuny uctopuyeckux npuyvH BO3MOXHO MCMOMb30BaHne
Bapuauun 3agaHus agpeca BosBpaTta (agpeca oTnpasutens) B komaHge MAIL gns ykasaHus anbTepHaTUBHBIX PEXUMOB
AOCTaBKW; MCNOMNb30BaHNe TakMX Bapvauui B HacTosiLLee Bpems ocyxkaaetcs (cM. Mpunoxenne F n naparpad F.6).

Copepxmmoe SMTP nepepaetcsa B Buae npotokonbHoro anemeHta SMTP DATA n coctouT M3 OByX YacTen — 3arofioBKOB U
Tena. Ecnn cogepxrmoe cooTBeTCTBYET APYrMM COBPEMEHHbLIM CTaHA4apTaMm, 3arofioBOK COCTOMT u3 Habopa nonewn, kaxagoe 13
KOTOpbIX BKIIOMAET UMSI 3arofioBka, ABoeTouue (;) U OaHHble, CTPYKTYpMpOBaHHble B COOTBETCTBMM CO cheundukaumnen
opmaTa coobeHns (RFC 5322 [4]); Teno coobLieHuns, Npu HanM4Mm B HEM CTPYKTYpbl, COOTBETCTBYET cneumdukaummn MIME
(RFC 2045 [21]). Copepxunmoe ABNAETCS TEKCTOBbLIM MO CBOEN NPUPOAE U BblpaXaeTcs C UCNonb3oBaHMEM Habopa CYMBOSIOB
US-ASCII [6]. Xota pacwwupeHns SMTP (tuna 8BITMIME, RFC 1652 [22]) moryT o06xoauTb 9TO oOrpaHudeHne pans
COLEepPXXMMOrO, 3arofioBKM BCEr4a OOMKHbI KOAMPOBaTbLCHA C Mcrnofb3oBaHueM Habopa cumsonoB US-ASCII. [iBa paclumpeHus
MIME (RFC 2047 [23] n RFC 2231 [24]) onpenenstoT anroputMm npeacTaBneHns B 3aronoBkax CMMBOSOB, He Bxoadawmx B US-
ASCII, c ucnonbsoBaHmem kombuHaumn cumeonoB Habopa US-ASCII.

2.3.2. Omnpaeumesnu u nosiy4amesnu

B RFC 821 gBa xocta, npvHumarowme yyactue B TpaH3akumm SMTP, 6binm onucaHbl kak SMTP-sender (oTnpasutens) u
SMTP-receiver (nonyyaTenb). B HacTosel cneundukaumm UCNOMb3YHTCH WHblE TEPMUHbI, OTPaXKaloLMe CrOXMUBLLYHOCS
npaktuky - SMTP client (vHorga npocto client) 1 SMTP server (unu npocto server) Ana oTnpaBuTeENsd W nonyyartens,
COOTBETCTBEHHO. [1OCKOMbKY B pexume TpaHCNSAUMM OAUH XOCT MOXEeT BbICTymaTb B KayecTBe KNMEeHTa U cepBepa,
NnpoJdorKaeTcs WCNonb3oBaHNe TEPMUMHOB «nonyyartenb» (receiver) n «otnpasButenb» (sender) Tam, rae 9TO HYXHO Ans
NMOHVMaHUS.

2.3.3. [Toumoesble azeHMbI U XxpaHunauwa coobweHul

B paHHOM cneuvdumkaumMm ucnonb3yeTcsi COBpEMEHHAsi TEPMUHOMOMUS, yCTosiBLUAsica ¢ MomeHTa nybnukaumm RFC 821. B
YacTHOCTM, KNNeHTbl U cepBepbl SMTP obecneunBaloT MOYTOBLIA TPAHCMOPTHLIA CEPBUC W, CrefoBaTeNnbHO, Ha3blBalOTCS
«areHTamu goctasku no4ytbl» - AOM (Mail Transfer Agent nnu MTA). Monb3oBaTenbckne noytoBble areHTbl — MMNA (Mail User
Agent, MUA unu UA) BbICTynalT B Ka4yecTBe UCXOAHbLIX OTNPaBUTENEN M KOHEYHbIX MofyyaTernein noyToBbiX coobLeHnin. Ha
ctopoHe otnpasuTens [MMA MoxeT cobupaTb MovTy OT nonb3oBaTtens ans nepegjavm ee AAlM; areHt ALl Ha cTopoHe
nonyyatensa nepegaet nouty [MIMA (No kparHen Mepe, nepegaeT 3TOMy areHTy OTBETCTBEHHOCTb 3a [OCTaBKY MOYTHI;
HanpuMmep, MoMeLlas ee B «MOYTOBOE XpaHwunuuie» - message store). OgHako, XOTS 3TU TEPMMHbI AOCTATOMHO TOYHO
BbIPaXalT CyTb U MPUMEHUMbI K ApYrMM cpedam, rpaduubl mexay MNMA (MUA) n AQM (MTA) onpegeneHbl He4OCTaTOYHO
yeTko. CnegoBaTenbHO, YnTaTenb AOMKEH BHUMATENbHO OTHOCUTBLCS K TEPMUHOSOTUN.

2.3.4. Xocm

B pamkax gaHHOM crneumdukaumm TEPMUH «XOCT» 00O3Ha4vaeT KOMMbIOTEPHYK CMCTEMy, MOAKMIOYEHHYH K Internet (unu, B
HeKoTopbIX crnydasix, k yactHon cetu TCP/IP) n nopgoepxwusatowyto npotokon SMTP. XocTbl 0603HavaTcs nMeHamu (Cwm.
cneayooLwmin naparpacd); He crnieayeT UCMOSb30BaThb ANS MAEHTUUKALUMM XOCTOB MONHble agpeca (cM. naparpad 4.1.2).

2.3.5. [lomeHHbIEe uMeHa

JomeHHOEe uMSA (MM NPOCTO AOMEH) COCTOUT M3 OOHOW WU HECKOMbKMX pa3gerieHHbIX ToYkamu KOMMOHeHT. B crnyyae
UCMONb30BaHNs B Ka4eCTBE ajpeca JOMeHA BEPXHEro YPOBHS, CTpOKa JOMEHHONO MMEHW He COAEPXWUT TouyeK. DTO BeAET K
BO3HWKHOBEHUIO TpeboBaHus, Gonee nNoapoOGHO PaAcCMOTPEHHOro Huke, 06 Wcrnonb3oBaHWM Mpu TpaH3akuusx SMTP B
ny6nuyHon cetu Internet Tonbko MOMHbLIX AOMEHHbIX UMeH (FQDN'), 4yto ocoGeHHO BaHO MpW WMCMOMb30BaHUM LOMEHOB
BepxHero ypoBHs. KOMMNOHEHTbl AOMEHHbIX MMeH (MeTku B TepmuHax DNS RFC 1035 [2]) npu TpaH3akumax SMTP moryt
coaepxaTb TonbKo nocrefoBaTenbHocTU BykB?, undp, gedwca (-) U 3Haka nogvepkuBaHns (_) us Habopa cumeonos ASCII [6].
[loMeHHble MMeHa UCMOMnb3yrTcs Ans 0003HAYeHUs XOCTOB M OpyrMx OOBLEKTOB Mepapxvuu OOMEHHBLIX MMeH. Hanpumep,
OOMEHHOE MMsi MOXeT yKasbiBaTb Ha nceBgoHum (MeTka CNAME RR) nnm metky 3anucu MX (Mail exchanger), kotopas 6yget
Mcnonb3oBaTbCa ANS A0CTaBKM MOYTbl BMECTO MpeACcTaBMEHHOro MMeHW XocTa. [ononHUTENbHbIE CBEAEHUS O OOMEHHbIX
nmMeHax moxHo Hantn B RFC 1035 [2] u pa3gene 5 gaHHow cneumdukaumn.

[omMeHHoe ums, Kak onncaHo B faHHoM gokymeHTe n RFC 1035 [2], npeactaBnset cobor nonHoe nmsa (fully-qualified domain
name nnm FQDN). [lomeHHble MMeHa, He aenaowmneca FQDN, ecTb HM 4YTO MHOE, KaK flokanbHble NCEBOOHUMBI. B TpaH3akumsix
SMTP nosiBneHvne nokanbHbIX NCEBOOHNMOB HEAO0MYCTUMO.

Mpu ncnonb3oBaHUM JOMEHHbIX UMeH B SMTP pgonyckatTcsa Tonbko nonHele (FQDN), npeobpasyembie DNS nmeHa. NHbIMK
CrnoBaMu, paspeLUeHo UCMonb3oBaTh MMEHa, KOTopble MOryT GbiTb NpeobpasoBaHbl B 3anncn MX RR vnu agpeca (RR tnna A
unn AAAA, kak ckasaHo B pasgene 5), a Takke CNAME RR, nceBAoHMMbI KOTOpbIX MOryT ObITb Npeobpa3oBaHbl B MX vnu
agpeca. JlokanbHble MCEBAOHUMbI W HEMOMHble MMEHa WCNoMb3oBaTb HEAOMYCTUMO. YKa3aHHOe npaBuio MmeeT ABa
UCKITOYEHNS:

*  [OMeHHoe uMsi, ykasbiBaeMoe B komaHae EHLO gomkHO ObiTb OCHOBHLIM MMEHeM XocTa (MMeHeM, npeobpasyeMbiM
B agpec) Wmnu, ecrnm y XocTa HeT VMMEeHW, MOMHbIM agpecoMm, OnWcaHHbiM B naparpade 4.1.3 u JOoNOMHUTENbLHO
paccMoTpeHHbIM Npu o6cykaeHun komaHabl EHLO B naparpadoe 4.1.4;

*  3apes3epBUPOBAHHOE WUMS MOYTOBOrO slMKa postmaster moxeT mcnonb3oBaTtbcd B komaHae RCPT 6e3 nonHoro
OOMEHHOro nmeHu (cm. naparpad 4.1.1.3) 1, B cnyvyae Takoro Mcrnonb30BaHNs, AOIMKHO NPUHMMATBLCS.

fully-qualified domain name.
2 AHrnuiickoro andhasuTa. [pum. nepes.
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2.3.6. Byghep u mabnuya cocmosiHuu

Ceccun SMTP umeloT pasHble COCTOSiHUS M 0B6e CTOpPOHbl akKypaTHO NoAAepXuBaloT obliee NpeacTaBrieHMe O TeKyLllem
cocTosiHunM ceccun. B aTom gokymeHTe Mbl Oydem npeacTaBnATb 3TO COCTOSHWE BUpTyanbHbiM Oydepom un Tabnuuen
COCTOSIHUIA Ha cepBepe, KOTOpble MOTYT UCMONb30BaTbCA KIMEHTOM (Hanpumep, KMMEHT MOXET ounctutb Bydep, copocuTb
Tabnvuy coctosiHus - B pesynbTate 4vero uHpopmaums 3 bydepa ygansertcs, a Tabnvua nepexoauT B HEKOe HavanbHoe
COCTOSIHUE).

2.3.7. KomaHObI U OMKuKu
Komangbl SMTP u (ecnn paclwumpeHue cepBuca He 3agaeT MHOMo) AaHHble coobLieHun nepenarTcs OT OTnpaBUTENst K
nony4vaTento Yepes KOMMYHUKaLMOHHbLIV KaHarn B popmMe CTPOK.

Otknnk SMTP npegcrtaBnsieT cobon noaTeepxaeHwe (Mnu oTkas), nepegaBaemoe B opMe CTPOK OT nonydarens K
OTNpaBUTENO Yepe3 KOMMYHMKALMOHHBIA KaHan B OTBET Ha MONydeHHyl KomaHay. O6uwen cdopmMor OTKNuka siBNsieTcsi
uucpoBol Kof pesynbTate (0Tkasd WK yCrnelwHoe 3aBepLleHUue), 3a KOTopbiM OObIYHO criegyeT TekcToBasi cTpoka. Kopbl
cnyxaT Ans UCMonb30BaHWS Mporpammamu, a TekcT 0OblMHO npefdHasHadeH ans denoseka. B RFC 3463 [25] cogepxutcs
crneundukaums OOMONMHUTENbLHONO CTPYKTYPUPOBAHWUS TEKCTOBBLIX CTPOK, BKItOYasi MCMONb3OBaHWE [JOMNOfHeHW n Gonee
cneunduyecknx kogoBs 3asepLueHns (cm. Tawke RFC 5248 [26]).

2.3.8. Cmpoku

CTpoka COCTOUT M3 HEKOTOPOro (BO3MOXHO, HYNEeBOro) ymcna CUMBOMOB AaHHbIX U 3aBepwaetcs cumsonamu ASCIl gns
Bo3BpaTta kapeTtkun (CR - 0Dh) n nepesoga ctpokn (LF - OAh). MocnegosatensHOCTbL 3aBepLUEHNS CTPOKM B 3TOM JOKYMEHTe
Oynet obosHauvaTbcsa <CRLF>. [Ina peanusauui, cOOTBETCTBYIOLLMX TpeboBaHUAM AaHHOW cneumndukauvv, HeJonycTumMo
NPVHMMaTb UK FTEHEPUPOBATb B KAYECTBE 3aBEPLUEHMS CTPOKM NtoOble Apyrne CUMBOSbI UITW NOCNeA0BaTENbHOCTU CMMBOJSIOB.
CepBepbl MOTYT BHOCUTb OFPaHUYEeHUs Ha ANIMHY CTPOK (CM. pasaen 4).

B pononHeHWe OTMETMM, YTO UCMONb30BaHWE B TEKCTE OTAENbHbIX cumBonoB CR unu LF (He B komGuHauum <CRLF>) umeet
OOMryl0 UCTopuio nNpobrem B peanusauusix NOYTOBbIX CUCTEM U MPUNOXEHWUAX, paboTallmx C 3NEKTPOHHOW noyton. [ns
knueHtoB SMTP HeponycTuma nepefada 3TWX CMMBOIIOB 3a MCKIIOYEHMEM Tex CrlyyaeB, Koraa KOMOWHauusi CUMMBOIOB
CNYXWUT [Nsi 3aBepLUeHWsi CTPOKM, a B 3TOM Criydyae [OJDKHA MPUMEHATbLCA TONbKO CTaHAapTHasi nocrnenoBaTenbHOCTb
<CRLF>.

2.3.9. Codepxxumoe coobweHuUs1 u NnoY¥moesnie 0aHHbIe

TepMuHbl «cofepumoe coobLieHusi» (message content) U «mno4yToBble AaHHble (mail data) B 3TOM AOKyMeHTe SBNsTCA
B3aMMO3aMeHsieMbIMU U cnyxkaT Ans obo3HadeHus MHopMauuM, nepefaBaemMoin nocne BocnpusATUs komanabl DATA go
3aBepLUeHust nepeaadn. Cogepxnumoe COOBLLEHNS BKIOYAET 3aronoBKM U (BO3MOXHO CTPYKTYPMPOBAHHOE) TENO coobLueHus.
Cneundmkauma MIME (RFC 2045 [21]) o6ecneumBaeT cTaHOapTHbIE MEXaHW3Mbl CTPYKTYPUPOBaHNS Tena coobLLEHMN.

2.3.10. Omnpasumenb, cucmema 0ocmaeku, mpaHCcsImMop, Wiko3

B paHHOM cneumdukaumMm pasnuyarTcst YeTbipe Tuna cucteM SMTP Ha OCHOBE BLIMOSHAEMbIX MU (OYHKLMI nepenayvv
3NeKTPOHHOW noyThbl. Cructema-otnpasutens (SMTP originator) BHocuT cooblueHne B Internet unu, B 6onee obwem cnyyae, B
cpeay TpaHcnopTHoro cepeuca. Cuctema goctasku (delivery) SMTP npyHMMaeT nouTy OT TPaHCMNOPTHOrO cepBuca U nepeaaeT
ee nornb30BaTeNibCkOMy NMOYTOBOMY areHTy Unu pasMellaeT B XpaHuUmnuLLe coobLUEeHNA, U3 KOTOPOro MOMNb30BaTeNbCKUN areHT
MOXET B3ATb MouTy BrnocneacTeun. TpaHcnsaTtop (relay) SMTP nonydaet nouty ot knueHTa SMTP n nepepaeT ee gpyromy
cepeepy SMTP (aons pgocrtaBkv wnu criegylowen TpaHcnsauumn) 6e3 nsmMeHeHns OaHHbIX, A00aBnss nvlb TPacCUPOBOYHYHD
MH(OpMaLuio B 3arofnoBok.

Lmo3amun (gateway) SMTP HasbiBalOT CUCTEMbI, MoOnyyalwlme MoYTy OT KIMEHTOB W3 OAHOW TPaHCMOPTHOW cpedbl U
nepegarwoLme ee cepeepy Apyron cpeabl. Pasnnuuns B npoTokonax n ceMaHTuke CoobLLeHMs NO pasHble CTOPOHbI LL03a MOryT
notpeboBatb nNpeobpa3oBaHUsl, KOTOPOE HEe MOXEeT OblTb BbINOMHEHO TpaHcnaTtopamu SMTP. B KkoHTekcTe paHHOM
cneundukaumm mexcetesble akpaHbl (firewall), nepenvceiBalowme agpeca, cnegyeTt paccmatpmaTh Kak LWNO3bl, Aaxe ecnu
no obe CTOpoHbI 3kpaHa ucnonb3yetcs cpega SMTP (cm. RFC 2979 [27]).

2.3.11. Moymoenliii swuk u adpec

B paHHOM cneuudukaumm TEPMUH «agpec» O3Ha4vaeT TEKCTOBYK CTPOKY, MAEHTUMUUMPYIOLLYIO MNOnb3oBaTens, KOTOPOMY
npegHasHayeHo coobLieHne, WM MecTo, B KOTOpPOM nodvta OyaeT coxpaHeHa. TepMuH «mouvToBbIM Awmk»  (mailbox)
obo3HavaeT MecTo xpaHeHusi No4vTbl. OBbIYHO 3TU TEPMWHbI B3aMMO3aMeHSeMbl, €Clii HE UMEET 3HaYeHus pasHuua Mexay
MECTOM XpaHeHUs MoYThbl (MOYTOBLIA HALMK) W ee KOHKpeTHbIM nonyyatenem (agpec). Aapec 0Obl4HO COCTOMT U3
nonb3oBaTenbCkoM W AOMeHHoW uvactu. CTaHgapTHble cornaweHus o6 MMeHax MoYTOBbIX SLWMKOB npegnonaratT
ucnonb3oBaHue dopmarta local-part@domain - coBpeMeHHass TepMUHOMNOrMSA NoAAEPXKMBAET 3HAYUTENBHO Gonee LUMPOKMI
CNeKTp MPUMEHEHWI, HeXenwu MpoCcTO MMeHa nonb3oBaTenen. 1o 3ToM MNpuunHe, a Takke B pesynbTaTe WMCTOPUYECKON
npobnembl, CBA3aHHOW C MOMNbITKAMU NMPOMEXYTOYHbIX XOCTOB MEHSATb NOKarnbHY0 4YacTb afgpeca B Lensax ontuMu3auuu, aTta
YacTb agpeca [oMmKHa MHTEPNPETMPOBaTLCH TOMbKO XOCTOM, YKa3aHHbIM B JOMEHHOWN YacTu agpeca.

2.4. OOwWwMe CMHTaKCUYeCKMEe NPUHLMUMbI U MOAENb TPaH3aKUuUn

KomaHapl n oTknukn SMTP NoAgYMHAIOTCA XECTKUM CUMHTaKcu4YeckuM npasunam. Bce komaHObl HAYMHATCA C «KOMaHAHOro
rnarona» (command verb), a Bce OTKNukM — ¢ 3-3Ha4HOro undpoBoro koga. B HEKOTOPbIX KOMaH4ax u OTKNUKax 3a KOMaHAoW
WM KOAOM [OIMKHbI CfleAoBaTb apryMeHTbl. HekoTopble KOMaHAbl He MPUHMMAlOT apryMeHToB (nocre KomaHdApl), a 3a
HEKOTOPbIMW KOAaMW OTKIMKOB MOXET CrefoBaTb NPOM3BONbHbIA TEKCT. Bo BCcex crnyyasix NpucyTCTBUS TEKCTa OH OTAenseTcs
OT KOMaHAbl Unu koga cumeorioM npobena. MonHble onncaHWs KOMaHz U OTKIMKOB NPUBEAEHLI B pasaene 4.

Peructp cvMBONOB B KOMaHAax W 3HaYeHUAX apryMeHToB He umeeT 3HadveHus (T. e., TO: mn to: B komaHae RCPT He
pasnuyaloTcs), O4HaKo 3TO MPaBUO MMEET MCKMIYEHUS ANS NOoKanbHOM YacTW Has3BaHUS MOYTOBOrO sliMka (pacluvMpeHus
SMTP moryT siIBHO ykasbiBaTb YyBCTBUTENbHbIE K PErUCTPY CMMBOSOB 3MeMeHThl). KoMaHabl, 3Ha4eHUss apryMeHToB (Kpome
nioKanbHOM YacT¥ UMEHW MOYTOBOrO fALMKa) U CBODOOAHLIN TEKCT MOFYT coAepXaTb NPOM3BOSbHYID KOMOWHALMIO CMMBOSIOB
BEPXHEro N HWXHero permctpa. [ns nokanbHOW YacTu MMEH MOYTOBbIX ALLMKOB PErMCTP CUMBOSOB AOJKEH MPUHUMAaTbLCS BO
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BHMMaHue. CnepoBaTenbHo, peanu3auun SMTP AOMmKHbI NbITaTbCA COXPaHUTbL PEMMCTP CUMBOSIOB B NMIOKaNbHOW YacTu NMEHU
No4YTOBOro AWMKa. B yacTHOCTM, Ons HEKOTOPbLIX XOCTOB Monb3oBaTtenb smith MoxeT oTnmyaTtbes OT nonb3oBaTtens Smith.
OpHako Mcnornb3oBaHUE YYBCTBUTEMbHBLIX K PErUCTPY JOKasbHbIX YacTell B MMEHax MOYTOBbIX SILLMKOB CHMXAET YPOBEHb
uHTeponepabenbHoCTM — cnegyeT wu3beraTb Takoro MNPUMEHEHUS ToKanbHbIX WMeH. [JoMeHbl B MOYTOBbIX agpecax
COTBETCTBYIOT 0ObI4YHBbIM NpaBunam DNS n, cnegoBaTenbHO, HE YyBCTBUTESNbHbBI K PETMCTPY CUMBOIIOB.

HekoTopble cepBepbl SMTP B HapylueHue gaHHown cneumdukaumm (m RFC 821) TpebyoT OT KIMEHTOB NPeACcTaBNeHNst KOMaH
B BepxHeM peructpe. B peanusaumax MOryT npuvHMMaTbCsa Mepbl ONs NPeAcTaBleHWst KOMaHh B COOTBETCTBUM C
TpeboBaHUSIMM TakUX CEPBEPOB.

[Mone aprymMeHTOB COAEPXUT TEKCTOBYH CTPOKY NEPEMEHHOW ANUHBI, 3akaH4MBatoLLytocs cumaonamm <CRLF>. MNpuHumatowas
cTopoHa He byaeT npeanpuHMMaTh HAKaKUX AEWCTBUIA A0 NOMyYEeHUs CTaHAapTHOrO 3aBEpPLUEHUS] CTPOKM.

CvHTaKCUC Kaxaon KOMaHAbl paccMaTpmMBaeTCd HUXe BMecTe C onucaHuamu komaHa. Oblime anemeHTbl M napameTpbl
paccMoTpeHbl B naparpadge 4.1.2.

KomaHabl u oTknukm coctoaT m3 cumeonoB ASCII [6]. Korga TpaHcnopTHbI cepBuc obecneumBaeT 8-6uToBbIN (GaiTbl unu
OKTEeTbl) KaHan nepegay, Kaxablin 7-6UToBbIM CMMBOMN NEpefaeTcsi C BbipaBHMBAHMEM MO NPaBOMYy Kpato (CTapLumni 6yt okTeTa
UMeeT Hynesoe 3HauyeHue). CtaHaapTHbI cepBuc SMTP obecneumBaeT nogaepKky TOnbKo 7-O6MTOBbIX CMMBOMOB. KnneHTty-
oTtnpasutento SMTP, koTopbIi HE CMOr corracoBaTb MOAXOAsLLEe pacluMpeHne ¢ cepBepoM (CM. crneaywowmi naparpad),
HegoONyCTUMO nepefaBaTbh COOOLLEHUS, cogepxalume uHpopMaumio B cTapwmx OuTtax okteTtoB. Ecrnv B HapylueHue 3aTtoro
npaesuna Takoe cooblieHne nepepaetcd, npuHumarowmn cepsep SMTP mMoxeT cOpocuTb CTapwimim OUT Mnmn OTBEPrHyTb
coobuleHne Kak HekoppekTHoe. B obuwem cnydae TpaHcnatopy SMTP cneayeT npegnonaratb, YTO COAEPXKMMOE MPUHSITOrO
COODOLLEHNA KOPPEKTHO U, B NPEANONIOXKEHNM YTO KOHBEPT NO3BONSET 3TO cAenatb, TpaHCcnMpoBaTb cooblieHne 6e3 NnpoBepku
ero cogepxumoro. KoHe4yHo, ecnun coaepXumoe HEKOPPEKTHO M NyTb Nnepeaayn He MOXET ero BOCMPWUHATb, Takoe pelueHue
MOXET MPMBECTU K AOCTaBKe KOHEYHOMY aapecaTy UCKaKeHHoro coobuieHus. Cuctembl goctaskm SMTP moryT otsepraTb
Takve coobLleHus unu BO3BpallaTb WX, Kak HegoCTaBnsieMble, BMECTO MOMbITKM AoCTaBku. B oTcyTcTBUMM npepnaraemoro
CepBepOM pacLUMpEeHUs, SBHO MO3BONAKLWEro AenaTtb 3TO, HUMKaKMM nepejawowmm cuctemam SMTP He possonsietca
nepegasaTtb envelope-komaHabl, coaepXaliue CUMBOMbI, He BKMYeHHble B Habop US-ASCII; npuHumarowmm cuctemam
cnepyeT OoTBepraTh TakMe KOMaHAbl, UCNonb3ysa cTaHAapTHbIA oTknMK 500 syntax error - invalid character.

KnveHT MoxeT 3anpocuTb Yy cepsepa nepepayy 8-OMTOBOro COAEPXMMOro COOBLLEHUN C MCNOMb30BAHMEM pPaCLUMPEHHBbIX
Bo3moxHoctenn SMTP, npexae Bcero 8BITMIME RFC 1652 [22]. Cepeepam SMTP cnepyeT nogaepxwvsatb pexum 8BITMIME.
OpHako 3T0 HeAONYCTUMO TPAKTOBATb, KaK paspeLleHne Ha HeorpaHnyeHHyo nepegady 8-6UToBbIX CMMBOSIOB U He NO3BONSET
nepegasaTtb B KOHBepTax coobLeHu cumBonbl, oTnnyHble oT ASCII. na oTnpaBuTens HeAoONyCTUMO 3anpalunBaTb PeXum
8BITMIME npwv nepepayn faHHbIX, TOe B KayecTBe cTapllero 6uta He ucnonb3yeTcd cooTBeTcTBylowmin dopmat MIME c
NOAXOAAMM TPaHCMOPTHLIM KOANPOBAaHWE; CepBepbl MOTYT OTBEpraTth Takue coobLieHus.

Mcnonb3dyemaa B 3TOM [OKYMEHTE MeTanuHrBUcTMYeckas HoTauus cooTBeTcTByeT HoTaumm Augmented BNF, npuHaton B
AOKYMEHTax ApYrmx noyToBbIX cucTeM Internet. Yutatensm, KoTopble HE3HAKOMbI C 3TUM CUHTAKCUCOM, criefyeT npo4vecTb
cneundukaumio ABNF B RFC 5234 [7]. Ana SCHOCTM TepMUHbI MeTasasblka, UCNornb3yeMble B TekcTe, 0603HauYeHb! YrioBbIMUI
ckobkamu (Hanpumep, <CRLF>). YuTtaTensam cnegyeT oTAaBaTh OTYET B TOM, BblpaXeHUs MeTas3blka MOryT GbiTe HEMOMHbLIMM.
NmeeTcsi MHOXECTBO cnyyaeB, Korga npeacTaBrneHHasi B TeKCTe MHpopMaums orpaHnyMBaeT UM MHave MeHsIeT CUHTaKCUC
UM CEMaHTUKY MeTasn3blka.

3. O630p npouedyp SMTP

B atom pasgene npuBegeHbl onvcaHus npoueayp, Mcnonb3yembliX B SMTP: MHUMMpOBaHME CeaHCoB, NOYTOBbIE TpaH3aKuuu,
nepecoblsika NoYThbl, NpoBepkKka MMEH MNOYTOBbIX ALINKOB, 06pa60TKa CMNCKOB paccCblyikK, a TakkKe opraHun3auuda n 3aBeplueHne
obmMeHa gaHHbIMMN. Bonpochbl TpaHCnaLMM NoYThl, MOYTOBLIX AOMEHOB M CMEHbI POSier paccMaTpuBaloTCa B KOHUe pasgena. B
MpunoxeHun D paccmaTpmnBaeTCst HECKONBbKO KOHKPETHLIX CLIEHAPMEB NOYTOBLIX TPAH3aKLNNA.

3.1. UlHnumnnpoBaHune ceaHca
CeaHc SMTP MHUUUNPYETCA, Korga KnneHT coeanHAeTCd C cepBepoM U cepBep oTBevYaeT COOTBETCTBYHOLLUM COO6LIJ,eHVIeM.

Peanuzauus cepeepa SMTP moxeT BkMo4aTb MAEHTUUKaAUMIO CBOWX MporpamMm u cBefeHuns o6 mx Bepcuu B OTKIMK
NoATBEPXAEHUS coeAuHeHus nocrne kopga 220, Ha npakTuke 3aTa MHgopmauus Mno3BONSET YNPOCUTb MOUCK W pelueHue
npobnem. Peanusaumn cepBepoB MOryT BKMi0YaTb BO3MOXHOCTb 3anpeTa nepefayn AaHHbIX O NporpamMme U ee Bepcuu B
uensx 6e3onacHOCTU. XOTS HEKOTOPbIE CUCTEMbI YKa3blBalOT CBOU KOHTaKTHbIE agpeca ANA CBA3aHHbIX C NoYTon npobnem, ato
He MOXeT CNyXWTb 3amMeHon noaaepxXkn Tpebyemoro ctaHgapTom agpeca postmaster (cm. pasgen 4).

Mpotokon SMTP nossonseT cepBepy opmMarnbHO OTBEpraTb TpaH3akumMio, He 3anpeLlas n3HadvanbHble coeauHeHns: kog 554
MOXeT BO3BpaLLaTbCA B OTKpbIBatoLeM coobuleHun B3ameH koaa 220. Cepsep, MCNOMb3YOLWMIA TaKoW BapuaHT, AOJMKEH MO-
npexHeMy XaaTb, Moka knueHT nepepact komaHay QUIT (cM. naparpad 4.1.1.10) nepen 3akpblTueM CoeaAVHEHWS, a Ha NobYyHo
MeLLaloLLylo KOMaHay cnepyet BosBpalwlaTe oTknuk 503 bad sequence of commands (HekoppeKTHas mocneaoBaTenbHOCTb
komaHa). MockonbKy nonbiTka opraHusaumn SMTP-coegmHeHns ¢ TakMMm cuctemamu MOXET NpuMBOAUTb K ownbke, cepsepy,
BO3BpaLlaLlemy ko 554, cneayer nepefaBatb BMecTe ¢ KOAOM MHGOPMaLMIO, KOTopasi NO3BONUT nepeaaroLlen cucteme
NMOHATb NPUYNHY OLLINOKMU.

3.2. UlHMuMnpoBaHue KnmeHTa

Mocne Toro, Kak cepBep nepedan npurnawatoulee cooblleHne (MPUBETCTBUE) U KMUEHT MOMyYnrn ero, nocrnegHuii obbl4HO
nepepaet cepsepy komaHay EHLO, naeHtudmumpyowyto knneHTa. B gononHeHne Kk OTKPbITUIO ceaHca ncnonb3oBanne EHLO
nokasbIiBaeT, YTO KIMMEHT cnocobeH paboTaTh C pacluMpeHHbIM CEPBUCOM U1 3arpaluvBaeT Y cepBepa CUCOK NoaaepXunBaemMbix
um pacwwupennii. Ctapble cuctembl SMTP, He cnocobHble nogaepxuBaTh paclUMPEHNsi CEPBUCA, U COBPEMEHHbIE KITMEHTHI,
KOTOpbIM He TpebyeTCcA pacCLUMPEHHBIN CepBMC B MHULMMPYEMOM MOYTOBOM CeaHce, MoryT ucnonb3osBatb HELO B3ameH
EHLO. [ina cepsepoB HeaonycTUMO BO3BpallaTb pacluMmpeHHble oTknuku B ctune EHLO B oTtBeT Ha komaHagy HELO. [Anga
KOHKPETHOW NOMbITKA COEANHEHWS, €CnU cepBep BO3BpallaeT oTknnk command not recognized (KkomaHAa He pacno3HaHa) Ha
komaHay EHLO, knneHTy cneayeT HayaTb NpoLIECC 3aHOBO M nepeaatb komaHgy HELO.
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XocT, nepegarowmin komaHagy EHLO, noeHtudmumpyet B Helh cebs; komaHOy MOXHO MHTeprnpetupoBaTtb kak «Hello, | am
<domain>» (MpuBeT, 9 AomeH ...), a anda cnydasa EHLO — «and | support service extension requests» (1 8 nogaepxusaio
pacwmpenus ...).

3.3. MNoyToBbIE TPpaH3aKLUN

MoutoBas TpaH3akuma SMTP coctout K3 Tpex 9TanoB. Havanom TpaH3akumu cnyxuT komanHga MAIL, pawowas
noeHTMduKaumi oTtnpasutens (B obwem cnydyae komaHga MAIL moxeT ObiTb BBedeHa TONbKO MpU  OTCYTCTBUM
HesaBepLUEeHHbIX MOYTOBLIX TPaH3akuui; cMm. naparpad 4.1.4.). Nocne atoro crnegyet odHa unu Heckonbko komang RCPT,
yKasbiBaloLWux nonyyatenen coobuieHus. MNocnegHun atan TpaH3akuum HadmHaeTcs komaHgon DATA, kotopas nHuummpyet
nepegady noYToBbIX AaHHbLIX U 3aBepluaeTcs nHankatopoM end of mail, KoTopbli Takke NOATBEpPXAaET TPaH3aKLUMIO.

MepBbiM 3TAanom TpaH3akumm aensaeTca komaHaa MAIL.

MAIL FROM:<reverse-path> [SP <mail-parameters> ] <CRLF>

OT1a komaHaa roBoput nonydatento SMTP o Hayane HOBOW NOYTOBOM TpaH3aKUMM M cOpacbiBaeT BCe TabnuLbl COCTOSAHUN U
Oydepsbl, BkNoyas nobble AaHHbIE NonyyaTens unyM nNoYToBble AaHHble. YacTb <reverse-path> (obpaTHbIi NyTb) NEPBOro Mnu
€[MHCTBEHHOIrO aprymeHTa KomMmaHAbl COAEPKUT Ha3BaHMEe MOYTOBOrO siLMKA OTNpaBuUTENs (Mexay ckobkamu < u >), koTopoe
MOXET UCMomnb3oBaTbCA ANA nepefjadn oTyeTtoB 00 owwubkax (cm. naparpad 4.2). BocnpuHas komanpgy, cepsep SMTP
Bo3Bpawaet oTknuk 250 OK. Ecnu ykasaHHbIA MOYTOBBLIMA SALWMK MO KaKUM-TO MPUYMHAM HernpueMreM, cepBep AOJKEH
BO3BpaTUTb OTKMMK, MOKa3blBalOLIMA BPEMEHHOW TWUM OTKa3a — MOCTOsIHHasi (T. €., MOBTOPUTCHA MpU MOBTOpPE KOMaHAabl
KMWEHTOM) WUnM BpeMeHHasa (T. €., agpec KnveHTa MOXeT ObITb MPUHAT Mpu criegylolem Bbi3oBe) owmnbka. Hecmotpsa Ha
O4YEeBMOHOCTb 3TOr0 TPebOoBaHWsA, CyLLECTBYIOT OOCTOSITENLCTBA, MPU KOTOPLIX BO3MOXHOCTb BOCMPUSATUS 06paTHOro nyTtu
HEBO3MOXHO OMnpefennTb, Noka He OyaeT NomnyveH Nno KpawHewn mepe ofuH npsmon nyTe (B komaHae RCPT). B Takux cnyyasx
cepBep MOXEeT BOCMpPUHATb obpaTtHbid nyTe (OoTknuMk 250) n coobwmTb O BO3HWKHOBEHUWM Mpobnem nocrne nonyvyeHus u
npoBepkn NpsAMbIX NyTen. OBbIYHO 3TO AenaeTcsi ¢ NoMOLbio OTKNMKOB 550 unu 553.

McTopuyeckn <reverse-path> moxeT cogepxaTtb 6onblue JaHHbIX, HEXeNnu NPOCTO MMS MOYTOBOrO SLUMKA, HO COBPEMEHHBLIM
cucTemMam He crnegyeT UCMOMb30BaTb MapLUPYTU3aLmio NoYTel oTnpasuTenem - source routing (cm. MNpunoxexue C).

JononHutenbHble NnapameTpbl <mail-parameters> cBA3bIBalOTCS C COrNacoBaHHbIM paclumpeHem cepsuca SMTP (cm. 2.2).
BTopbiM aTanom TpaH3akumu sisnsietca komaHga RCPT. [laHHbIi aTan MOXeT NOBTOPATLCA MHOIO pas.

RCPT TO:<forward-path> [ SP <rcpt-parameters> ] <CRLF>
MepBbI NN €AMHCTBEHHbIM apryMeHT 3TON KOMaHAbl BKNoyaeT npsmon nyTe forward-path (06b14HO MMS MOYTOBOrO AWMKa U
AoMeHa, obsa3aTenbHO 3aKnioyYeHHble B CKOOKM <>), naeHTudmumpyowmin nonyvatens. BocnpuHsas komaHgy, cepsep SMTP
Bo3BpaLLaeT oTknmk 250 OK u coxpaHsieT npsimol nyTb. Ecnn n3BecTHo, 4TO noyta He MOXeT ObiTb AOCTaBneHa agpecary,
cepep SMTP BosBpallaeT oTknuk 550, 06bIMHO COMPOBOXAAEMbIA CTPOKOM TUMNa "no such user - " ¢ UMEHEM MOYTOBOrO
AWmKa, AN KOTOPOro HEBO3MOXHA AOCTaBKa (BO3MOXHbI Takke Apyrne obcTosTenbCcTBa 1 Kogbl BO3BpaTa).

MapameTp <forward-path> moxeT cogepxaTtb He Tonbko agpec nonyyartens. Wctopudeckn <forward-path> moxeTt Bknoyatb
MapLIpyT (source routing) k mony4aTernto B BUAE CUCKa NMPOMEXYTOYHbIX XOCTOB, OAHAKO COBPEMEHHbIM knueHTam SMTP He
peKkomMeHAyeTCA MCNonb30BaTb MapLUpyTM3aumio noyTel otnpasutenem (cm. MNpunoxerHne C). Cepsep gomkeH ObiTb rOTOB K
BOCMPUATUIO CMMCKa source route B NPsSiIMOM MyTW, HO PEKOMEHAYETCH WrHOPUPOBATb 3TU MapLUPyTbl Y MOXHO OTKITOHATb
npegnaraemylo TakvuM MaplupyToMm TpaHcnsauuio. [logobHo 3ToMmy, cepBep MOXeT OTkasaTbCa OT Mpuema nouThl,
npegHasHa4YeHHoW ANA APYrMX XOCTOB MK CUCTEM. OTU OrpaHnYeHus genatT cepBep 6ecrnonesHbiM B kayecTBe TpaHcnATopa
ONS  KIMEHTOB, He MOMHOCTbI0 nogaepXuBarowmx dyHkUMoHaneHocTe SMTP. CnepoBaTenbHO, AnNs  KIWEHTOB C
OrpaHMYEeHHbIMU BO3MOXHOCTSIMM HeAOMyCTUMO npeanonaratb, 4Yto noboi SMTP-cepBep B Internet MoxHO ncnonb3oBatb
anst obpaboTkm (TpaHcnsumm) noytsbl. Ecnu komanaa RCPT npuHsita 6e3 npeawectsytollelt komanabl MAIL, cepBep pormkeH
Bo3BpawaTte oTknmuk 503 "Bad sequence of commands'. [JononHuTenbHble napameTpbl <rcpt-parameters> cBA3bIBAOTCA C
cornacosaHHbIM paclumpeHnem cepsmca SMTP (cm. naparpad 2.2).

MockonbKy Takas owmbka BCTpeYaeTcd A4OCTAaTOYHO 4acTo, MOAYEPKHEM, YTO He AoMnycKaeTcs BkNoyeHue npobenos ¢ nobon
CTOpPOHbI OT 3Haka asoeTouuns () nocne FROM B komaHae MAIL nnun nocne TO B komaHae RCPT. TOYHbIN CUMHTAKCUC Noka3aH
BbILLE.

TpeTbum aTanom TpaHsakuum sensetca komaHga DATA (Mnu cooTBeTCTBYOWAA KOMaHAa MPOTOKOMbLHOMO PaclUNpPeHuns).

DATA <CRLF>
BocnpuHaB komaHgy, cepBep SMTP BosBpalwlaeT npomexyTouHbln oTknuk 354 Intermediate u paccmatpuBaeT Bce
nocrneaywLiMe CTpoku, BNoTb (HO He BKIKOYasl) A0 MHOUKAToOpa 3aBepLUEHMS MOYTOBbLIX AaHHbIX, Kak TEKCT coobueHus. Mpu
yCreLwHoM NpuemMe BCEro TeKCTa CepBep COXpaHSET NonyyYeHHble AaHHbIE 1 BO3BpaLLaeT oTnpasutento otknmk 250 OK.

MocKonbKy MOYTOBLIE daHHbIE NMepeaarTcsl Yepes KOMMYHUKALMOHHBIA KaHar, 3aBeplueHVe OaHHbIX OOIMKHO ObiTb yKa3aHo
TakuM 06pa3oMm, YTOGbI MOXHO ObiNTo BO30GHOBUTL kOMaHAHbIV auanor. MpoTtokon SMTP vcnonbayeT Ans 0603HayYeHVst KoHua
MOYTOBLIX AAHHLIX TOYKY B MyCTOW CTpOKe. [ns npegoTBpalleHus OWMGOK NPU HanmuyMM Takol MnocregoBaTenibHOCTU B
nonb3oBaTenbCKMX AaHHBLIX MPUMEHSIETCA cneumarnbHas npoueaypa (transparency), onucaHHas B naparpade 4.5.2.

MHankaTop 3aBepLUEeHMS NOYTOBLIX AaHHbLIX Takke NOATBEPXKAaeT MOYTOBYIO TpaH3aKLuo 1 roBopuT cepeepy SMTP, 4To HyxHO
o6pabaTbiBaTh COXpPaHEHHbIE NONb30BaTENbLCKME Y NOYTOBbIE AaHHble. BocnpuHas aaHHble, cepep SMTP Bo3BpalyaeT OTKINK
250 OK. C6om npu obpaboTke komaHabl DATA moxeT nponcxoauTb TOMbKO Ha ABYX 3Tanax obMeHa AaHHbIMU.

Ecnu komanabl MAIL n RCPT He Gbinu BBeAeHbI Unu Gbinv OTBEPrHYTHI, CEPBEP MOXET BO3BpaLlaTb oTknuk command out of
sequence (503) nnu no valid recipients (554 — HeT KOppeKTHbIX nosfy4yaTenen) B oTBeT Ha komangy DATA. Mpu nonyyeHun
OOHOro M3 Takux OTKIUKOB (Mrm Mboro oTknvka 5yz) ond knveHTa HepomycTMMa rnepejaya OaHHbIX cepBepy (TOuHee,
nepegaya AaHHbIX HeQoNycTMMa, noka He 6yaeT nony4veH oTknuk 354).

Ecnn komaHga BocnpuHsiTa u nepegaH oTknuk 354, HeBbinonHeHwe komanabl DATA MoXeT ObiTb CBSI3aHO TOMbKO C
HEMOSTHOTOM MOYTOBOW TpaH3aKkuuMM (Hanpumep, He ykasaH agpecaT), HEOOCTYMHOCTbIO PECYPCOB (BKIHOYAS M HEOXUOAHHYHO

"HeponycTuMblil NOPSA0OK CrnefoBaHns KOMaHz.
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HeOOCTYNMHOCTb cepBepa) nnn OTKa3oM cepBepa oT 06p360TKM COO6U.|,eHVI9I B COOTBETCTBUM C 3aJaHHOW MOSIMTUKOW WUAWN NO
WHbIM NpU4nHaMm.

OpHako Ha MpaKTMKe HEeKOTOopble CepBepbl HE MPOBEPSIOT agpecaTta nocre npuema TekcTa coobuieHns. Takum cepBepam
cnepyeT TpPaKToBaTb OTKa3 AN OOHOrO WIIM HECKOMbKMX Morydaternen Kak «OTka3 OOYCMOBMEHHbLIN OPYrMM OTKa3oM»
(subsequent failure) n Bo3BpawaTb NOYTOBOE COOOLLEHME, KaK yka3aHO B rraBe 6 M, B 4yacTHOCTW, B naparpadge 6.1.
Mcnonb3oBaHne oTtknmka 550 mailbox not found (unu ero akBuBamneHTa) nocrne BOCMPUATUS AaHHbIX AenaeT Ans KIMeHTa
CMNOXHOW UM HEBO3MOXHOW ONArHOCTUKY NPUYMHBI OTKa3a.

Mpu ncnonb3oBaHun dopmata RFC 822 ([28], [4]) noyToBble OaHHbIE BKMOYAlOT AreMeHThbl 3arofoBka, Takue kak Date,
Subject, To, Cc, From'. Cepeepam SMTP He pekomeHAyeTcs OTBEpraTh COOGLLEHMS Ha ocHoBe AedekToB B 3aronoskax RFC
822 n MIME (RFC 2045 [21]) unn B Tene coobLlieHus. B yacTHOCTM, HeaONYCTUMO OTBepratb COObLLEHMS, B KOTOPbLIX YMCIO
nornen Resent He cooTBeTcTBYeT Unn Resent-to nosinsetca 6e3 Resent-from n/unn Resent-date.

KomMaHabl MOYTOBbIX TPaH3aKLUii AOSMKHbI MCMOMNb30BaTbCA B MPMBEAEHHOM BhilLe MOPSAKE.

3.4. MNMepecbinka ans KOppeKkuumn n o6HoBrNeHUs1 agpecos

Mopoepxka nepechinku Yalle Bcero Tpebyetca ANA KOHcConuaauum agpecoB W yNpoLweHns agpecaumn B CeTU npeanpusatus
(MK NpUMEHUTENBHO K Takom CeTu) U pexe AN crnyvyaeB MsmeHeHus agpecos. [Nepecbinka 6e3 yBeJoMneHns oTnpaBuTens
(Silent forwarding) B uensix obecneyeHuss 6€30MacCHOCTM WU COKPbITUS BHYTPEHHEW CTPYKTypbl BeCbMa pacrnpocTpaHeHa
cerogHsa B Internet.

B 06oux nepedyncrnieHHbiX crydasix MNpUXoaUTCs pellaTb BOMPOC COKPbITUS (B HEKOTOpbIX crydasix — 6Ge3onacHocTu)
WHdOpMaumn — cregyeT Ny NokasbiBaTb OTNPABUTENIO AaHHbIE O Mepechinke NoYTbl. ATO MOXET OblTb 0COBO BaXKHbIM, KOrAa
KOHeYHbIN agpecaT NpoCcTo HeJOCTyneH Ans otnpasutens. CnegoBaTefibHO, MEXaHW3M MEPECHINKN, ONUCaHHbIN B naparpade
3.2 RFC 821 n 0CObGeHHO CTpoku OTKNIMKOB 251 (CKOppEeKTMpOoBaHHbIA nonydatenb) U 551 Ha komaHgy RCPT gormkHbl
OCTOPOXHO OLieHMBaTbCsl Mpu paspaboTke M, Korga 3TO BO3MOXHO, MPW HACTPOMKE KOHGUIypaumu cucTemMbl (CM. Takke
naparpad 7.4).

B yacTtHocTu:
B yacTtHOCTU:

» CepBep MoxXeT nepechkinarb coobLeHns, koraa emy n3secTtHo 06 nsmeHeHun agpeca. lNpu Takon nepechinke cepsep
MOXeT npedocTaBNsiTb CBeAeHVMs O CMeHe agpeca C kogoM 251 unu «no-TMXOMy» nepecbinaTe coobLieHue,
Bo3Bpawasa kog 250. lMpu ncnonb3osBaHun kopga 251 HegonmycTUMO npegnonaraTb, YTO KMeHT GyaeT obHOBNATH
nHdopmaumio ob agpece nony4varensi Ha OCHOBE NPUHATOrO OT cepBepa OTKNMKA.

nnu:

*  CepBep MOXeT OTBEPrHYTb UMW «3aBEPHYTb» COOOLLEHUS, KOrAa UX HEBO3MOXHO [OCTaBWTb MO yka3aHHOMY afpecy.
B Takmx cny4asix cepBep MoxeT COoOOWMTb O CMeHe agpeca B oTknuke 551 unu oTBeprHyTb coobLieHue Kak
HepocTaBnsiemoe ¢ kogoM 550 6e3 pgononHuTenbHbIX cBegeHui. lMpu mncnonb3oBaHun koga 551 HeponycTMmo
npeanonaratbe, YTo OoTnpaBuTenb OyaeT OOHOBMATb aApec Ha OCHOBE MOMYyYEHHbIX CBEAEHWN WM OOBOAUTb 3TY
MHopMauuio 40 Nonb3oBaTerns.

Peanuzauusim cepsepos SMTP, noggepxvBawowmMm oTknukun ¢ kodamu 251 w/unn 551, cnepyet obGecneynBatb
KOH(UIypaLMOHHBIA MEeXaHM3M, MO3BOJSISIOWMIA OTKMIOYUTE WM OrPaHMYUTb AOMNOSHUTENbHY WHGOPMaUMO ONs CanToB,
KOTOpble MOTyT MCNOMb30BaTh €€ HexenaTernbHbIM Crocobom.

3.5. KomaHabl Ans oTnaxuBaHuA agpecoB
3.5.1. O630p

MpoTtokon SMTP obGecneuvBaeT KOMaHAbl AN NMPOBEPKM MMEH MONb30BaTENEN WU MONydYeHUs COOEPXKMMOro CrUCKOB
paccbinok. Takve onepaumm ocywectBnsawTcs ¢ nomowbio komaHa VRFY n EXPN, koTopble nonyyaloT TEKCTOBblE CTPOKU B
KayecTBe aprymeHToB. Peanusaunam cnegyet nogaepxumeatb komaHabl VRFY n EXPN (ocobeHHOCTU MCNonb3oBaHUs 3TuX
KOMaH[ paccMOTpeHbl B naparpadax 3.5.2 n 7.3).

Onsa komangel VRFY napamMmeTpoMm ABNAEeTCA UMA NoNb3oBaTesnid, K KOTOPOMY MOXET [o6aBnaTbCS JOMEHHOe UMS (CM. HVI)Ke).
|_|pVI nony4yeHnn HOpPMalibHOro OTKIIMKa (KO/J, 250) TakoW OTKMAMK MOXEeT BKIoYaTb MOSIHOE MMSA MONb3oBaTens U AOFKeH
BKMNtOYaTb Ha3BaHMe NOYTOBOrO SALWMKA. TEeKCT OTKINMKa AOSMKEH UCNONb30BaTh OAHY N3 ABYX BO3MOXHbIX CbOpMZ

User Name <local-part@domain>

local-part@domain
Korga uwms, ykasaHHoe B komaHge VRFY, moxeT maeHTuduumposaTe Gonee o4HOrO MOYTOBOrO SLLMKA, CEpBep MOXeT
OTMETUTb HEOAHO3HAYHOCTb UMW NPEANIoXUTb B OTKIIMKE HECKONbKO BapuaHTOB. VIHbIMK crioBamu, B TakuMx Crydasix BO3MOXEH
nobo N3 NepeynCrneHHbIX HKE BapMaHTOB OTKNMKa Ha komaHay VRFY:

553 User ambiguous

mnm
553- Ambiguous; Possibilities are
553-Joe Smith <jsmith@foo.com>
553-Harry Smith <hsmith@foo.com>
553 Melvin Smith <dweep@foo.com>
mnm

553-Ambiguous; Possibilities
553- <jsmith@foo.com>

'NaTa, Tema, KoMy, KOnusi, OT KOro.
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553- <hsmith@foo.com>
553 <dweep@foo.com>
Mpn HoOpmanbHbIX YCMOBWUSX MpeAnonaraeTcs, 4YTO KIWEeHT, nonydvBwuiA oTKNMk 553, goeepeT a3ty wHdopmauuio Ao
nonb3oBaTens. Vicnonb3oBaHve NpMBeAeHHbIX 3Aecb OPM U KINIOYEBLIX COB User ambiguous (nonb3oBaTens He onpeaenuTb
O[HO3Ha4yHO) wunu ambiguous (HEOAHO3HAYHOCTb), BO3MOXHO [OOMOSHEHHbLIX PAaCLUMPEHHBIMKM KOgaMu OTKMka (Tuna
paccmoTpeHHbix B RFC 3463 [25]), nomoraeTt npu HeobxogumocTn obecneynmBatb aBToMaTUYECKUA NEPEBOA HA OpYyrue sA3bIKU.
KnueHTbl C BbLICOKMM YpPOBHEM aBTOMaTU3auMuM W MNOAAEPXKKON APYruxX sI3bIKOB MOMYT MOMbITATbCA MNEpPEBECTU OTKIMK,
BO3BpaTWUTbL MONb30BATEN0 HECTaHOAPTHY WHAMKAUUIO WNM NpPeanpuHsiTb HEKoTopble aBTOMaTU4YeckMe onepauuv Tuna
ob6paLleHus k cnyxbe kaTtanoros Ans NONy4eHUs JOMONHUTENbBHBIX AaHHbIX Nepea BO3BpaTOM OTKMMKa Nonb3oBaTernto.

Onsa komangbl EXPN cTpoka napameTpos M,D,eHTIAdI)MLI,I/IpyeT CMNCOK paccCblyikn n npun ycnewHoM BbINOJIHEHUN KOMaHAbl
BO3BpaLlaeTcs oTKNMK 250, KOTOPbIN MOXET BKMoYaTb NOSIHbIE MMEHA NOSb3oBaTeNen U [AOFMKEH BKIIOYaTb MUMEHA NOYTOBbIX
ALLKMKOB N3 CnCKa.

Ha HeKoTOopbIX XOCTax pasnuunst Mexay Cnmnckamm paccbifiok U NCeBAOHUMaMK BbipaXkeHbl BecbMma cnabo, nockosneky oba Tvna
3anuncer MOryT COXpaHATbCS B €QUHON CTPYKTYpe OaHHbIX U BO3MOXHbI CMIMCKM PaCChINOK, coaepxallme equHCTBEHHbIV afpec.
Ecnu paetca 3anpoc Ha npumeHeHne koMmaHabl VRFY K cnmcky pacchinok, NO3UTUBHBIN OTKMMK MOXeT ObiTb BO3BpaLLeH, ecnu
HanpaBneHHOEe No agpecy cnucka coobLLeHne MOXeT ObiTb JOCTaBNEHO KOMY-NIMGO U3 CMCKa, B OCTarnbHbIX Cly4Yasx cneayeT
BO3BpallaTb cooblieHne o6 owunbke (Hanpumep, oTknuk 550 That is a mailing list, not a User' unu 252 Unable to verify
members of mailing list?). Ecnu genaeTtca 3anpoc MMeHU Nonb3oBaTens U3 CNucka, cepBep MOXeT AaBaTb NO3UTUBHbLIN OTKIUK,
coaepXaLlmin CMCOK U3 OQHOTO UMeHU, Unn coobleHne o6 ownbke (Hanpumep, 550 That is a user name, not a mailing list®).

Mpun ycnewHoM BbINOMHEHUN BO3BpAaLLaeMbIi MHOFOCTPOYHbIA OTKIUK (00bIYHbIA Ana EXPN) cogepXut nmsa ogHoro no4toBoro
ALLMKa B KaXkaon cTpoke. CuTyaummn ¢ HEoQHO3Ha4YHbIMK 3anpocamMu Gbinv PacCMOTPEHbI BhILLE.

TepmnH User name (MMsi nonb3oBaTens) sBNAETCSA HELOCTAaTOYHO YETKMM WM OOSDKEH WCMONb30BaTbCs OCMOTPUTENBHO.
Peannsauun komang VRFY n EXPN gomxHbI, NO KpanHen mMepe, pacrno3HaBaTb JIOKamnbHbIE MOYTOBbIE SLLMKWU, KaK MMeHa
nonb3oBatenen. OgHako B ceTu Internet 3avacTyo oguH XocT O6CRyXMBaeT MNOYTY ANs MHOXECTBa [OMEHOB W XOCTaMm
(ocobeHHO Tem, koTopble paboTalT € pasHbIMM gOoMeHamu) crnegyeT obecneumBaTb Takyld YHKLUMOHANBHOCTb U
BoCrpuHUMaTb ¢opmy local-part@domain, kak uMs MONb30OBaTensi; XOCTbl Takke MOrYT pacno3HaBaTb, Kak MMeHa
nonb3oBaTernemn, CTPOKM APYrMX TUMOB.

Cnyyaii nony4YyeHns MMEeH MOYTOBbIX ALLMKOB M3 CMMCKa PacChiNiok TpebyeT MHOrOCTPOYHbIX OTKIMKOB TWMa NPUBEAEHHOIO HUXE
(C — knneHT, S — cepBep; npum. nepes.):

C: EXPN Example-People

S: 250-Jon Postel <Postel@isi.edu>

S: 250-Fred Fonebone <Fonebone@physics.foo-u.edu>

S: 250 Sam Q. Smith <SQSmith@specific.generic.com>
unm

C: EXPN Executive-Washroom-List

S: 550 Access Denied to You.
CumBonbHasa cTtpoka aprymeHtoB VRFY n EXPN He MoXeT ObiTb [OOMOMHWUTENBHO OrpaHuyYeHa BCrieAcTBUE PasfUyHbIX
KOHLeNuUUin UMeHOBaHWs1 norfb3oBaTenen U NOYTOBbIX HALWMKOB B pasHblx peanunsauusix. B HekoTopbIx cuctemax aprymeHToM
koMaHgbl EXPN moxeT ObiTb umsa davina, cogepxallero CnMCOK paccbifiki, HO 30eCb ONATb MPUXOAUTCA CTankmBaTbCHa C
pasnuyYHbIMK  COrMalleHsMU Mo UMeHoBaHuio darinos B Internet. OTMeTMM Takke, YTO B CUNY WCTOPUYECKUX MNPUYMH
Bapvauumn Bo3BpalLaeMblX 3TUMW KOMaHAAMW OTKMUKOB AOCTATOYHO BENWKM, MO3STOMY WUHTEPNPeTMpoBaTb OTKIMKM cnepyeT
0OYeHb OCTOPOXHO U UCMONb30BaTh TOMBKO B LENSAX ANArHOCTUKM.

3.5.2. HopmanbHbie omknuku VRFY

Korpa Bo3BpalyaeTca HopmanbHbIn kog (2yz nnu 551) B pesynetate 3anpoca VRFY unu EXPN, oTknuk gonkeH BkmovaTb UMS
noyToBOro silmka B popmarte <local-part@domain>, rae domain saBnsieTca nonHeiM fomMeHHbIM MMeHeM (FQDN). B cutyauusx,
UCKNIOYaKoLWMNX HapylueHne TpeboBaHui [aHHOW crneumndurKkauumv, MOXeT BO3BpallaTbCs TeKCToBas CTpoKa MPOW3BOSIbHON
dopmbl. na obneryeHns aHanvsa M pasgeneHns MMEeHW MOYTOBOrO AlMKa M AaHHbIX YeroBeka (Mnu KoMnavuu) agpec
crieayeT BbIBOAWUTL B YrnoBbIX ckobkax. [Npy Bo3BpaTe agpecoB (a He NPOM3BONbLHON TEKCTOBOW CTPOkM) komaHabl EXPN un
VRFY pomkHbl BO3BpallaTb TOMbKO KOPPEKTHbIE 3Ha4YeHWss OJOMEHHOW 4acTu ajpeca, KOTOpble MOXHO WCMonb3oBaTb B
komaHnge RCPT. CnegoBaTenbHO, eCcnv agpec MOXeT nepegaBaTbCcs nporpaMMe Unm Apyron cuctemMe, AOJDKHO yKa3biBaTbCs
MMSs MOYTOBOrO ALLMKA, MCMONb3YEMOro ANs AocTyna K agpecarty. Bo3spaT nyTen (sBHble MapLUpyThl source route) Ans KomaHg
VRFY n EXPN HepgonycTum.

Peanusauusim cepBepoB cnegyeT nogaepxumBatb obe komaHabl VRFY un EXPN. B uensx 6e3onacHocTM MoxeTt
obecneymBaTbCa foKanbHas BO3MOXHOCTb OTKMIOYMTL NOOYI0 U3 3TUX KOMaHa (unyv o6e) ¢ NOMOLLBI KOHMUIypaLMOHHbLIX
napameTtpoB. Korga atm komaHabl noggepxuBaioTcs, He Tpebyetcs obecneuymBatb Mx paboTy 4epes TPaHCMASATOPbI, €cnu
TpaHcnauua paspeweHa. O6e 3Tn komaHabl 6binM Heobsi3aTenbHbIMKU B cneumndukauun RFC 821, Ho komaHaa VRFY crtana
o6sasatensHon B RFC 1123 [3]. Ecnu komaHga EXPN noggepxuBaeTcs, oHa AonXHa ObiTb yKkasaHa kak pacluumpeHne cepsuca
B oTknnke EHLO. VRFY MoXHO yka3biBaTb yA06GHbIM COCOBOM, HO B CUIy 06593aTenbHOCTM ee noaaepxky, knmeHTel SMTP He
06513aHbl MPOBEPSATL HanNMyMe 3To KOMaHAbl B CMMCKE pacLUMPEHWn nepes Havyarnom ee NCnosb30BaHus.

3.5.3. 3HayeHus1 omknukoe npu ycrnewHom 3asepweHuu VRFY unu EXPN

[na cepsepoB HepgonycTum Bo3BpaT oTknukoB 250 Ha komaHabl VRFY un EXPN, noka agpec peanbHO He nposepeH. B
YacTHOCTM, ANA cepBepa HeaonycTUMO BO3BpallaTth kog 250, ecnu ero A4eNCTBUSI OrpaHUYMIINCE NPOBEPKOWA KOPPEKTHOCTM
CuMHTaKkcuca. B Takmx cnydasix cnegyet Bo3BpallaTb kog 502 (koMaHga He peanm3oBaHa) unm 500 (cuHTakcuuyeckas owmbka,
KOMaHAa He pacnosHaHa). Kak 6bino ykasaHo, peanusaums (B CMbICrie NpOBEPKU aApecoB U BO3BpaTa MHOPMaLMM) KOMaHS

'9TO cnuncok pacchinku, a He Nonb3oBaTenb.
2HeB0O3MOXXHO NPOBEPUTbL YIIEHOB CRUCKA.
3370 MMS Nonb3oBaTensi, a He CNUCOK PACChINKU.
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VRFY n EXPN HactoaTenbHo pekomeHnayeTcs. CnegoBaTtenbHo, peanusaunm, Bo3spallatowme kog 500 wnu 502 ana komanagpl
VRFY He ABnaTCA NOMHOCTBI COBMECTUMBIMI C JAHHOM cneuundurkaumen.

CyLLecTBYIOT cUTyauuu, KOrda agpec NpeacTaBrisieTcs KOPPEKTHbIM, HO HE MOXET ObiTb MpOBEpPEeH B peanbHOM MacluTtabe
BpemeHun (B 4acTHOCTW, KOrga cepsep ucnonb3yetcs npu obmeHe MOYTOW ANs OPYroro cepeepa wnu gomeHa). «Bugumas
KoppekTHoCTb» (Apparent validity) B Takmx cnyyasix 6yaeT BkrovaTh, NO KpavHen mepe, MPOBEPKY CMHTaKcMca u MOXET Takke
BKIMOYaTb NPOBEPKY BO3MOXHOCTW TpaHCNSAUMM ANg yKasaHHOro agpeca. B Takux cnyyasx cnepyet Bo3Bpawlatb kog 252. Otu
cuTyaummn cBasaHbl ¢ BonpocamMu npoBepkn RCPT, paccmoTpeHHbIMK B naparpade 2.1. AHanorm4Ho cutyauum, onucaHHomn B
3.4, kogbl 251 n 551 moryT ncnonb3oBatbea ansa komang VRFY n EXPN, 4ytoObl nokasaTb agpeca, KOTopble pacno3HaHbl, HO
noyTta Ans HWX OygoeT nepecbinatbCca UM oTBepratbcda. Peanusaumam B obuiem crnyyae crnepyet ObiTb Oonee XecTkumun B
BOMpocax npoBepku agpecoB ansa cnydas VRFY, Hexenu ansa komangel RCPT, gaxe ecnu a1o 6yget 3aHMMaTb HEMHOTO
6onbLue BpemMeHwu.

3.5.4. Cemanmuka u ucnosnb3oeaHue EXPN

KomaHga EXPN 3ayacTylo ouveHb nonesHa AnA OTNagkM M noucka npobrnem, CBA3aHHbIX CO CNWCKaMW PacCbifiok W
ncesgoHMMammn KO MHoXxecTBY agpecoB (multiple-target-address alias). HekoTopble cucteMbl MbITaloTCA UCNONb30BaTb MOUCK
OoTnpaBuTENs B CMUCKE pacchifkv AN npedoTBpalleHuns Aybnukatos. PacnpocTpaHeHne cMCTeMbl NCEBOAOHMMOB C MOYTON B
Internet ans xoctoB (06bivHO 3anmcu MX n CNAME Ha cepBepax DNS), noyToBbIX SILMKOB (pasnuyHble TUMbl NOKanbHbIX
NCEeBAOHMMOB XOCTa) U B PasNMyHbIX Proxy-cucteMax gernaeT NoYTM HeBO3MOXHOW CTpaTernto CornacoBaHHOro NCNonb30BaHNs
NCeBAOHVMMOB 1 NOYTOBLIM CMCTEMaM He criegyeT NbiTaTbCA pewnTb 3Ty 3agady.

3.6. TpaHCNAUMA 1 MapLUPYTU3aLUA NOYTDI

3.6.1. Mapwpymu3sayusi, 3a0aHHasi omnpasumesieM, U mpaHcasayus

B obwem cnyvae poctynHocth 3anucen MX B DNS (RFC 1035 [2], RFC 974 [12]) u3baBnsieT OT HeOOXOAMMOCTU
UCMONb30BaHNs SIBHO 3adaHHbIX MapLipyToB B no4vtoBol cucteme Internet. C aBHOM MapLupyTM3aumein Mno4dTbl CBSI3aHO
MHOXeCTBO npobnem, Aenawowux Takoe WCMOoNb3oBaHWE COBEPLUEHHO HexenaTenbHbiM. KnvenHtam SMTP He cnepyet
reHepvpoBaTb SBHble MapLUpyThbl source route 3a ucknioveHnem ocobbix cuTyauumn. Cepsepbl SMTP MoryT oTkasbiBaTb B
TpaHCNAUMW WNW He BOCMPUHMMATbL COOOLIEHUs C YyKasaHHbIM oTnpasuTenem maplipytoMm. OBHapyxuB MapLUPYTHYO
nHcpopmauuo, cepeep SMTP MoxeT urHopupoBaTb €e M NPOCTO MepecnaTb MOYTy KOHEYHOMY agpecaTy, yKasaHHOMY B
nocnegHeM a3neMeHTe 3afdaHHOro Maplipyta, - cepBepam crnepyeT MocTynaTb MMEHHO Tak. BcTpevatotcs crnydau
HEKOPPEKTHOro UCMONb30BaHMA UMEH afpecaToB, OTCYTCTBYOLWMX B 3anucsax DNS, ¢ ncnons3oBaHnem npeobpa3oBaHust UMeH
Ha MNPOMEXYTOYHbIX XOCTax, YKa3aHHbIXx B MapwpyTte source route. [py uCKMYEHUUM (MrHOPUPOBaHWW) 3ag4aHHOro
OoTMpaBuTENEM MapLlpyTa B Takux Cny4asx BO3HMKAT Npobnembl. 3TO OfHA M3 HECKOMbKMX MPUYMH, MO KOTOPbIM AnS
knueHtoB SMTP HepomnycTMMa reHepaumsi HEKOPPEKTHbIX MapLUpyTOB Ssource route wnu nyTew, 3aBUCALMX OT
nocnepoBaTenbHOro NpeobpasoBaHNs UMEH.

Koroa 3agaHHble oTnpaBuTenem maplipyThl HE WCMONb3yTCA, npouecc, onucaHHeln B RFC 821 gna KoHCTpyupoBaHusi
obpaTHoro nyTM M3 NpsiIMOro, HempvMeHWM W obpaTHbIA NyTb BO BpeMsi AOCTaBkM OyaeT nNpocTo afpecoM, yka3aHHbIM B
komaHge MAIL.

3.6.2. 3anucu MX u mpaHcnsayusi

TpaHcnupytowmin cepsep SMTP o6blvHO onpegensieTcss us 3anucu MX 1 He SBNsSeTCs CUCTEMOW OKOHYaTeNlbHOW [OCTaBKM
noyTbl. Takow cepeep MOXeT NMPUHMMAaTbL UMW OTBEPraTb TPAHCAALMIO NMOYThI aHANOrM4yHO BOCMPUATUIO UMW OTKady AN NouyThbl
nokaneHbIX None3oBaTenew. Ecnu cepeep NpuHAN TpaHCRAUMIO, OT CTaHOBUTCA knueHTom SMTP, opraHnsysi kaHan nepegayu
cneaytowemy cepsepy SMTP, ykazaHHoMmy B DNS (B cooTBeTCTBUM C NnpaBunamMu, onvcaHHeiMun B pasgene 5), u nepegaet emy
noyty. Ecnu cepsep oTBepraeT TpaHCnALMIO NOYTHI A5 kKakoro-nmbo agpeca, emy cnepyeT Bo3BpallaTb oTkunk 550.

B paHHOM cneundurKauum He paccmaTpyBaloTCs BOMPOCHI BepuduvKauuu nyTei Bo3BpaTta Ans nepefadn yBegoMieHuin o
poctaske. B nocnegHee Bpems 6binun BeinonHeHsbl paboTel (Takune, kak SPF [29] n DKIM [30] [31]) no obecnevennto cnocobos
NpPOBEPKM KOPPEKTHOCTU apecoB Bo3BpaTa U UX NPUHAANEXHOCTU NUUy, AeACTBUTENBHO OTnpaBuBLLEMY coobleHne. Cepeep
MOXeT nonbiTaTbCA MPOBEPUTbL NyTb BO3BpaTa Nepes WCMofib3oBaHMEM 3TOro agpeca Ans nepedayv yBedOMIEHUs O
OOCTaBKe, OfHAKO 34eCb He onpeaenstoTcs crnocobbl TakoM MPOBEPKM M HE AaeTcs pekomeHdaumsi no Bbibopy cnocoba
NpPOBEPKMU.

3.6.3. Cepeepbl npedcmaesieHUs1 cOobuwieHuUll Kak mpaHCcsImopbl

CyLiecTByeT MHOXECTBO KITMEHTOB, NepefaroLmx noYTy (4acTo 3TM XKe NporpaMmebl CriyxaT Afs npuema noyvtbl No NPoTOKONy
POP3 nnu IMAP), koTopble He oGecneydmBaloT NOMHYK NOAAEPXKKY AaHHOWM cneundukaumm (Hanpumep, nogaepxka ovepenem
ansa nocnegywowen nepegayun). [Ans Takmx KMMEHTOB OObIYHOW MPAaKTMKOW SIBMSIETCS OpraHuM3auus 4acTHOro cornalleHust ¢
CepBepoM A5 OTNpaBKM eMy BCEW MOYThl C LEenblo nocnepytowen obpabdotkm n goctaBku. Kak ykasaHo 3gecb, SMTP He
ABNAETCA uaeanbHbIM pelleHreM Ons Takux 3agad. PaspaboTtaH ctaHoapTU30BaHHbIM NPOTOKON MpeacTaBreHusl NOYTOBbIX
coobuweHnin (RFC 4409 [18]), yunTbiBalOWMiA ONbIT MCNonb3oBaHuss cuctem SMTP. B niobom cnydae, 4acTHbI XapakTep
cornalueHums mexay CepBepoM U KNMeHTaMu BbIBOAUT 3TOT BOMPOC 3a NpeAenbl JaHHOW cneundmkaumm.

BaxHo oTmMeTnTb, YTO 3anucn MX moryT ykasbiBaTb Ha cepBepbl SMTP, koTopble A4eACTBYIOT Kak LUM03bl B ApYyrue cpenpl, a He
TONBKO BbINOMHAT TPAHCAALMIO M OKOHYaTENbHLIN NpueM noYThl (cM. naparpad 3.8 u pasgen 5).

Ecnu cepeep SMTP npuHsan Ha cebsi 3agady TpaHCAsILMM NOYThI U No3AHee 0BHapyXun, YTo nonyvarternb ykadaH HEKOPPEKTHO
UNU MNOYTYy HEBO3MOXHO [OCTaBWUTb MO TEM WU WHbIM MNpUYMHaM, 3TOT CepBep [A[OJKEeH co34aTh YBeAOMIIEHWE O
HEBO3MOXHOCTU [OCTaBKW MOYTbI U MepecnaTb ero OTnpaBUTENO HEeOOCTaBMEHHOro COObLUEHUs), ykazaHHOMY B OoOpaTHOM
nytn. Ana ysegomnexus cregyeT (MO BO3MOXHOCTU) MCNOMb30BaTh CTaHAapTHble popmathkl (cM., Hanpumep RFC 3461 [32] n
RFC 3464 [33]).

3To yBegomneHue [JOSKHO nepefaBaTbess cepBepoM SMTP ¢ XocTa-TpaHCnsiTopa WM XOCTa, KOTOpbI OGHapy»Kun
HEeBO3MOXHOCTb JocTaBku. EcTecTBeHHO, YTo Ansa cepsepoB SMTP HegonycTMMa oTnpaBka yBeAOMIIEHU O HEBO3MOXHOCTH

13 www.protocols.ru


http://www.protocols.ru/

SHUMKNonegus ceTeBbIX MPOTOKONOB MepeBog RFC 5321
pocTaBku yBegomneHuid'. OgHuM 13 cnocoboB NpefoTBpalleHus neTenb Npu nepegave coobuieHun o6 owmnbkax siBnseTcs
Mcnonb3oBaHue nycTton CTpoku obpatHoro nytn B komaHae MAIL npu nepepmaye yBepomnenusi. [pu nepepaye Takoro
coobLeHna cTpoka obpaTHoro nytm gomkHa 6biTe nycton — null (cm. naparpad 4.5.5). KomaHga MAIL ¢ nyctbim o6paTHbIM
nyTem umeeT BuA;

MAIL FROM:<>
Kak ykasaHo B naparpade 6.4, TpaHcnaropy SMTP He Hy)XHO npoBepsiTb U 0OpabaTbiBaTh 3arofloBKN U TENO TPaHCIMPYEeMbIX
coolOueHnin, a Takke HemonycTUMO MpeanpuHMMaTh kakve-nubo nwobble OENCTBUA MO OTHOLUEHMIO K COOOLWeHuto, 3a
ucknoveHneM fobaeneHust K 3aronoBky ctpoku "Received:" (cMm. naparpad 4.4) n (Heobsi3aTenbHOM) NOMNbITKM OGHAPYKEHWS
netenb B no4ytoBoun cucteme (cm. naparpad 6.3). EctecTtBeHHO, 3anpeT pacnpocTpaHAeTca U Ha u3MeHeHue Nbbix nonewn
3aronoBka 1 TekcTa coobLeHus (cM. Takke naparpad 7.9).

3.7. NMouToBble Wro3bl

OnucaHHble BbIlWE TpPaHCNATOPbI paboTalT B TpaHcnopTHou cpege Internet SMTP, ogHako 3anucu MX n pasHble hopMmbl
SIBHOW MapLupyTU3auum MoryT notpeboBaTb MCNONb30BaHUSI MPOMEXYTOUYHbIX cepBepoB SMTP, koTopble 6yayT obecneumBaTb
npeobpa3oBaHne NOYTbl MEXAY PasnUYHbIMU TPAHCMOPTHBIMK cuctemamu. Kak Obino otmeveHo B naparpadpe 2.3.10, Takve
cucTembl, paboTallme Ha rpaHvuax Mexay [ABYMSA CUCTeMaMu TPaHCMOPTHOrO CepBMCA, Ha3biBATCA LUMO3aMU WU
MOYTOBbLIMY LUMHO3aMK2,

LLnto3oBaHmne noYThl MeXAyY pasnMyHbIMU NOYTOBLIMM cpeaamu (pasHble dopmathl M MPOTOKOMbI) ABNSETCA CNOXHON 3aAaden,
CTaHAapTM3aumsa KoTopomn Takke Henpocta. OgHako MOXHO copMynupoBaTh Hekne TpebosaHmsa obLiero nnaHa Ans LWnio3os
mMexay Internet u gpyrummn noyToBLIMK Cpeaamu.

3.7.1. Nonsi 3a2051068Ka NpuU UCMosib308aHUU WJIHO308

Mona 3aronoBka MoryT GbiTb NpyY HEOOXOAMMOCTM MepenucaHbl, korga coollleHne nepefaeTcs yYepes rpaHuly Mmexay
noYToBbIMKU cpefamn. HecmMoTpsi Ha npuBedeHHble B naparpade 6.4 3anpeTbl, NokanbHas 4YacTb agpeca nofydyatens MoxeT
ObITb N3MEeHeHa LLUSTFO30M; ONYyCKaeTCcAa Takxke npoBepka coaep>XXMMoro noYThbl.

[pyrve no4toBble CUCTEMBI NMPpU Nepeaade coobuieHun B Internet yacto Mcnonb3yT NogMHOXeCTBO 3aronoBkoB RFC 822 unu
obecneymBaeT NOXOXYK (YHKLMOHANBHOCTb C MCMOMb30BaHWMEM APYroro CUHTAKCUCa, HO HEKOTOpble U3 TakMX MOYTOBbLIX
CUCTEM He MMEKT 3KBMBaneHTa koHBeptoB SMTP. CnegoBartenbHo, korga cooblieHne nokmgaeT novtoByk cpeny Internet,
MOXeT noTpeboBaTbCsl BKIOYEHNE UHGOopMaunn n3 koHsepta SMTP B 3aronoBok coobLueHus. BoamMoxHbIM pelueHvem bynet
co3gaHne HOBbIX MOnen 3aronoska Ans nepefadn mHdopMauum m3 koHsepta (Hanpumep, X-SMTP-MAIL: n X-SMTP-RCPT:).
OpHako Takoe pelueHue noTpebyeT U3MEHEHMUS MOYTOBLIX MPOrpamMm B YYXOW Cpede M MOXEeT MPUBECTU K pasrnalleHuto
YacTHou nHdopMauum (cMm. naparpad 7.2).

3.7.2. Cmpoku Received npu ucnosb3o8aHuu w0308
Mpu nepeckinke coobleHnsa B cpeay Internet unun 13 Hee WINO3 AOMKEH BKIOYMTL B 3arofioBOK CBOK CTPOKy Received:, Ho
HepoNyCTUMO MeHsITb CTPOKM Received, yxxe nmetomecs: B 3aronoBke.

Monsa Received: coobLieHnn N3 4yxux cpeq MOryT He COOTBETCTBOBaTb AaHHoW cneumdukaumm. OgHako Havbonee BaXHbIM
acnekToM UCnonb3oBaHusa CTpok Received: aBnseTca gnarHocTuka c6oeB B NMOYTOBOW CUCTEME W Takasi OTnagka MoXeT ObiTb
CWIMbHO OCFIOXHEHA LUM03aMK, KOTOPbIEe MbITATCS «UcrpaBuTb» CTpokuM Received:. [dpyrum BaxHbIM acnektom obpaboTku
TpaccupoBOYHbIX Nonen u3 apyrux (He SMTP) cpef siBNsieTcst TO, YTO AN NPUHMMAIOLLEA CMCTEMbl HEAOMYCTUMO OTBEpraTh
NnoYTy Ha OCHOBE chopMaTa Mnoren TPacCMpPOBKM U crieayeT COXPaHATb MaKCUMyM 34PaBOMBICINS NMPU BCTPEYE C HEOXMOAHHOM
MHOopMaLMen nnn copmaTamm nonen TpacCMpPoBKN.

LLno3y cnenyeT ykasblBaTb cpedy U NPOTOKOS B none via cTpokn Received, cozpgaBaemblii LWNIO30M.

3.7.3. Adpecayusi npu ucnosib308aHuUU WJ0308

Co cTopoHsbl Internet wnio3y cnepyeT BocnpvHUMaTh BCE KOPPEKTHble dopmaTtbl agpecoB B komaHgax SMTP un 3aronoskax
RFC 822, a Takke Bce KoppekTHble coobueHuss RFC 822. eHepupyemble LWNO30M agpeca W 3arofioBKM [OJDKHbI
COOTBETCTBOBATbL MNPUMMEHMMbIM cTaHdapTam Internet (Bknmioyas panHyto cneumdwmkaumio n RFC 5322 [4]). LWno3bl
NoAYMHAITCS TeM e npasunam o6paboTku MapLUPYTOB source route, KOTopble onucaHbl B naparpade 3.3 Ans Apyrux cuctem
SMTP.

3.7.4. ,qpyaue noJsisi 3a20J/108K08 rnpu ucrnosib3oeaHuu wiiro3o0e

LLno3 pomkeH obecneumBatb cooTBETCTBUE TpeboBaHMsM Internet Bcex nonewn 3aronoBkoB B COOOLLEHMsAX, NepegaBaeMbIxX B
nouyTtoByto cpeny Internet. B yactHocTn, Bce agpeca B nonsax From:, To: Cc: u T. n. AOMXHbI Npeobpa3oBbiBaTLCA (€Cnu
HYXXHO) B cOOTBETCTBUM C cnHTakcncom RFC 5322 [4], ponKHbI ykasbiBaTb TOMLKO MOSHbIE AOMEHHbIE UMEHa U AONKHbI ObITb
3 EKTMBHBI U MOMNE3HbI ANA Nepeaaydn OTKIMKOB. ANropuTMy, MConb3yemMoMy Ans npeobpasosaHns noyTkl Internet B gpyrne
dopmaTbl, crnegyeT obecrneunBaTb AOCTaBKYy COOOLLEHW 06 owwmMbBKax M3 YyXOW NOYTOBOW Cpedbl NO NyTW Bo3BpaTa B
koHBepTe SMTP, a He oTnpaBuTento, ykaszaHHoMy B norne From:, Sender: (unu gpyrmx nonsix) 3aronoBka coobLleHust.

3.7.5. KoHeepmsbI npu pabome co winro3amu

Mpy nepecbinke cooblieHnin u3 apyrux cped B Internet wnio3y cneayeT ycraHaBnuBaTb B KOHBepTe MyTb BO3BpaTa B
COOTBETCTBMU C aApecoMm BosBpaTta cooblieHun ob owwmbkax, ecnu 3TOT agpec npegocTasnseTcs uyxon cpegon. Ecrnv B
YYXKON Cpefe HeT SKBMBANEHTHOW KOHLEenuuw, L3 AOMKeH BbibpaTb M MCMonb3oBaTb Haunydwee npubnwxeHune (agpec
MCXOQHOro OTNpaBuTens CooBLLEHNS NPpK OTCYTCTBUM APYrMX BAPUAHTOB).

'O HEBO3MOXHOCTM OCTaBKM NoYThI. [IpuM. nepes.
2gateway, gateway SMTP.
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3.8. MpepbiBaHMe ceaHCOB U COeAUHEHUN
CoegnHeHne SMTP paspbiBaeTcs npu nonyyeHumn ot knveHTta komaHabl QUIT. CepBep Bo3BpallaeT B OTBET Ha 3Ty KOMaHAy
NMO3UTUBHbIA OTKIUK U 3aKpbiBaeT coegnHeHune.

Ona cepeepoB SMTP HegonycTMMO npegHaMEPEHHO 3akpbiBaTb COEAMHEHNSI B HOPMarbHbIX YCNnoBusax (cM. naparpad 7.8) 3a
UCKITIOYEHNEM CrieayoLwmx CUTyauni:

¢ [locne nony4eHus komaHabl QUIT 1 oTknuka Ha Hee ¢ kogom 221.

¢ T[locne onpepeneHus HeobxogumocTu oTkntodeHust (shut down) cepeuca SMTP u Bo3BpaTta kopga 421. Takow OTKIMK
MOXeT BblgaBaTbCs Mocrne MnonyyYeHns cepeepomM nbon komaHabl nnu (Mpu HeobXoaMMOCTH) acCUHXPOHHO (HE3aBUCUMO
OT KOMaHA) B NpPeAnonoXeHUn, YTo KNMeHT ByaeT nonydaTtb OTKIIMK MOCHe BBOAA CrieayoLen KoMaHabl.

¢ T[locne Tanm-ayTa (cM. naparpad 4.5.3.2) B npouecce 0XvaaHus oT KNMMeHTa KOMaHAbl UMu OaHHbIX.

B 4acTtHoCTW, paspblB COEOMHEHUS CEepBEpPOM B OTBET Ha HEMOHATHYH KOMaHOy SIBNSETCS HapyleHWeMm [aHHOMN
cneundukaumm. OxmaaeTcs, YTo cepBepbl ByayT TEPNMMbI K HEM3BECTHBIM KOMaHAaM, BO3Bpallasi B OTBET Ha Hux koA 500 n
oXnaas ganbHenWnX MHCTPYKLMIA OT KIUEeHTa.

CepBepam SMTP, koTopble OTKMIOYATCA B pe3ynbTaTe BHELHEro BO3AENCTBUSA, criedyeT NbiTaTbCa nepenatb KIMEHTY
CTPOKY, cogepxallyo kog 421, po 3aBeplueHus pabotel. KnueHt SMTP obbiuHO OyaeT nonyyatb kog 421 nocne nepegayu
cnepymoLlen KoMmaHabl.

KnueHtam SMTP, y3HaBWMM O 3aKpbiTUM COeduHeHUsi, cGpoce UM ApYrux KOMMYHMKaLMOHHbIX cOOsiX BcreacTeue
HEKOHTPONMPYEMbIX KIMEHTOM COBbITUA (B HapylleHvWe OaHHOW cneuudukauum, nHoraa HeusBexHoe), Ons obecrnedyeHust
YCTOMYMBOCTM MOYTOBOM CUCTEMbI criedyeT TPaKToBaTb MOYTOBYD TpaH3aKUMIO, Kak Mpu MonydeHun oTknuka 451 u
[eNCTBOBaTb B COOTBETCTBUM C STUM.

3.9. NMNoyToBbLIE CNUCKN N NCEBAOHUMbI

Xoctam SMTP cnepyeT nopgepxuBaTb Kak MCEBAOHUMbI, Tak M CMUCKA Ans npeobpas3oBaHUs agpecoB Mpu rpynnoBOK
paccebinke coobuleHuii. Korga cooblieHre 4ocTaBnseTcs Unm nepeckbinaeTcs no Kaxaomy agpecy U3 crnvcka, agpec Bo3spaTa
B koHBepTe (MAIL FROM:) pomkeH 3amMeHsATbCS Ha agpec agmuHucTpaTopa cnucka. OgHako B TaKMX Crydasix 3arofloBOK
coobueHnsn (RFC 5322 [4]) pomkeH COXPaHATLCS HEM3MEHHbLIM; B YAaCTHOCTU, HE AOMMKHO MeHsATbCS none From.

OfHUM 13 BaXKHbIX CBOWCTB NMOYTOBOM CUCTEMbI SBMSIETCH MEXaHU3M AOCTaBKM OOHOro coobLeHns MHOXeCTBY afpecaTtoB 3a
cyeT npeobpasoBaHua (expanding unm exploding) nceeBgo-agpeca B CNUCOK peanbHbIX agpecoB nonydatenen. Koraoa
coolOlleHne HanpaBnseTcss Mo TakoMmy nceBdo-agpecy (uHorga ero HasbiBawT exploder), konusi 3Toro coobuieHus
nepecbinaeTcs no kaxaomy agpecy u3 cnucka. Cepsepy cnepyeT NMpoCTO MCNOMb30BaTb ajpeca W3 Crnucka, NpuMeHeHue
9BPUCTMKM UNN MPOBEPKU COOTBETCTBMS AN MWCKIIOYEHUS HEKOTOpbIX afpecoB (Hanpumep, OTMpaBUTENS WCXOAHOro
coobLLEeHNs) HacToATeNbHO He pekomeHayeTcs. [NceBao-agpeca HasbiBatoT cnnckamu (list, mail list) unu ncesgoHumamu (alias)
B 3aBMCUMOCTM OT cnocoba nonyyYyeHns agpecoB 13 cnmcka.

3.9.1. Nces@oHUMBI

,D,J'Iﬂ npe06pasoBaHMﬂ ncesgoHMMa no4ytoBad nporpamMmma-nonydyarternib NpoCToO 3aMeHAeT B 3aronoBke ncesao-agpec
HpeOﬁpaSOBaHHbIM agpecoMm 13 nceBaooHMMa, coxpaHAd HEM3MEHHbIMU OCTalibHYKO YaCTb KOHBEpTa U TeNo COOGLLI,GHVIFL Mocne
3TOro COO6LLI,eHI/1ﬂ OOCTaBIIAIOTCA UM NepecbiiatnTcA Nno BCeM agpecam.

3.9.2. Cnucku

MoyTtoBble cnucku obecneunBalT nepepacnpegenexve (redistribution), a He nepecobinky (forwarding) coobuwienui. Onsa
npeobpa3oBaHnsa cnucka NoYToBas nMporpaMmMa-nornyvatens 3aMeHsieT B KOHBepTe NceBAo-adpec peanbHbIMK agpecamu us
cnucka. Aapec Bo3Bpata B KOHBEpPTE 3aMeHsleTcs Tak, 4Tobbl Bce cooblieHuss o6 owuvbkax npuxoaunu no appecy
agMVHUCTpaTopa cnucka (He oTnpaBuTens coobLleHus), KOTopbIi OBbIMHO KOHTPONUPYET COO4EPXMMOe CMUCKOB W OOCTaBKYy.
OTMeTUM, 4YTO OCHOBHOE pasnunuue mexay obpaboTkon nceBgoHumoB (naparpad 3.9.1) m cnuckoB (OaHHbI Maparpad)
3aknoyaeTcsd B M3MEHeHUW agpeca BO3BpaTa NpW paccbifike MO CAUCKY. XOTS CNWUCKW orpaHuumsaloT Habop onepaumi
06paboTkn ONMCaHHbIMK 30eCb AENCTBUSMU, OHU SABMAOTCA nonbiTkoM amynupsaumn AOMN (MTA); Takue Cnvcku MOXHO
paccmaTpuBaTh Kak NpogomKkeHne npoueayp TpaHauTa noyThbl.

CyLLecTBYIOT CMUCKW, KOTOpblE MNOAAEPXKMBAIOT OOMOSMHUTENbHbIE (MHOTAa 3HAYMTErNbHbIE) U3MEHEHUS KOHBEPTOB W Tena
coobuieHnin. Takne crnmckn HeobxoamMmo paccmatpuBaTb kak nonHele MMNA (MUA), koTopble npvHUMaloT cooblieHve u
nepegaroT HOBOE.

4. Cneuyucukayuu SMTP
4.1. KomaHgbl SMTP

4.1.1. CuHmakcuc u ceMaHmuKka KOMaHoO

Komangbel SMTP onpegensioT nepegadvy noytbl U YHKLUUM NOYTOBOW CMUCTEMbI, 3anpalivMBaemMblie nonb3oBarenem. KomaHabl
npeacTaBnsAloT cobON TeKCToBble CTPOKW, 3aBepluarowmecs nocneposatenbHocTblo <CRLF>. KomaHaa, kak Takosas,
npeacrtaensdet cobon ctpoky Oyks, 3aBepliaemyto npobenom <SP> (npu Hanuuum napametpos) unum <CRLF>. B uensx
MOBbILEHNS YPOBHA WHTeponepabensHocTn nonydatenam SMTP cnepyet 6biTb TepnumbiMM K npobenam nepepq
3aBepLuatolien nocnegosaTenbHocTblo <CRLF>. CuHTakcuc nokanbHOM 4YacT UMEHW MOYTOBOrO fLUMKa COOTBETCTBYET
cornalleHusiM NpYHNUMaLOLLIEro calTa 1 CMHTaKcucy, onMcaHHoMy B naparpacde 4.1.2. Komangsl SMTP obcyxaatotcs Huxe, a
pPacCMOTPEHUIO OTKIIMKOB MOCBSALWEH naparpad 4.2.

MoyToBasi TpaH3aKUMsi BKMOYAET HECKONMbKO OOBEKTOB AaHHbIX, UCMOMb3YyEMbIX B KAYECTBE apryMEHTOB PasfMyHbIX KOMaHA.
O6paTHbI NyTb ABNSETCA aprymeHToM komanabl MAIL, npsamon nyTe — aprymeHToM RCPT, a noyToBble AaHHbIE — apryMEHTOM
koMaHabl DATA. 3Tu aprymeHTbl Unn ob6bEKTbl AaHHbIX OOMKHbI NepefaBaTbCa M COXPaHATLCS 4O 3aBepLUEeHWst NMOYTOBON
TpaH3akuun. [ng Kaxagoro Tvna AaHHbIX (MPsSiMOM M 06paTHLIN MyTb M MOYTOBbIE AaHHbLIE) UCMONB3YHTCA pasnuyHblie Oydepbl
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(6ydbepbl NpsMbIX 1 06paTHbIX NyTen, Bydep AaHHbIX). KOHKpeTHast koMaHaa NpUBOAUT K A0GaBNEHN0 MHOPMaLUK B KOHEL,
COOTBETCTBYMOLLEro 6ydepa unm co3gaHno OAHOIO UK HECKOMBbKNX HOBbIX BydepoB.

HekoTopble komaHabl (RSET, DATA, QUIT) He nopgaepxvBaloT napameTpoB. B oTcyTcTBue cneuudmyecknx pacluvpeHun,
npegnaraembix CepBepOM M MNPUHUMAEMbIX KMMEHTOM, ANA MNOCnegHWX HeponycTUMO nepefaBaTb NapaMeTpbl Takum
KOMaH4aMm, a cepsepy cneayeT oTBepratb KOMaHAbl, Kak B Cry4ae HEKOPPEKTHOrO CMHTaKcuca.

4.1.1.1. PacwumperHoe (EHLO) unu ctanpaptHoe (HELO) npuBeTtcTBUE

3Tn komaHabl mMcnonb3yTcs Ana npeactasneHms SMTP-knueHta cepsBepy SMTP. [one aprymeHTOB coAepXWUT MOMHoe
AomeHHoe umsa knveHTa SMTP, ecnu Takoe umsa gocTtynHo. B Tex cnyyasix, korga knueHT SMTP He umeeT 3HaumMmoro
OOMEHHOTO MMEHM (HanpuMep, Mpu AMHAMWUYECKOM BbIAENEHWU afpecoB U HeAOCTYNHOCTU obpaTHoro npeobpasoBaHust),
KnveHTam crnepyeT nepefaBatb NOHbIA agpec (cM. naparpad 4.1.3).

B RFC 2821 n HecbopmanbHOM NpakTUke NpOLLbIX NeT peKOMeHOYeTCs CONpoBOXAaTh TOYHbIM agpec MHopmaumein, kotopas
NMOMOXET MAEHTUPULMPOBATL KIMMEHTCKYI0 CUCTeMy. Takas npakTvka He Monyyuna LUMPOKOro pacrnpoCTPaHEHUs U MHOrve
cepBepbl SMTP paccmatpuBaloT AOMONMHUTENBHYI0 MHAOPMaLMIO, kak owmnbky. B uenax obecneveHusa nHteponepabenbHOCTH
cepBepam MonesHo NpMHUMaTh Takyo nHdopmaumio, Ho knueHtam SMTP He cneayeT nepefasaTh ee.

CepBep SMTP npeacraBnaeT cebs KIMMEeHTY B daHHOM COeMHEHNN C NOMOLLUbIO OTKIIMKA Ha KOMaHA4y NPUBETCTBUA.

KnueHtam SMTP cneayet HauuHatb ceccuto SMTP ¢ nomowpto komanabl EHLO. Ecnuv cepsep SMTP noppepxuBaeT
paclumpeHHble cnyxobl SMTP, oH 6yaeT nepefaBaTtb NO3UTUBHLIN OTKINK, coobLieHne 06 oTkase unu coobuieHne o6 ownbke.
Ecnn cepsep SMTP (B HapylweHue AaHHOM cneumdukaumn) He NOAAEPXKMBaEeT HuKakux pacwupeHun SMTP, oH Gyaget
reHepupoBaTtb coobieHne o6 owwnbke. Ctapble knuneHTbl SMTP MoryT (kak 06Cyxganoch Bbill€) WCMONb30BaTb KOMaHAy
HELO (B cootBetctBum ¢ RFC 821) B3ameH EHLO, a cepBepbl gomkHbl nogaepxusaTe komaHabl HELO u gaBaTtb Ha Hux
npaBunbHbIN OTKNMK. B nobom cnyyae knueHT gorkeH ucnonb3oBatb komaHay HELO wnn EHLO go Havyana no4dtoBou
TpaH3aKuuu.

3OTn komaHapbl 1 oTknNukM 250 OK B OTBET Ha HMX NOATBEPXKOAOT, YTO KNMUEHT n cepBep SMTP HaxoasTca B HaYanbHOW cTaguu,
B KOTOPOM HET BbIMOJTHAEMbIX TPAaH3aKUMiA, a Bce Tabnuubl cocTosHus n Bydbepa elle nycTble.

CuHTakcuc:
ehlo = "EHLO" SP ( Domain / address-literal ) CRLF
helo = "HELO" SP Domain CRLF

O6bIvHO B oTBET Ha koMaHay EHLO Bo3BpallaeTcss MHOFOCTPOUHbIA OTKIMK, KaXaas CTPOKa KOTOPOro COOEPXWUT KroyeBoe
CMOBO M MOXEeT BKMOYaTb OAMH UMW HECKONbKO napameTpoB. B cooTBeTcTBUM C TpebOoBaHUSAMU K HOPManbHOMY CUHTaKcucy
MHOTOCTPOYHbIX OTKIMKOB KIHOYEBbLIE CnoBa crneayloT nocne koga 250 n gedwuca (ans Bcex CTPOK, KPOMe MocrneaHen) unu
npobena (B nocrnegHen cTpoke). Huwxe npuBegeH npumep MO3UTMBHOMO OTKMMKA C Mcnonb3oBaHMeM HoTaumm ABNF u
cvmBonoB 3aBeplueHns 3 RFC 5234 [7]:

ehlo-ok-rsp = ( "250" SP Domain [ SP ehlo-greet ] CRLF )
/ ( "250-" Domain [ SP ehlo-greet ] CRLF
*( "250-" ehlo-line CRLF )
"250" SP ehlo-line CRLF )

ehlo-greet = 1*(%d0-9 / %d11-12 / %d14-127)
; cTpoka mobix cmMMBOJIOB, KpoMe CR m LF

ehlo-line = ehlo-keyword *( SP ehlo-param )

ehlo-keyword = (ALPHA / DIGIT) * (ALPHA / DIGIT / "-")
; BONOJIHUTEeNBHEM cuHTakcuc ehlo-params sBaBucuT or ehlo-keyword

ehlo-param = 1*(%d33-126)
; JioGBle CMMBOJEI, BKiodast <SP> m Bce xopns ynpaeyenHmss (US-ASCII 0-31 u 127,
; BKJIOYUTEJILHO)
XoTs B koMmaHae EHLO moxHO mcnonb3oBaTh MOyl KOMOUHALMIO CTPOYHBIX M NPONMUCHBLIX OYKB, KOMaHAa Bceraa AoJhKHa
pacno3HaBaTbca U obpabaTtbiBaTbca kak EHLO (3armaBHble BykBbl) — 3TO NPOCTO paclumMpeHue nNpakTuky, ykazaHHonm B RFC
821 v naparpadpe 2.4.

OTknuk Ha komaHgy EHLO pomxkeH BkntoyaTb KntoueBble CroBa (M CBsI3aHHblE C HAMM MapaMeTpbl NpU Hanu4uMu NocneaHmX)
ANs BCceX KOMaHA, He MepeyncrieHHbIX Kak «obsizaTenbHble» B naparpade 4.5.1, 3a UCKIOYeHUeM KOMaHa Anst NpuBaTHOrO
MCMosb30BaHWs, ONUCaHHbIX B naparpade 4.1.5. KomaHabl Ans npMBaTHOrO MCNOMb30BaHUS TakKe MOXHO BKIOYaTb B CMIUCOK.

4.1.1.2. Hayano TtpaH3akuuu (MAIL)

OTa KOMaHAa CnyxuT AN VMHULMMPOBAHWA NOYTOBOW TPaH3aKuuW, B KOTOPOW MOYTOBbIE AaHHbIE AOCTaBMATCA Ha cepBep
SMTP, koTopbIi, B CBOlO Oovepefb, AOCTaBMsAET NOYTY B OOWMH MMM HECKOMNbKO MOYTOBLIX SILLUMKOB UMW nepedaeT ee Apyron
MoYTOBON cucTeme (BO3MOXHO, C ucrnonb3osaHnem SMTP). [Mone aprymeHTOB COAePXUT 0BpaTHbIN NyTb U MOXET BKMOYaTh
pononHuTenbHele napameTpbel. B obwem cnydae komaHga MAIL mMoxeT nepegaBaTbCA TOMbKO MNpU  OTCYTCTBUM
He3aBepLUEHHbIX MOYTOBLIX TpaH3akuui (cm. naparpad 4.1.4).

O6paTHbI NyTb YyKasbiBaeT MOYTOBbIN AWMK OTnNpaBuTensd. B cuny uctopuyeckux MNpuUuMH MOYTOBOMY SLLMKY MOXKET
npelwecTBoBaTb CMMCOK XOCTOB, HO Takas NpakTvka B Hactoswee Bpems ocyxaaetca (cm. Mpunoxenne C). B HekoTopbix
TMNax COOBLLEHWN-0TYETOB, OTKIMKM Ha KOTOPble MOryT MnopoxaaTte MNeTnu (HanpuMep, yBeAOMIEHUst O [OCTaBke unu
HEBO3MOXHOCTW AOCTaBKW) norne obpaTHOro nyTn aBnaeTca nycteiM (cm. naparpad 3.6).

OTta komaHga ouuwiaet 6ydepbl 06paTHOro nyTu, NPSIMOrO MyTU U MOYTOBBLIX AaHHbIX, @ Takke nomewiaeT MHgopmaumo n3
CTpPOKM napameTpoB B Oydep obpaTHoro nyTu.

Ecnun cornacosaHo Ucnonb3oBaHue pacluMpeHHoro cepauca, komaHaa MAIL moxeT coaepxaTb A0NONHUTENbHbIE NapamMeTpbl.
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CuHTakcuc:

mail = "MAIL FROM:" Reverse-path [SP Mail-parameters] CRLF

4.1.1.3. Nonyuartenb (RCPT)

Ota KOMaHOa Cnyxut AOnda M,El,eHTVICbVIKaLI,VIVI OTAENIbHOro nojfyyvatesnd nOoYTOBbIX OaHHbIX; Npu HeO6XOJJ,MMOCTVI 3agaTtb
MHOXEeCTBO nonyaneneﬁ KOMaHOa NoBTOPAETCA COOTBETCTBYHOLLEE YNCIO pas. Mone aprymMmeHToB COOEepPXUT I'IpﬂMOVI nyTb N
MOXET BKITHO4YaTb AONOJTHUTENbHbIE NapaMeTpbl.

Mpamon nyTe OOBLIYHO YyKasbiBaeT MOYTOBBIM AWMK nonyyatens. llepepalowum cucTemMaMm He criedyeT reHepupoBaTh
AONOMHUTENBHBIV CIMCOK XOCTOB, N3BECTHBLIN Kak source route (MapLupyT, 3agaHHbIn oTnpasuTenem). MNMpuHumatowmne cuctemsl
AOIMKHbI pacnosHaBaTb CUMHTaKCUC source route, HO UM crieAyeT Bbipe3aTb creundukaumio 3Toro mMapLipyTa, UCrnonb3ys
B3aMeH JJOMEHHOE MMS, CBA3aHHOE C MOYTOBbIM ALLMKOM, Kak ByaTo oTnpaBuTens BOOGLLE He 3agaBan MapLupyTa.

Mogo6Ho aToMy, TpaHcnsATopaM criedyeT npornyckate MM UHOPMPOBATL source route, a UMeHa He[ONYCTUMO KOMMPOBaTh B
none o6patHoro nyt. Korga nouyta npuxoauT K KOHEYHOMY afpecaty (MpsiMoi MyTb COAEPXKMT TOMNbKO MOYTOBbLIA SILLWK
nonyuyatens), cepsep SMTP nomewiaeT cooblieHne B MNOYTOBbIA SALIMK agpecata B COOTBETCTBUM C MPUHSTHIMU
cornatueHusMu.

Ota komaHaa fobasnsieT ceon aprymeHT forward-path B Bydep npsimoro nyTtu, He MeHsia cogepxumoro 6ycdepoB obpaTHoro
NyTW U MOYTOBbIX AAHHbIX.

Hanpumep, noyta, nony4yeHHaa TPaHCNATOPOM XyzZz.COom U coaepXxallada B KOHBEPTEe KOMaHAbl:

MAIL FROM:<userx(@y.foo.org>
RCPT TO:<@hosta.int,@jkl.org:userc@d.bar.org>
06bl4HO ByaeT nepeckbinaTbcs HenocpeacTBEHHO Ha XxocT d.bar.org ¢ koMmaHgamu B KOHBeEpTE:

MAIL FROM:<userx(@y.foo.org>

RCPT TO:<userc@d.bar.org>
Kak YKa3aHo B rlpVIJ'IO)KeHMM C, xoct XyZ.COm MOXEeT TaKXe TpaHCnupoBaTb MOYTYy 4Yepes ﬂpyFOIZ XOCT, UCnonb3ysA B KOHBepTE
KOMaHAb!:

MAIL FROM:<userx(@y.foo.org>
RCPT TO:<Qhosta.int,@jkl.org:userc@d.bar.org>
unu (onsa TpaHcnsaumm vepes jkl.org):

MAIL FROM:<userx(@y.foo.org>

RCPT TO:<@jkl.org:userc@d.bar.org>
MonbITkKM Takoro WCMONb30BaHWA TPAHCMATOPOB B HacTosliee Bpems ocyxpawrTcs. [lockonbky XocTbl He 06s3aHbl
TpaHCNMpoBaTb MOYTY, XyZ.COM MOXEeT OTBEPrHyTb CO0bLLeHne npu nonydyeHun komavabl RCPT, ncnonb3ys otknuk 550 (oTkas
B COOTBETCTBUW C UCMOMb3yeMbIMU NpaBunamm).

Ecnu cornacosaHo ucnonb3oBaHWe paclumMpeHHoro cepsuca, komaHga RCPT MoxeT Takke BknoYaTb NapameTpbl, CBA3aHHbIE
C KOHKPTEHbIM TWMOM pacLUMPEHUs, npeanaraemMoro cepsepom. [na knueHTa HeponycTMMa nepejada napameTpoB, Kpome
TeX, KOTOpble CBS3aHbl C paclUMpeEHUeM, NPeanoXeHHbIM cepBepom B oTknnke EHLO.

CwuHTakcuc:

rcpt = "RCPT TO:" ( "<Postmaster@" Domain ">" / "<Postmaster>"

/ Forward-path ) [SP Rcpt-parameters] CRLF
OTMeTUM, YTO B OTNMYME OT OObIYHBLIX MPaBWI AN JTOKaNbHbBIX NyTEA PETMCTP CUMBOIOB B CTpoke Postmaster npuHumaeTtcs Bo
BHUMaHUe.

4.1.1.4. [aHHble (DATA)

Monyyatenb 06bI4HO Bo3BpaLuaeT oTknuk 354 Ha komaHay DATA v nocne aToro TpakTyeT AanbHenwne CTPOKM (CUMBOSbHbIE
nocnepoBaTenbHOCTH, 3aBepluarowmecs <CRLF>, kak ckaszaHo B naparpade 2.3.7), kak No4ToBble AaHHble OT OTNpaBUTENS.
OTta komaHaa pobasnsieT NoYToBble AaHHble B KoHel Bydepa AaHHbIX. [JaHHble mMoryT Bkniovatb nobbie n3 128 cumsonos
ASCII, xoTs onbIT nokasbiBaeT, YTO MCMOMb30oBaHWe ynpasnsowmx cumeonos (kpome SP, HT, CR, LF) moxeT Bbi3biBaTh
npobnemel, N0aToMy cnegyeT m3beratb TakMx CUMBOJIOB.

[aHHble 3aBepLualoTCa CTPOKOW, CoAaepXaLlen TONbKO TOYKY M NOCNefoBaTeNnbHOCTb 3aBEpPLUEHNS CTPOKM (B MOTOKE CUMBOOB
370 6yanet <CRLF>.<CRLF>, cm. naparpad 4.5.2). Takas nocnegoBaTenbHOCTb CUMBOSIOB YKa3biBAeT HA 3aBepLUEHME MOTOKa
AaHHbIX. [NepBas nocnegosaTensHocTb <CRLF> Ha camom gene 3aBepluaeT NOCrenHIo CTPOKY MOYTOBLIX AaHHbIX (TEKCTa
coobLeHns) unu (Npu OTCYTCTBUN AaHHbIX) — KOMaHAHyt cTpoky DATA (cnyyawm OTCYTCTBUS AaHHbIX HE COOTBETCTBYET 3TOM
cneunddmrkalmmn, Nockonbky oH TpebyeT, 4ToObl He nepedaBaniocb HU TPACCMPOBOYHbLIX MONEN 3arofioBKa, HW 3arorioBka
coobueHus, Tpebyembix RFC 5322 [4]). HegonyctuMo nobaeneHune nuwiHmnx nocnegosatensHocten <CRLF>, nockonbky 310
OyoeT NpuBOAWUTbL K BCTaBKE MYCTOM CTPOKM B cooOLlieHMe. EAMHCTBEHHBbIM MCKIHOYEHMEM M3 3TOro npaBuria SBMSETCS
o6paboTka coobLleHMn, nepefdaHHbIX WCXOAHOMY oTnpaBuTento 6e3 3aBepliatowlen nocnegosatensHoctn <CRLF> B
nocrnefHen CTpPOKe; B TakMx cryyasix oTnpasnsowasi coobuieHne cuctema SMTP pgomkHa OTBEprHyTb COOOLLeHMEe Kak
HekoppekTHoe unu pobasuntbs <CRLF> B koHuUe, 4To6bl npuHumatowmin cepsep SMTP cmor 3admkenposaTe ycnosme end of
data (koHeL, coobLyeHuns).

Mcrnonb3oBaHWe CTPOK, 3aBepLUalolmnxcsl OAMHOYHBIM cuMBOrom <LF>', kak 3aTo npuHsaTO B HekoTopbix UNIX-cuctemax,
nopoxaaeT 3HauMTenbHO Gonblie npobnem, Hexenu pelwaeT U Ana cepsepoB SMTP Takol noaxod He[oONyCTUM, aXe BO
UMS MOBbILWEHNS OTka3oycTtonumsocTn. B 4yactHocTn, nocneposatenbHocTn <LF>.<LF> HeponycTMMO TpakToBaTb Kak
3KkBMBarneHT nocnegoBatenbHocT <CRLF>.<CRLF> ansa 3aBeplleHns NOYTOBbIX AAHHbIX.

Mony4yeHne MHAMKATOpa 3aBeplUeHUs AaHHbIX TpebyeT oT cepBepa 06pabOTKM COXPAHEHHbBIX AaHHbIX MOYTOBOW TpaH3aKLWW.
Mpu atoii o6paboTke ucnonb3yeTcss copepxumoe GydepoB npsiMoro M obpaTHoro nyt, a Tawke Oydepa AaHHbIX. Mo

MepeBoa cTpokn 6e3 Bo3BpaTa KapeTku. [pum. nepes.
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3aBepllieHun komangbl Oydepbl oumwaiotcs. Ecnn obpaboTka komaHAbl 3aBepLlunnacb YCMeLHo, nonyyaternb [OMMKeH
nepepatb oTknmk OK, a npu Heydave — OTKMK O HeydadHow nonbiTke. Mogens SMTP He gonyckaeT YaCTUYHbIX OTKa30B Ha
3TOM 3Tane — coobllieHVWe Wnu BOCMPUMHMMAaETCA CepBepoM ANl AOCTaBKM C BO3BPATOM MO3UTUBHOIO OTKMMKA, UMW He
NPUHMMAaETCa U cepBep BO3BpaLLaeT HeraTuBHbIA OTKMMK. locrne nepegayn MO3UMTMBHOIO OTKMMKA Ha 3aBeplueHune npuema
AaHHbIX cepBep MpUHMMaeT Ha cebs NomnHyl OTBETCTBEHHOCTb 3a 3T0 coobuieHne (cm. naparpad 6.1). Mpu obHapyxeHum
OLUMOOK BNOCNEACTBMM [OMKHbI NepefaBaTbCsi NOYTOBblE YBeAOMeHUs 06 owmnbkax, kak ckasaHo B naparpade 4.4.

Korpa cepsep SMTP BocnpuHumaeT cooblieHne Ans TpaHChsAuMM MU OKOHYaTenbHOW [AOCTaBKW, OH nomellaeT
TPacCMpPOBOYHYIO 3anNuCb, KOTOPYIO Takke HasbiBaloT time stamp line (cTpoka ¢ BpemeHHon meTkon) unu Received B BepxHemn
4YaCTU MOYTOBbIX AaHHbIX. JTa 3anMCb NOKasbliBaeT XOCT, NepeaasBLuMin coobLueHne, XOCT-NPUEMHIUK (CepBep), a Takke gaTy v
BpeMs npuema cooblieHus. TpaHcnvMpyemble COOOLLEHWS MOryT cofepxaTb Ha (WHanbHOM 3Tane MHOXEeCTBO
TpaccupoBOYHbIX 3anucein. [leTanbHoe onucaHne TpacCUPOBKN M CUHTaKeuca 3anvcen npusoanTca B naparpadge 4.4.

JononHutenbHy nHdopmaumio no obpabotke komaHg DATA mMoxHo HanTu B naparpade 3.3.
CuHTakcuc:

data = "DATA" CRLF

4.1.1.5. Copoc (RSET)

OTa KoMaHA4a CnyXuT AN NpepbiBaHNs TEKYLLIEN NOYTOBOM TpaH3akummn. Bce coxpaHeHHble B Oydepax AaHHbIe JOMKHbI ObiTh
OTOpOLLEHbI C O4YMCTKOM OGydhepoB M Tabnuy cocTosiHuA. lMpuHuMalowas cTopoHa B OTBeT Ha komaHay RSET gomkHa
nepepatb otknuk 250 OK 6e3 gononHutenbHbix aprymeHToB. Komangy RSET knueHT moxeT BBOAWMTbL B N0OOA MOMEHT
TpaH3akuun. 3ta komaHaa asndetcs aksmBaneHTom NOOP (He BbINOMHAETCA HUKaKMX AEWNCTBMI) NMpu BBEOAEHUN cpa3sy nocne
EHLO, no nepsoro ncnonob3oaHus EHLO B gaHHOM ceaHce, nocrne 3aBepLlleHns U NOATBEPXKAEHMSA nepefayn AaHHbIX Unn
HenocpeacTBeHHo nepen komangon QUIT. Onsi cepeepoB SMTP HemonycTMMO 3aKpbiBaTb COeAWHEHVWE B pesyrnbTarte
nonyyeHust komaHael RSET — ang paspbeiBa coeguHenns cnyxut komanga QUIT (cm. naparpad 4.1.1.10).

Mockonbky obpaboTka komang EHLO TpebyeT HeKoTOpbIX AONOMHUTENBHBIX ONepauui Ha cepBepe, UCMOMb30BaHNE KOMaHAbI
RSET obbivHO 6onee adhdpektnBHO, Yem noBTOpHbIM BBoA EHLO, X0Ta hopmanbHas ceMaHTuKa oguHakoBa.

CyuecTtBytoT 06CTOATENBCTBA (HE KOHTPONMPYEMble AaHHOW crieundmkaumnen), npyu koTopbix cepeep SMTP MoXeT nonyunTb
MHOMKaAUUIO paspbiBa unmn cbpoca coeouHeHust Ha Hwkenexawem ypoHe TCP. [Ona coxpaHeHuWsi OTKa3oyCTOMYMBOCTM
noyToBbIX cuctem cepsepam SMTP cneayet GbiTb rOTOBbIMU K TakKUM CUTYaLUsSIM U TpPakToBaTb MX Kak MONyyYyeHue KomaHabl
QUIT go notepu coeguHeHus.

CwuHTakcuc:
rset = "RSET" CRLF

4.1.1.6. NMpoBepka (VRFY)
OTa KomaHga npocuT nony4yartena noarsepanTb aprymeHThl, I/I/J,eHTI/ICbVILI,Mpy}OLLI,I/Ie nonb3oBaTens UM NoYToBbIN AWMK. Ecnn
3TO MMS Nonb3oBaTens, BO3BpaLlaeTcs nHdopmaums B COOTBETCTBMM C onucaHvem B naparpadge 3.5.

[aHHasa komaHOa He BO3OENCTBYET Ha cogepxumoe bydepoB 06paTHOro 1 NpsiMoro nNyTu, a Takke 6ydepa NoYTOBbIX AAHHbIX.
CwuHTakcuc:
vrfy = "VRFY" SP String CRLF

4.1.1.7. Npeo6pasoBaHue cnucka (EXPN)

OTa komaHga NpocuT NOATBEPANTL apryMeHTbl, MAEHTUMUMPYIOLWLME CMIMCOK PaCChInKW, U (MPU HannyuyM ykasaHHoOro crnvcka)
BO3BpaLlaeT CNMCOK YreHoB. [pu ycnewHoM 3aBeplueHMM KOMaHbl BO3BpallaeTcs UHgopmaumns, onvcaHHas B naparpacde
3.5. OTOT OTKNKK 6y,qu coaepXxaTtb MHOXeCTBO CTPOK 3a UCKIKYeHneM TpmBUalbHbIX Cllyd4aeB CnCKa C OOHUM agpecoM.

[aHHasa koMaHOa He BO3OENCTBYET Ha coaepxxmmoe GydhepoB obpaTHOro 1 NpsAMoro nyTu, a tTakke bydepa gaHHbIX.
CuHTakcuc:
expn = "EXPN" SP String CRLF

4.1.1.8. CnpaBka (HELP)
Mo sTom KOMaHOe cepBep BO3BpallaeT KpaTKMe CrpaBOYHble CBEAEHMS O KOMaHgax W aprymeHtax. KomanHgoa MmoxeT
MCNonb30BaTb B Ka4eCTBE aprymeHTa nma .D.PYr0|7| KOMaHObl onda nony4vyeHua COOTBeTCTByPOLIJ,eVI cripaBKku.

[aHHasa koMaHAa He BO34encTByeT Ha coaepxmumoe BydepoB obpaTHOro n NpsiMoro nyTu, a Takke bydepa aaHHbIx. KomaHaa
MOXET UCMOoNb30BaTbCs B NI0OON MOMEHT.

Cepsepam cneayet nogaepxusatb komaHay HELP 6e3 apryMeHTOB 1 MOXHO NoAAepXunBaTb KOMaHAy C apryMeHTamu.
CwuHTakcuc:

help = "HELP" [ SP String ] CRLF

4.1.1.9. NycTas onepauus (NOOP)
OTa KoMaHOa He BNuSieT Ha 3HaYyeHusl NnapameTpoB U BbINONHEHVWe BBEAEHHbIX paHee komaHid. [lo komaHge cepsep NpPoCTo
nepegaet oTknuk 250 OK.

[laHHasi koMaH4a He BO3OEeNCTBYET Ha coaepXkumoe GydpepoB oGpaTHOro 1 NPSIMOro NyTH, a Takke Gydepa AaHHbIX 1 MOXeT
BBOAUTLCA B 1060 MOMEHT. MpyW HanMM4YMmM y KoMaHabl NapaMeTpoB cepBepy criegyeT UTHOPUMPOBaTh WX.

CwuHTakcuc:

noop = "NOOP" [ SP String ] CRLF

4.1.1.10. 3aBepLueHue ceaHca (QUIT)
MonyymnB 3Ty KOMaHAY CepBEP AOMKEH BO3BPaTUTL OTKIMK 1 221 OK 3akpbITb kaHan nepegayv.
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[ns nonyyatens HepONYCTUM NpefHaMEPEHHbIV paspbiB coeanHeHnsa 0o nonyveHns komangsl QUIT n oTknrka Ha Hee (gaxe
npu BO3HWKHOBEHMM owmnbok). [ns cepBepa HeAONYCTUM MpegHaMEpPEeHHbIN paspbiB CoeAMHEHUs A0 nepefayn KoMaHabl
QUIT n cnepyeT foxaaTtbCsA OTKNMKA Ha Hee (Jaxe npy BO3HWMKHOBEHMM OLWMOOK B pesynbTaTe BbINOMHEHWUS npeablayLmx
komaHg). Ecnu coegmHeHve 3aKpbITO NpeXaeBpPeMEHHO B HapyLUeHWe CKa3aHHOro Bbille WM B pesynbTaTe CUCTCMHOrO Wnu
ceTeBOro c6os, cepBep AOIMKEH nNpepBaTb BCE HEe3aBepLUEHHbIEe TPaH3aKLUW, He OTKa3biBasCb OT BbIMOSIHEHHbLIX TPAH3aKLUA, 1
(B obLem criyyae) AOMKEH OeiCTBOBaTb, Kak NMpy NonyyeHun nHdopmaumm o6 owmbke BO BpeMs BbINOMHEHUS KOMaHAbl Unn
TpaH3akuuu (T. €., OTKIUK 4yz).

Komanga QUIT moxeT 6bITb BBeAeHa B Ntob6oi MOMeHT. HesaBepLueHHasa no4ToBasi TpaH3akUs nNpepbiBaeTes.
CuHTakcuc:
quit = "QUIT" CRLF

4.1.1.11. Mail-Parameter and Rcpt-Parameter Error Responses
Ecnu cepeep SMTP He pacnosHaeT unu He nogaepkneBaeT OAuH U Gonee napamMeTpoB KOHKpeTHon komaHabl MAIL FROM
unn RCPT TO, oH 6yaeT Bo3BpaLyath kog 555.

Ecnu no Tol unu MHOM npuymMHe cepBep BPEMEHHO He CNocobeH MPUHAT OAWMH UMM MHOXECTBO MapaMeTpoB, CBSI3aHHLIX C
komaHgo MAIL FROM unn RCPT TO, a onpefeneHne COOTBETCTBYHOLLEro napamerpa He TpebyeT UCnonb30BaHWS WHOMO
KoAa, cepBepy crieqyeT BosBpawaTb ko 455.

OwunbKM, cBSA3aHHbIE C KOHKPETHbIMU NapamMeTpamMn n nx 3Ha4eHnAMIn, onpenendarTca B COOTBETCTBYHOLNX RFC.

4.1.2. CuHmakcuc ap2yMeHmoe KomaHa

Hwxe npuBegeH CUHTaKCUC MONEN apryMeHTOB NEPEYMCIIEHHbIX Bbille KOMaHZ (Mo BO3MOXHOCTM, MCMOMb3yeTCs CUHTaKCuC,
onucaHHbin B RFC 5234 [7]). HekoTopble M3 NpMBEAEHHbLIX HUXE BapuUaHTOB MCMOMb3YOTCA TOMbKO C MapLupyTamu source
route, kak onucaHo B lMpunoxeHun C. O6o3HaveHusl, He onpegeneHHble 3geck (Tuna ALPHA, DIGIT, SP, CR, LF, CRLF),
onucaHbl B pasgene 6 RFC 5234 [7] unu npu doopmanbHOM onpegeneHum cuHTakcuca coobuwennii B RFC 5322 [4].

Reverse-path = Path / "<>"

Forward-path = Path

Path = "<" [ A-d-1 ":" ] Mailbox ">"
A-d-1 = At-domain *( "," At-domain )

; oTMeTmM, uTO 3Ta dopMa, HasmBaemast source route, mAokHA NPUMHMMATECS,
; ee He cCllefyeT T'€HEPMPOBATH M CJIeAyeT UTHOPUPOBATE.

At-domain = "Q@" Domain
Mail-parameters = esmtp-param * (SP esmtp-param)
Rcpt-parameters = esmtp-param * (SP esmtp-param)
esmtp-param = esmtp-keyword ["=" esmtp-value]
esmtp-keyword = (ALPHA / DIGIT) * (ALPHA / DIGIT / "-")
esmtp-value = 1%*(%d33-60 / %d62-126)
; Jo6be CHMMBOJIE KpoMe =, SP M ymnpaBiasSoIMx KOJZOB. Ecam sTa cTpoka

; npepacTaBysieT coboM NOYTOBHM amgpec (HampuMmep, Mailbox), cnegyer
; MUCHOJNBLBOBATBL CMCTHakcuc xtext [32].

Keyword = Ldh-str

Argument = Atom

Domain = sub-domain *("." sub-domain)
sub-domain = Let-dig [Ldh-str]

Let-dig = ALPHA / DIGIT

Ldh-str = *( ALPHA / DIGIT / "-" ) Let-dig
address-literal = "[" ( IPv4-address-literal /

IPv6-address-literal /
General-address-literal ) "]"
; cM. naparpad 4.1.3

Mailbox = Local-part "@" ( Domain / address-literal )
Local-part = Dot-string / Quoted-string

; perncTp CHMMBOJIOB MOXeT pas.rmqa-rbcz
Dot-string = Atom *("." Atom)
Atom = l*atext
Quoted-string = DQUOTE *QcontentSMTP DQUOTE
QcontentSMTP = qtextSMTP / quoted-pairSMTP

quoted-pairSMTP = %d92 %d32-126
; T. e., obpaTHas Apob6Has uYepTa, 3a KOTOPOM ClefyeT CHMBOI
; ncesporpabémkm ASCII (Bximouast \) mim npo6en (SP)
gtextSMTP = %d32-33 / %d35-91 / %d93-126
; T. e., KaBHuYKax JONyCKaeTCsl MCHNOJLSOBaHMe JIOBHX CMMBOJIOB IICeBAorpabdmkm
; ASCII (Ba MCKJIKNYEHMEM \ M OBOMHHX KaBHYEK) MM npobenoB 6es3 cuMBOJIa
; obpaTHOM Apo6HoMi uepTH graphic or space is permitted
String = Atom / Quoted-string
XoTa B NpMBEOEHHOM BbIlE OMMCaHUM TPebOoBaHUSA K JOKarnbHOW 4acTu agpeca OTHOCUTENbHO nubeparnbHbl, XOCTam,
NPVHMMALLMM NOYTY, cnegyeT nberatb opraHM3aumm NOYTOBbLIX AWMKOB, ANt KOTopbiX Local-part TpebyeT (Mnn ncnonbayer)
dopmy Quoted-string unu pasnuyaetcsa peructp cumaosnos. Ons nobbix 3agay, Tpebyowmx reHepaLmm unm cpaBHeHNs nonen
Local-part, Bce cdopmbl Quoted-string AOMKHbI TPAKTOBATbCS KaK SKBUBANEHTHbIE W Mepefalowum cuctemam crnegyer
nepegaBatb )OPMy, NCMOMb3YOLLY MUHUMAIIbHOE KBOTUPOBAHNE.

Heponyctumo onpegensTb no4vToBble AWMKM Takum obpasdom, 4tobbl B SMTP TpeboBanocb Mcnonb3oBaHMe CUMMBOIMOB, HE
Bxogswmx B Habop ASCII (okteToB ¢ 1 B cTapliem 6ute) unm ynpasnsowmx kogos ASCIl (aecatnyHble 3HaveHus 0-31 n 127).
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Takue cumBOMnbI HegomycTMMO wucnonb3oBaTb B komaHaax MAIL u RCPT unu gpyrux komaHgax, cogepxalimx umeHa
NMOYTOBbIX SLLUKOB.

OTmeTum, 4TO 0OpaTHbIn cnaw (\) OTHOCMTCA K CMMBONAM KBOTMPOBAHMUS, WCMOSb3yeMbIM ONS MHAWKAUMM GyKBanbHOro
(literally) wncnonb3oBaHua cnepgyolero cumeona (B3ameH 06blMHOM WHTepnpeTauun). Hanpumep, 3anuck "Joe\,Smith"
cooTBeTcTBYET “Joe, Smith”, T. e. 3anaTas nocne 3Haka \ TpaKTyeTCst UMEHHO Kak 3ansitas, a He cneumarnbHbld CUMBOII.

Ons obecnevyeHns nHTeponepabensHOCT 1 coBMecTUMocTy ¢ DNS B MeHOBaHWM 1 NpUNoXeHnsx (CM., Hanpumep, naparpad
2.3.1 6a3oBoro ctaHgapta DNS - RFC1035 [2]) HegonycTUMO BKIOYAaTb B METKM AOMEHHbIX MMEH AN KIMEHTOB 1 CEPBEPOB
SMTP Hukakue cumBonbl, kKpoMe OykB natuHuubl, umdp u gedwuca. B yactHocTn, cumBon noayepkmaHus (underscore)
ucnonb3oBaTb Henb3s. Cepsepbl SMTP, nonydvatowime KOMaHabl C HEKOPPEKTHbIMW CUMBONaMu (NpU OTCYTCTBMM OPYrux
NpWYNH ANS OTKasa), AOMKHbI OTBEpraTb TakMe KomMaHabl ¢ BO3BpaTtoM oTknuka 501 (3To npaBmno, nogobHo Apyrum, MOXeT
ObITb M3MeHeHo pacwmnpeHuamu SMTP).

4.1.3. «[JocnoeHbie» adpeca

MHorga XoCT He 3HaeT AOMEHHOrO MMEHU M MOYTOBas CBA3b (B YaCTHOCTM, nepefada cooblieHni o6 owmnbkax) Gnokmpyetcs.
Ons peweHnsa aton npobnembl B kKa4yecTBe arnbTepHaTUBbl JOMEHHOMY MMEHM MOXET MCMNOMb30BaTbCA cneuuanbHas dopma
agpeca (literal address). Ona agpecoB IPv4 ata copma ucnonb3yeT gecAtvdHoe npencrtaeneHve 6GanitoB IP-agpeca ¢
pasgeneHvemM ToykaMu. Agpeca 3aknoyalTcs B KBagpaTHble ckobku (Hanpumep, [123.255.37.2]), koTopble roBopaT 06
ucnonb3oBaHum agpeca |IPv4 B gecatnyHom npeacrtaeneHun ¢ pasgeneHnem toukamu. Ansa IPv6 n gpyrux dopm agpecaumn,
KOTOpble MOryT ObiTb B MOCReACTBMM CTaHOAAPTM30BaHbl, dOpMa BKIIHOYAET CTaHA4apTU30BaHHbIA Ter, MAEHTUUUMPYIOLMIA
CUHTaKCcUC agpeca, (aBoetoune - :) n cobcTBEHHO aapec B chopmaTe, 3agaHHOM cTaHgapTom [Hanpumep, RFC 4291 [8] ans
IPv6].

B yacTtHoCTH, Mcnonb3yrTCcA cnegywwme BapuaHTbl:

IPv4-address-literal = Snum 3("." Snum)
IPv6-address-literal = "IPv6:" IPv6-addr
General-address-literal = Standardized-tag ":" l*dcontent

Standardized-tag = Ldh-str
; OOkeH O6mHTE onybinmxoBaH B RFC co crarycoM Standards-Track mu
; BapermucTpupoBaH IANA

dcontent = %$d33-90 / ; HNeuaTaemsnt cuMBon US-ASCII
%$d94-126 ; mexymowast "[", "\", "1"
Snum = 1*3DIGIT

; BHaueHuss or 0 mo 255 B gecaATMYHOM HpenCTaBJIEHUM

IPv6-addr = IPv6-full / IPvé6-comp / IPv6v4-full / IPv6v4-comp
IPv6-hex = 1*4HEXDIG

IPv6-full = IPv6-hex 7(":" IPv6-hex)

IPv6-comp = [IPv6-hex *5(":" IPv6-hex)] "::"

[IPv6e-hex *5(":" IPv6-hex)]
; "::" mpemcTaBisieT NO KpanHel Mepe nBe 16-6MTOBHX I'Pynmel Hymnen. B
; IOIOJIHEHME MOXEeT MCIOJNBLBOBaThBCS AO 6 rpynm.
IPv6v4-full IPv6-hex 5(":" IPv6-hex) ":" IPv4-address-literal
IPv6v4-comp = [IPv6-hex *3(":" IPv6-hex)] "::" [IPv6-hex *3(":" IPv6-hex) ":"]
IPv4-address-literal
; !: HDpPeAcCTaBisieT NO KpakHelk Mepe ABe 16-6MTOBHX NOCJIEAOBATENBLHOCTM HYJIen
; B QHOMNOJIHEHME K :: MOXeT NPMCYTCTBOBAaTBL He Gojiee 4 rpymnn mu
; IPv4d-address-literal

4.1.4. [Nopsidok komaHO

[ns nopsgka ncnonb3oBaHWst KOMaHA4 CyLeCTBYKOT HEKOTOPbIEe OrpaHN4YeHns.

CeaHc, koTopbIi BydgeT BkMoYaTb MOYTOBYIO TPaH3aKuMio, AOIMKeH OblTb cHavana uHuumanusuposaH komaHgon EHLO.
CepBepam SMTP cnepyeT BocnpuHMMaTb 0€3 uHUUMaNM3auuuM KOMaHAbl, He MWCMonb3ylolWme MOYTOBbIX TpaH3aKumi
(ranpumep, VRFY unn EXPN).

Komanga EHLO moxeT BBOAWUTLCHA KIIMEHTOM B AEWCTBYHOLLEM ceaHce. [1py nepBoM MCMOMb30BaHWM KOMaHObl B OAHHOMW
ceccun cepsep SMTP pgomxkeH ouncTuTb Bce Bydepbl U cOPOCUTL COCTOSIHUE, Kak npu nonyyvyeHun komanabl RSET. WHbiMun

cnosamu, nocnegoBarenesHocTb komaHg RSET - EHLO siBnsieTcst n3bbITOYHOM, U ManononesHa BBUAY BbIMONHEHWUS HEHYKHbIX
NOBTOPSIOLLNXCSA OEACTBUN.

Ecnn komaHga EHLO Henpuemnema aonsa cepsepa SMTP, oH gomxeH Bosspaiwate oTknuk 501, 500, 502 wnn 550. Cepsep
SMTP pommkeH coxpaHaTb Nocrne nepefayn Takux OTKIMKOB COCTOsSIHME, KOTOpoe 6bino Ao nonyyveHus komaHabl EHLO.

KnueHt SMTP pomkeH (N0 BO3MOXHOCTM) NpefocTaBnATb B napametpax komanHg EHLO nepBuyHoe gomeHHoe mms (He
CNAME wnnu MX) cBoero xocta, Kak cka3aHo B naparpade 2.3.5. Ecnu 3T0 HEBO3MOXHO (Hanpumep, KIMEHT WUCronb3yeT
AVHaMWYeCKUn afpec 1 He NMeeT SIBHOTO UMEHM), crieayeT B3aMeH UMEHUN NCMONb30BaTh «A0CMOBHbIV» adpec.

Cepsep SMTP moxeT npoBepsATb COOTBETCTBUE AOMEHHOrO nMeHn B komanae EHLO peanbHomy IP-agpecy knuneHta. OgHako
AOnsi cepBepa HeAoONyCTUMO OTBepraTtb COObLEeHne No pesynbTaTaMm NPoBepPKU. ITW pe3ynbTaTbl MOTYT MCNOMNb30BaTbCs ANA
NPOTOKONMPOBaHNA 1 TpaccupoBku. OTMETUM, YTO 3TOT 3anpeT NPUMEHNM TONbKO K COOTBETCTBMIO NnapameTpa v agpeca IP;
AONOMHMTENbHOE PaCCMOTPEHMSA BONPOCOB OTKasa OT Npuema BXOAAWMX COEAMHEHNIN UM NOYTOBLIX COOOLLEHUA NPOBOAUTCS
B naparpadce 7.9.

Komangbel NOOP, HELP, EXPN, VRFY n RSET moryT ucnomnb3oBaTbCsl M0G0 MOMEHT Ha NPOTSXKEHUM BCErO ceaHca u faxe
0e3 npeaBapuTenbHONM opraHu3aumm ceaHca. Cepesepam SMTP cneayeT HopmanbHoO obpabaTtbiBaTb 3TU KOMaHAbl (T. €., He
BbldaBaTb B OTBeT OTKNUK 503) gaxe B Tex cnydyasx, Korda 3TM KOMaHObl MCMOMb3ylTCca A0 nonyyeHust komaHabl EHLO;
KrnMeHTam crnepyeT OTKpbIBaTb CECCUIO C NomoLlbto komaHabl EHLO no BBoga nepeyvmcrneHHbIX KoMmaHga,.
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Ecnn cnepoBath atum npasunam, npumep u3 RFC 821, nokasbiBatowuin oTknuk «550 access denied to you» B OTBET Ha
komaHay EXPN HekoppekteH, ecnu komaHga EHLO He Gbina BeBegeHa go EXPN wnm knueHTy He Obino OTKasaHo B
obcnyxnBaHuM Ha ocHoBe |IP-agpeca knueHTa unu no pesynbtatam ayTeHTUUKALUN UM aHANOMMYHbIX MEXaHU3MOB.

Komanga MAIL (nnmn yctapeswwue komaHabl SEND, SOML, SAML) HauymHaeT nouToByl0 TpaH3akuuio. [locne Havana
TPaH3aKuuKM NOCNeOHss BKITOYAET HavamnbHY KOMaHay, OgHy unn Heckornbko komang RCPT u komanay DATA, BBogumbie B
yka3aHHOM nopsigke. MoutoBasi TpaH3akumsi npepbiBaeTcs komaHaon RSET, HoBon komaHaon EHLO unun komangon QUIT. B
ceaHce MOXEeT NPOMCXOAMUTb MHOXECTBO NocnedoBaTenbHbIX TPaH3akuMin unu He ObiTb TpaH3akuui Boobuwe. Hepgonyctumo
nepenasatb komaHay MAIL (nnn SEND, SOML, SAML), ecnn noytoBas TpaH3aKUMs YKe OTKpbITa, T. €., 9Ty KOMaHgy MOXHO
nepepasaTth TOMbKO MPW OTCYTCTBMM B CeaHce MPOAOIHKaloLLEeNCcs NoYTOBOM TpaH3akuum — npeblaywas TpaH3akums SOomkHa
ObITb 3aBepLUEHa yCrneLHbIM BbiNonHeHnem komaHabl DATA vnu npepBaHa komaHgov RSET mnv HoBon komaHgon EHLO.

Ecnn aprymeHT HauvHalowen TpaH3akuui KOMaHObl Henpuemrnem, [OJiKeH Bo3BpawaTtbcsi oTknuk 501 u cepsep SMTP
DOMXeH COXpaHATb CBOe COCTosiHMe. Ecnu B ceaHce HapyLlaeTcs NopsiAiok KOMaHA B TaKOW CTerneHu, YTO 3TO NPensTCTBYET UX
BbIMOTHEHUIO CEPBEPOM, NOCNEAHNI AOMKEH BO3BpaTUTb OTKIUK 503, coxpaHssi CBOe COCTOSIHME.

MocnenHeln koMaHOoM ceaHca porpkHa 6biTb komaHga QUIT. KnveHtam cnepyeT ncnone3oBaTh komaHay QUIT ans paspbiea
coeavHeHus aaxe B TeX Cryvasix, kKorga komaHaa opraHu3aummn ceaHca He Gbina nepefaHa v BOCNpUHSATA.

4.1.5. KomaHObI YacmHO20 UcnoJsib308aHuUs!

Kak 6bino ckasaHo B naparpadpe 2.2.2, koMmaHApbl, HaunHaowmecs ¢ X, MOryT UCNOMb30BaThbCsl B pe3ynbTaTe ABYXCTOPOHHETO
cornaweHus Mexay KnveHTom (oTnpaBuTenb) u cepsepoM (nonydatens) SMTP. MNpegnonaraetcs, yto cepsep SMTP, He
pacnosHawLwuii Takue koMaHabl, 6yaeT BosBpallate oTknnk 500 Command not recognized. Cepsep SMTP ¢ paclumpeHHbIMU
DYHKUMSMU MOXKET MepeyncnmTb MMEeHa, CBA3aHHbIe C KOMaH4aMW YacTHOrO MCMOMb30BaHWUsl, B CBOEM OTKIMKE Ha KOMaHgy
EHLO.

KomaHabl, nepefaHHble wnu BOCTpuHsiTble cucteMamu SMTP 1 He HaumHawowmecs ¢ X, BOJMKHbI COOTBETCTBOBATb
TpeboBaHusam naparpada 2.2.2.

4.2. Otknukm SMTP

OTknukM Ha komaHabl SMTP cnyxaTt Ans CMHXpPOHU3auuW 3anpocoB WU BbIMOMHSIEMbIX AEWACTBUIA MpU nepegadve NoyToBbIX
coolbuweHni, a Takke Ans obecneyeHns rapaHTUM MosydeHUs1 KNMMEHTOM CBEAEHMUI O cOCTosHMM cepBepa SMTP. Ha kaxayto
KOMaHAy AOJIKEeH reHepupoBaTbCsl €4MHCTBEHHbIV OTKIMK.

[eTanbHoe onucaHne nocrnegoBaTenbHOCTEN KOMaHA4a — OTKIMK NpuBoauTca B naparpacde 4.3.

OTknuk SMTP coaepXxut TpexaHauHbIi Homep (NepefaeTcs Kak TPy YUCMNOBbLIX CUMBOIA), 38 KOTOPbIM OBbIYHO criegyeT CTpoka
TeKCTa, ecnn B AaHHOM cneuudukaumm sIBHO He ykas3aHO WHoe. YucrioBble koAbl NpegHas3HayeHbl Ans aBTOMaTU4eCcKOro
onpefeneHnsi COCTOSIHUSI, B KOTOPOE HYXHO MepewTu, TekCT — Ans yenoseka. LiudppoBon kog obecneuvsaet Tpebyemyto
UHdOpMaLmIo 1 Nporpamme-KIMeHTy He TpebyeTcs npocMaTpmBaTb TEKCTOBYIO YacTb OTKIMKA, KOTOPYHO B pesyfnbTaTe MOXHO
npocTto oTbpackiBaTb WU MepedaBaTb MNONb30BaTenio. ViMelowmecs MUCKMIOYEHNs M3 ITOrO MnpaBwuna $BHO YyKasaHbl B
crneundumkauun. B vactHocTn, kogbl oTknukoB 220, 221, 251, 421 n 551 cBsisaHbl C TEKCTOBbLIMU COOOLLEHMAMK, KOTOpble
KMMeHTCkas nmporpaMmMa [ormkHa pa3bupaTb M MHTeprnpeTMpoBaTb. B obliem criyyae TeKkCT MOXeT 3aBUCETb OT cepBepa Mnu
TEKYLLLero KOHTEKCTa, T. €., KaXAblN OKINK MOXET codepxaTb pasHbln TekcT. OBCyaeHne TeopeTniecKknx BONPOCOB reHepaumm
OTKINMKOB MpuBOAUTCA B naparpadpe 4.2.1. PopmanbHO OTKNMK onpefenseTcs kak nocnefoBaTenbHOCTb: TPEX3HaYHbI KOA,
<SP>, ctpoka Tekcta, <CRLF> wnuM MHOroctpouHbii TekcT (cm. naparpacd 4.2.1). lNMockonbky (B HapylleHWe AaHHON
cneundukaumm) TEKCT MHOrAa He BKHYaeTCs B OTKNMK, MOMYYMBLUMM TakKOW OTKMMK KNWEHTaMm credyeT ObiTb roTOBbIMU K
obpaboTke TONbLKO YMCIIOBOrO Kofa (BO3MOXHO, Mocre koga B OTkNuK 6yaeT nomelyeH cumson npobena). MNpegnonaraetcs,
410 nuwb komanasl EHLO, EXPN n HELP moryT BosBpallaTe MHOFOCTPOYHbIE OTKIMKM NPW HOPManbHbIX 06CTOATENLCTBAX,
O[HAaKO Takue OTKIMKM JOonycKalTCcsa ANS BCeX KOMaHA.

B dopmate ABNF oTknuk cepsepa nmeet sua:

Greeting = ( "220 " (Domain / address-literal)
[ SP textstring ] CRLF ) /
( "220-" (Domain / address-literal)
[ SP textstring ] CRLF
*( "220-" [ textstring ] CRLF )
"220" [ SP textstring ] CRLF )

textstring = 1*(%d09 / %d32-126) ; HT, SP, Printable US-ASCII

Reply-line = *( Reply-code "-" [ textstring ] CRLF )
Reply-code [ SP textstring ] CRLF

Reply-code = %x32-35 %$x30-35 %$x30-39

roe Greeting nosiIBNSAETCA TONMbKO B OTKNMKax ¢ kogom 220, AHOHCMPYKLWKNX OTKPpbITUE CepBepOM CBOEN 4YacTn COeAUHEHUS.
,El,pyrme BO3MOXHbl€ BapnaHTbl OTKITMKOB CcepBepa Ha OTKPbITUe CoOeAUHEHNA cneayloT CUHTaKCUCy Reply-line.

CepBepam SMTP cnegyeT nepefaBaTb TOMbKO OTKMMKM C KOAaMW, YKasaHHbIMW B 3TOW crieuudmKaummn, conpoBoxaas ux
TEKCTOM, yKasaHHbIM B NpMMepax, Koraa 3To npuemnemo.

KnueHtsl SMTP gomkHbI onpeaensTb CBOM AEWCTBUSA TOMbKO Ha OCHOBE KOOA OTKMMKA, @ HE ero TekcTa (3a UCKIoYEeHneM
"change of address" 251 n 551, a npu HeobxogmumocTn n 220, 221, 421). B obwem cnyyae KNUEHT AOJXKHbI BOCNPUHUMATL
nobor TekCcT n oTknukn 6e3 TekcTa (XOTA cepBepam He cregyeT nepefaBaTb OTKIIMKOB, COAEpXalUmMx Tonbko koa). MpobGen
nocrne koga OTKNMKA pacCMaTpyMBaeTCA Kak 4yacTb TekcTa. 1o Bo3MOXHOCTM knmeHTy SMTP cnepyeT npoBepsiTb NepBYHO
undpy koga OTKNMKa (MHOUKaLUWS BaXKHOCTH).

MpuBEOEHHBIN HUXE CMMCOK KOJAOB HEAOMYCTUMO paccMaTpuBaTh Kak HeM3MeHHbI. XoTs fobaBneHne HoBbIX KOLOB SIBASIETCS
peaknum 1 3HavyMmbIM COObITMEM (MpPeanoyvTUTENbHO Ao0GaBneHve HOBOW MHOPMauMM B TEKCTOBYK 4acTb OTKNMKA), HOBble
CTaHOapThl M NPOEKTbl CTaHAapToB MoOryT AobaBnATb koAdbl OTKNMKOB. CriegoBartenbHo, otnpaButenu SMTP gomkHbl ObiTb
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rotoBbl Kk ob6paboTke KoOOB, He yKa3aHHbIX B AaHHOM cneuudukauun. Takaa obpaboTka [OMKHA OCHOBLIBATbCA Ha
MHTEepNpeTaLun ToNbKo NepBor Lmdpbl kKoaa.

Mpy oTcyTCTBMM COrMacoBaHHbIX C KMEHTOM paclumpeHuin ans cepsepoB SMTP HeponycTMmo nepedaBaTb OTKIWKW, B
KOTOpbIX NepBas uudpa koga otnuyaetcs ot 2, 3, 4 unn 5. KnneHtam npy nonyyYeHmMn Takmx KOAOB cneayeT TpakToBaTh UX Kak
Npu3HaK HencnpaBMMOW OLIMOKKN 1 NpepbiBaTh MOYTOBYO TPaH3aKUMIO.

4.2.1. BaxxHocmb K0G08 OMKJIUKa U meopemu4yecKue e0orpochbl

Kaxgasa v3 Tpex uudp koga OTKIMKa UMEET CBOW ypoBeHb 3HauumocTu. lNepBas uudpa onpepenseT ycnex, Heygayy unu
Hes3aBepLUEeHHOCTb KoMaHabl. Ons npocTbix knueHToB SMTP mnu npy nonyvyeHuM HEM3BECTHOro KOAa MOXHO Onpeaenutb
JanbHenwune OencTtBus (NPOAoSHKeHMe, MOBTOP, OTKa3 U T. MN.), OrpaHMYMBLUMCL MnepBon umdpon kopa. KnueHtsl SMTP,
KOTOpble XOTSAT nonyuutb 6Goree TOYHy MHOpMauuio O npoucxodsiieM (owmbka MOYTOBOM CUCTEMbI, HEKOPPEKTHbIN
CUHTaKCUC M T. M.), MOFYyT MCMONb30BaTb BTOPY UMdPY koga. TpeTbs undpa v AONONHUTENbHAsE MHPOPMaUUA B OTKITMKE
cnyxaT Ans npegocTtaBneHns Hanbornee nogpo6HbIX CBeAEHWN.

MepBas undpa koga MOXeT NPUHUMATL 4 3HaYeHWS:
2yz — 1o3umueHbIli OMKJ/IUK O 3agepweHuu

3anpolueHHasa onepaunsi yCnewHo 3aBepLieHa U MoryT BBOAUTLCS HOBbIE KOMaHAbI.
3yz — no3umueHbIl MPOMeXXymoYHbIl OMKITUK

Komanpa O6bina BocCnpuHsTa, HO 3anpoLlleHHble AEWCTBUSI MOKa HE BbIMOMHEHbl U CepBep XAET AOMOSNTHUTENbHOW
nHcopmauun. Knnenty SMTP crnepyeT nepefatb Apyryl0 KOMaHAy, coaepxaiwyto Tpebyemble gaHHble. OTKNMKM 3TOWM
rpynnbl UCMONb3YIOTCS B KOMaHgax ¢ nocneaoBaTtenbHbIM BolnonHeHneM (Hanpumep, DATA).

4yZ — He2zamueHbIU OMKITUK O 8PEeMEHHbIX np06neMax

KomaHaa He npuHATa 1 3anpolleHHas onepaums He BbinonHeHa. OgHako ycrnosus, He NO3BOMSAOLWMNE BbINOMHUTL KOMaHAy,
HOCAT BPEMEHHbIN XapakTep U onepaumns MoxeT ObiTb 3anpolieHa BHOBb. OTnpaBuTento criedyeT BepHYTbCA K Havany
nocnegoBaTenbHOCTM KomaHg (ecnu TakoBasd 6Obina). [MOHATME «BpEeMEHHbI» SABNAETCA HeAoCTaTO4YHO CTPOrMM U
B3aMMOJENCTBYIOLLME CTOPOHbI (KMMEHT u cepeep SMTP) AomkHbl OAMHAKOBO MHTepnpeTMpoBaTb ero. [na kaxgoro
OTKIMKa 3TON Ipynnbl BpEMS MOXET pasnuyaTbes, HO knveHTy SMTP cnepyeTt npogorkaTe nonbiTku. Pasnuumsa mexay
BPEMEHHBLIMU U NOCTOSAHHBIMK Npobnemamu (Koabl S5yz) AOCTAaTOYHO YCNOBHbI M OTKNUKKU 4yz 06bI4HO BO3BpaLLaloTcsl B TeX
cnyyasx, Koraga BO3MOXeEH NO3WTUBHBIN pe3ynbTaTt npu nostope 6e3 nameHeHns opMbl KOMaHAbl U CBOWCTB OTNpaBuTens
unu nonyyarens (T. €., KOMaHAa NPOCTO MOXeT ObITb NOBTOpeHa 6e3 N3MeHeHuNn).

Syz - He2amueHbIlU OMKJIUK O MOCMOSIHHbIX npo6nemax

KomaHaa He npuHsTa 1 3anpolleHHas onepauns He BbinonHeHa. Knuenty SMTP He cnepyeT npocTo NOBTOPSATL KOMaHA4y,
MOCKONbKY OHa 3aBeAoMO He OydeT BbINOMHeHa. HekoTopble «MNOCTOSIHHbIE» MNpobrnembl MOryT ObiTb  peLleHbl
KOPPEKTUPOBKOM KOMaHA, No3TOMY Nnosb3oBaTtesb (YenoBek) MOXeT 3anpocuTs y knueHta SMTP nosTopa onepauuu nocne
KOPPEKTMPOBKN KOMaHA Win ux nopsigka (HanpuMep, nocne npoBepKkuM KOPPEeKTHOCTWM BBOAA UMW M3MEHEHMs napameTpoB
y4yeTHOW 3anucu).

HeT Huyero pgypHoro B ToM, 4To npoTokon FTP [34] ucnonb3yeT CXOO4HY0 apXUTEKTYpY OTKIUKOB M kodbl SMTP ocHoBaHbl Ha
mogenu FTP. OgHako B SMTP ucnonb3yeTcss Mofenb «komaHAa - OTKMMK», TOrAa kKak koMaHaHbln npotokon FTP aBnsetcs
aCMHXPOHHbLIM; KpOMe Toro, NpuHsiTaa B FTP rpynna kogoB 1yz He ucnonb3yeTtca B mogenn SMTP.

BTopas uudpa oTKMKa NokasbiBaeT KaTeroputo OLLNGKM:

x0z CuHmakcuc: OTKNUK CBSA3aH C CUHTaAKCUYeCKOW OLUMOKOW (KOMaH,EI,a CUHTAKCUYECKN KOPPEeKTHa, HO OTKITMK HEe MOXeT ObITb
OTHEeCEeH K ApYruMm KaTeropumam, Hepeanms3oBaHHaa KOMaHaa, N3NnMLLIHAA KoMaHga U T. n.).

x1z UHgopmayusi: oTKNUK Ha 3anpoc uHopmaummn (Hanpumep, crpaeka Ui COCTOSHUE).
x2z CoeduHeHue: OTKINKN, OTHOCSALLMECS K KaHany nepegayn.

x3z He 3adaH.

x4z He 3adaH.

x5z [Moumoeass cucmema: OTKNUKM MOKa3blBAlOT COCTOSHME MPUHMMAIOLLE MOYTOBOW CUCTEMbI MO OTHOLUEHWUHO K
3anpoLUeHHol Nepeaaye Unu Apyrum OeicTBUAM NoYTOBOW CUCTEMBI.

TpeTba undpa NO3BONAET NOMYYUTb OOMONMHUTENBHY WMHGOPMAUMIO ANS KaXAOW KaTeropuv, 3agaHHOW BTOPOW LMKPOMN.
MpvBeAEeHHbIV HWXKEe CMMCOK OTKMKOB MWNMIOCTPUPYeT STO NoAxod. TekcToBas 4acTb OTKIMKA SBNSETCs  ckopee
pekomeHayemown, Yem ob6s3aTenbHON U MOXET M3MEHATBCA B COOTBETCTBUM CO CBA3AHHOM C OTKMMKOM komaHgon. C apyrow
CTOPOHbI, KOAbl OTKMMKOB AOMKHbI B TOYHOCTM COOTBETCTBOBaTb MPMBEAEHHONW B 3TOM pasgene cneuundukaumn. [Mpu
paspaboTke nporpaMM-cepBepoB He criegyeT n3obpeTaTb HOBbIE KOAbI AN HE3HAYUTENBHO OTIIMYAIOLUXCH CUTYaLUIN — HYXXHO
BblbpaThk U aganTupoBaTtb Hanbornee NOAXOASLLMIA KOA U3 Yicna onpedeneHHbIX B cneumdukaumn.

Hanpumep, komaHgbel Tuna NOOP, npu ycnewHoMm 3aBepLueHUn KOTopbIX knmeHT SMTP He nonydaeT HoBow MHGOpMauuw,
Oynyt BosBpawaTtb kog 250. Otknuk 502 Bo3BpallaeTcsa npu 3anpoce Hepeanu3oBaHHOM KOMaHAbl, a OTKnuMk 504 — ans
peanu3oBaHHbIX KOMaHA C HenoaAepXXMBaeMbIMW NapameTpamMu.

TekcT OTKNMKa MoXeT coaepxaTtb bonee O,ELHOIZ CTPOKM U B TaKUX cnydaax TEKCT OOJIKEeH MapKnpoBaTbCA Tak, YTOObI KIMUEHT
SMTP mor y3HaTb O 3aBeplleHuM TekcTa. JTo TpebyeT MCnonb3oBaHUs AN MHOFOCTPOYHBLIX OTKIMKOB CreLuanbHoro
dopmara.

dopmaT MHOrOCTPOYHbIX OTKIMKOB TpebyeT, YTobbl kaxaasi cTpoka (Kpome nocriefHei) HadvHanack KOAOM OTKMMKa, nocne
KoToporo criegyeT gedwc (-), a ganee - Tekct. B nocnegHen ctpoke BMecTo gedmca ucnonbdyetca npoben - <SP>, nocne
KOTOPOro MOXeT crnefoBath TekcT, U <CRLF>. Kak yka3aHo Bhbllle, cepBepaM crieflyeT nepeaaBaTte cuMmBon <SP>, ecnu ganee
He ByaeT TekcTa, HO KNNEHT AoJKeH GbiTb FOTOB K OTCYTCTBUIO CMMBOMa npobena.

22 www.protocols.ru


http://www.protocols.ru/

MepeBog RFC 5321
Hwxe npmueeaeH npumep MHOroCTpO4YHOro OTKIMKa:

250-MlepBass cTpoka

250-Bropass cTpoka

250-234 TekcT, HaAUMHAKLMICS C YMCIa
250 MocnenHAs cTpokKa

SHuUMKNonegusa ceTeBbIX NMPOTOKOJNIOB

B MHOroCcTpoYHbIX OTKNUKaX KOAbl B KaXkOoW CTpoke AOJIKHbI coBrnagaTb. KneHTam uenecoobpasHo MNpuHMMaTb 3TO BO
BHUMaHWe ¥ BbINONHATL 06paboTKy C y4eToOM Kofa U3 noboi CTPOoKU B MPEANONOXKEHNM, YTO OCTanbHblEe CTPOKK coaepxaT ToT
Xe Kop. B HekoTopbIx criyyasix BaXkHble Af151 KNWEeHTa AaHHble NepefaroTcs B TEKCTE OTKMMKA. KnneHT pomkeH 6biTb crnocobeH
naeHTMULMPOBaTb TakMe CUTyaLMn U3 TEKYLLLEro KOHTEKCTa.

4.2.2.
500

501
502
503
504

211
214

220
221

421

250
251

252

455
555

450

550

451
551

452
552
553

354
554

4.2.3.
211
214
220
221

250
251

252

Kodsbi1 omknukoe (no epynnam)
Syntax error, command unrecognized

Syntax error in parameters or arguments
Command not implemented

Bad sequence of commands

Command parameter not implemented

System status, or system help reply
Help message

<domain> Service ready

<domain> Service closing transmission
channel
<domain> Service not available, closing

transmission channel

Requested mail action okay, completed
User not local; will forward to <forward-path>

Cannot VRFY user, but will accept message
and attempt delivery
Server unable to accommodate parameters

MAIL FROM/RCPT TO parameters not
recognized or not implemented

Requested mail action not taken: mailbox
unavailable

Requested mail action not taken: mailbox

unavailable

Requested action aborted: error in processing
User not local; please try <forward-path>

Requested action not taken: insufficient system
storage

Requested mail
storage allocation

Requested action not taken: mailbox name not
allowed

action aborted: exceeded

Start mail input; end with <CRLF>.<CRLF>
Transaction failed unn No SMTP service here

CuHTakcnyeckasl owmbka, KOMaHga He pacnosHaHa (3TO MOoXeT
roBOPUTL O CIULLKOM OJIMHHOW KOMaHAe).

CuHTakcnyeckas owmbka B napameTpax unv aprymeHTax.
KomaHnpa He peanusoBaHa (cM. naparpad 4.2.4).
HekoppeKTHbI NOPALOK KOMaHA.

MapameTp kOMaHAbl HE peanu3oBaH.

OTKMUK C CUCTEMHOI CNPaBKOW UMW COCTOSIHUEM CUCTEMBI.
WHdopmaumsa o paboTte ¢ cepBepom nnu OTAENbHbIX KOMaH4ax.

Cnyx6a ans ykazaHHOro JoMeHa rotosa.
3akpblBaeTcs KaHan nepefayn ans ykasaHHoro JomeHa.

Ons YKa3aHHOro nomMeHa 06CJ'Iy)KVIBaHVIe HEBO3MOXHO W KaHan
CBA3N 3aKpbiBaeTCA. OT0 MOXeT ObiTb OTKIMKOM Ha mo6y|o
KOMaH4y, eCcnn n3BeCTHO, YTO CepBUC OOJIKEH ObITb OTKITHOYEH.

Onepauunsa 6rarononyyHo 3aBepLleHa.

HenokaneHbln nonb3oBaTens — noyta OydeT nepecbinatecs Mo
npsimomy nyTtu (cM. naparpad 3.4).

He yaaeTtca npoBepuTb MOYTOBLIN ALLMK, HO COOBLLEHNE NPUHATO 1
cepBep nonblTaeTcs ero AoctasuTb (CM. naparpad 3.5.3).

CepBep He MOXeT NPUHATL NapamMeTpbl.

MapameTpbl koMaHgbel MAIL FROM wunn RCPT TO He ypanocb
pacnosHaTb Unu nx Nogaepxka He peannsoBaHa.

38I'Ip0LIJeHHaF| onepauus HEBO3MOXHa — MOYTOBbIM  ALWMK
HenocTyneH (Hanpvlmep, 3aHAT UM BpPEMEHHO 3a6J'IOKMpOBaH B
COoOoTBEeTCTBUN C I'IOJ'IVITVIKOVI).

3anpolweHHas onepauuMsi HEBO3MOXHa — MOYTOBbIA  SLLUK
HeaocTyneH (Hanpumep, MOYTOBbLIA SALWMK HE HaMAEH, K HEMY HeT
JocTyna unyv komaHga OTBeprHyTta B COOTCBETCTBUM C 3afaHHOW
NONUTUKON).

3anpolueHHas onepauusa npepsaHa B pesynbTaTe OLUMOKM.
HenokanbHbld nonb3oBatens — MONbITAATECH WUCMONb30BaTb
npsiMow nyTb (cM. naparpad 3.4).

3anpolieHHas onepauusi He BbIMOJIHEHA MO MNPUYMHE HEeXBaTKU
npocTpaHcTBa (Ha Aucke).

3anpoleHHas onepauus npepBaHa MO MNPUYMHE MPEBbILLEHUS
BblAENEHHOro (OUCKOBOro) NpOCTPaHCTBa.

3anpoleHHass onepauusi He BbIMOMIHEHA — HEAOMYCTUMbIN
NMOYTOBBIN AWMK (Hanpumep, CUHTaKcuyeckas owubka B UMEHU
ALmKa).

Hauano BBoga aaHHbIx. 3aBeplueHne no <CRLF>.<CRLF>

OTka3 TpaH3akuuMuM unu OTCyTCTBME noaaepxku cepsuca SMTP
(Mpw nonbITke CoeanHEHNS)

KoObI omknukoe e nopsioke HoOMepoe

System status, or system help reply
Help message
<domain> Service ready

<domain> Service closing
channel

Requested mail action okay, completed
User not local; will forward to <forward-path>

transmission

Cannot VRFY user, but will accept message
and attempt delivery

OTKNWUK C CUCTEMHOMN CMPaBKOW MIN COCTOSIHUEM CUCTEMBI.
MHdopmaums o paboTe ¢ cepBepoM Unu oTAerNbHbIX KOoMaHaax.
Cnyx6a ons ykasaHHOro JOMeHa rotoea.

3akpblBaeTcs kaHan nepefayun ans ykasaHHoro JoMeHa.

Onepauus 6naronony4Ho 3aBepLueHa.
HenokaneHbli nonb3oBaTens — noyta OydeT nepecbinarbcs Mo
npsmomy nytu (cM. naparpad 3.4).

He ynoaeTtcsa npoBepuTb NOYTOBBIN ALWMK, HO COOBLLEHME NPUHATO U
cepBep nonbiTaeTcs ero 4OCTaBuTb (CM. naparpad 3.5.3).
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354  Start mail input; end with <CRLF>.<CRLF> Hauano BBoaa gaHHbIx. 3aBeplieHne no <CRLF>.<CRLF>.
421 <domain> Service not available, closing [Ona ykasaHHOro AoMeHa OOCNy)XMBaHME HEBO3MOXHO W KaHan
transmission channel CBSA3M 3aKpbiBaeTcs. OTO MOXeT OblTb OTKIMKOM Ha byt
KOMaHZy, €Crim U3BeCTHO, YTO CEPBUC JOIMKEH ObiTb OTKIMIOYEH.
450 Requested mail action not taken: mailbox 3anpoweHHas onepauuss HEBO3MOXHA — MOYTOBbIA  SILUMK
unavailable HefOCTyneH (Hanpumep, 3aHAT WM BPEMEHHO 3abnokupoBaH B
COOTBETCTBUM C NOMUTUKOWN).
451 Requested action aborted: error in processing 3anpolueHHas onepauusi npepBaHa B pe3yrbTaTte OLnOKN.
452 Requested action not taken: insufficient system 3anpolweHHass onepauns He BbINOMHEHa MO MNPUYMHE HEexBaTKu
storage npocTpaHcTBa (Ha ancke).
455 Server unable to accommodate parameters CepBep He MOXeT NPUHATL NapameTpbi.
500 Syntax error, command unrecognized CuHTakcnyeckas owwnbka, KOMaHga He pacrno3dHaHa (3To MOXeT
roBOpPUTb O CIMLLKOM OJIMHHOW KOMaHAe).
501 Syntax error in parameters or arguments CuHTakcnyeckas owmbka B napameTpax unm aprymeHTax.
502 Command not implemented KomaHnpa He peanusoBaHa (cm. naparpad 4.2.4).
503 Bad sequence of commands HekoppeKTHbIN NopsSAoK KOMaHA,.
504 Command parameter not implemented MapameTp kOMaHAbl HE peanv3oBaH.
550 Requested mail action not taken: mailbox 3anpoweHHasi onepauuss HEBO3MOXHa — MOYTOBbIA  SALWMK
unavailable HeJoCTyneH (Hanpumep, MOYTOBbIN AWMK HE HaWAEH, K HEMY HeT
JOCTyna WnM KomaHZa OTBeprHyta B COOTBETCTBUM C 3aJaHHOW
NONMUTUKOW).
551  User not local; please try <forward-path> HenokanbHbIi  nonb3oBaTenb — MOMbITAWTECh MCMONb30BaTb
npsiMoi NyTb (cM. naparpad 3.4).
552 Requested mail action aborted: exceeded 3anpolweHHas onepauus npepBaHa MO MNPUYMHE MPEBbILLEHNS
storage allocation BblEMNEHHOro (QUCKOBOrO) NPOCTPaHCTBA.
553 Requested action not taken: mailbox name not 3anpoweHHas onepauus He BbINOMHEHA — HEeAONYCTUMBIN
allowed MOYTOBBIA ALWMK (Hanpumep, CUMHTaKcuyeckasd owunbka B UMEHM
ALWMKa).
554  Transaction failed unn No SMTP service here OTka3 TpaH3akumm wunu oTcyTcTBME noaaepxku cepsuca SMTP
(npw nonbITKe coeanHeHNs).
555 MAIL FROM/RCPT TO parameters not napaverpsl komanasl MAIL FROM unu RCPT TO He yaanoch

recognized or not implemented

4.2.4. Omknuk 502

Y pa3paboTyMKoB 4acTO BO3HWMKAOT BOMpockl 06 mcnonb3oBaHuu oTknuka 502 (Command not implemented — komaHga He
peanunsoBaHa). Kog 502 cnepyet ncnonb3oBaTb B TeX cny4vasx, korga cepsep SMTP pacnosHan komaHgy, HO He ymeeT ee
BbINONMHATL. Ecnn komaHaa He pacnosHaHa, crneayeT Bo3spawath ko 500. Ona cuctem SMTP ¢ paclumpeHHbIMU yHKLUAMU
B OTKNMKax Ha komanay EHLO HegonycTumo ykasbiBaTe KOMaHAbl, NpuBoasawmne Kk otknmky 502 nnum 500.

pacno3HaTb Unn nx nogaepXkka He peann3oBaHa.

4.2.5. Kool omknukoe nocsie DATA u nocnedyrouwux <CRLF>.<CRLF>
Korga cepsep SMTP Bo3BpallaeT No3nTMBHbLIA OTKNUK (KOg, 2yz) nocne 3aBepLueHns komaHabl DATA ¢ nocnegoBaTenbHOCTbIO
<CRLF>.<CRLF>, atoT cepBep npuHMmMaeT Ha cebs OTBETCTBEHHOCTb 3a CriefyoLimne onepaumu:

e [JocTaBKka coobLLeHNs (ECnM NMOYTOBbLIN ALLMK NONyYaTens CyLlecTByeT);

* Npu HeygayHoW nonbiTke [OCTaBKM B pesynbTaTe BPEMEeHHbIX MpobneMm npeanpuHMMaeTcs pas3yMHOE YMUCHOo
NOBTOPHBIX MOMBLITOK C NepepbiBamu (cM. naparpad 4.5.4);

* MpW Heydadve BcreAcTBME AOMTOCPOYHbIX NPobreM unv nocrne ucyepnaHvs 3ajaHHOro Yucra MombITOK B criyyae
BPEMEHHbIX NPobneM WMCXOOHOMY OTMNpaBUTENO COOOLLEHUA NOCbINaeTcs yBegoMreHve (no agpecy U3 KOMaHAbl
MAIL).

Korpa cepsep SMTP Bo3BpalwaeT OTKNMK O BPeMeHHbIX npobnemax (4yz) nocne komaHabl DATA c 3aBepliarouien
nocneposatenbHocTbio <CRLF>.<CRLF>, HegonycTMMO npeanpuHMMaTth kakve-TO nocrnegytolime nonbiTkKM AOCTaBKM 3TOro
coobueHus. Knuent SMTP coxpaHsieT 3a coboli OTBETCTBEHHOCTb 3a AOCTaBKy 3TOro COobLeHVs U MOXET BO3BpaTUTb €ro
nonb30BaTeNo UMM CHOBA NOCTaBUTbL B o4epeab Ha JocTaBky (cM. naparpad 4.5.4.1).

Monb3osaTtento, oTnpasusLlieMy coobLleHvne, cneayeT NpeaocTaBUTb BO3MOXHOCTb MHTEPNPeTMpOoBaTh XapakTep npobnem
(BpeMeHHble U NOCTOSIHHBbIE), NepeaaB eMy COODLLEHNE NO INEKTPOHHOW MoYTe UM uHbIM cnocobom. Ecnu knneHt SMTP
CMOT peLunTb Npobnemy AoCTaBKM CamMOCTOATENbHO, yBeAOMIIEHNE NONb30BaTeN0 He NepedaeTcs.

Korpa cepsep SMTP BosBpalyaeT nHdopmaumio 0 4ONrOCPoYHbIX Npobnemax (koa Syz) nocne BbinonHeHus komaHabl DATA ¢
3aBepluatollein nocnegosaTenbHocTeto <CRLF>.<CRLF>, Heponyctumo npeanpuHumatb Kakue-nubo [oMnofHUTENbHbIe
noMbITKA A0CTaBKM COOOLeHWsA. Kak n Ans cnyyas BpeMeHHbIX npobnem, OTBETCTBEHHOCTb 3a A0CTaBKy COO6LieHWs
coxpaHsieTcs 3a knmeHTom SMTP, HO KNMEHTY He cneayeT NbiTaTbCa NOBTOPUTL AOCTaBKy TOMY e cepBepy 6e3 npocmoTpa
Co00LLeHMS Nonb3oBaTenieM U BHECEHNSI COOTBETCTBYIOLLMX U3MEHEHWA.

4.3. NMopsapok cnefgoBaHNs KOMaHA U OTKITUMKOB
4.3.1. O630p

Ces3b Mexay otnpasuTenemMm M nonydarenem B npouecce npencraBndaAeT coboii guanor, KOHTpOJ'IVIpyeMbIVI oTnpaBUTeneM.
OTFIpaBVITenb BBOAUT KOMaHAbl, a nony4daTteslb BO3BpallaeT OTKIMUKM Ha HUX. Ecnn He cornacoBaHbl apyrue ycnosua c
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UCMONb30BaHNEM PaCLUMPEHHOTO cepBuca, OTMpaBUTENb AOSKEH NOMy4nTb OTKIMK Ha MepedaHHylo KOMaHZy npexae, Yem
noceinatb cneaywowyn. OoHMM M3 BaXHbIX OTKIMKOB SIBMSIETCS NPMBETCTBME MpuU opraHusauum coeguHeHunsi. O6bl4HO
nonyyatene nepegaet otknuk 220 "Service ready" npu 3aBeplieHMM opraHu3auum coeguHeHusi. OTnpaBuTenio cnepyet
AOXAATbCHA 3TOr0 OTKIMKA U TONbKO NOTOM NepefasaTtb criefylolme KoMaHabl.

[MpumeyvaHue. Bce OTKNMKM-NPUMBETCTBUS BKMOYaT oduumansHoe umsa xocta (FQDN), Ha koTtopom paboTaeT cepsep, B
KayecTBe MepBoOro crioea nocre koga. B HekoTopbix cnyyasx y xocta MOXeT He 6biTb cO6CTBEHHOro umeHu. ObcyxaeHne
anbTepHaTMBHbLIX UMEH AN Takux CMTyauuin npusogutcs B naparpade 4.1.3.

Hwxe npmBegeHsbl 3 npumepa npmMBeTCTBUNA:

220 ISIF.USC.EDU Service ready

220 mail.example.com SuperSMTP v 6.1.2 Service ready

220 [10.0.0.1] Clueless host service ready
B I'IpVIBeJJ,EHHOVI HWXxXe Ta6nmue OaHbl BapuWaHTbl OTKIMKOB Npu ygadYHOM W Heyaa4yHOM 3aBepllueHum KaXKOon KOMaHAbl.
Cnep.yeT CTpOro npuaepxmeatbCqa 3TUX KOOOB. I'Ionyanenb MOXET M3MEHSATb TEKCT OTKMMKA, HO CMbICST OTKIMKA U AENCTBUS B
OTBET Ha Hero onpeaenarTcA YUCNOBbIM KOOAOM W nocneaoBaTesibHOCTbHO BBEOEHHbIX paHee KoOMaHa U OOJTKHbI ObITb
OAMHaKOBbI.

4.3.2. lMlocnedoeamenbHOCMU KOMaHOa - OMKITUK

[ns kaXgon KoMaHAbl ykasaHbl 0OblYHbIE MO3UTUBHBIE OTKNMKW. cnonb3yemble nepea MO3UTUBHBIMW OTKIIMKaMU NpeduKChl
BKMoyarT | (npomexyTouHbiin), S (ycnex) n E (owmnbka). MNMockonbky HEKOTOPbIE CepBEPbI MOTYT reHEPUPOBaTh MHbIE OTKITNKM B
COOTBETCTBYIOLLMX OOCTOATENBbCTBAX U C Y4ETOM BO3MOXHOCTU MOSIBMEHMS HOBbIX KOOOB, knueHTam SMTP cnepyet (no
BO3MOXHOCTW) MHTEPNpeTMpoBaTb TOMbKO NepBY uUMdppy koga. Kpome TOro, knueHT AomkeH ObiTb roToB K paboTe C
HEN3BECTHbIMM KOAaMW, TaKKe MHTEPNPETMPYS B HUX TONbKO NMepBYH0 Uudpy. 3a UCKIIOYEHNEM PaCLUMPEHNI, NCMOMb3YHOLLMX
MexaHu3Mbl, OnucaHHele B naparpade 2.2, ansa cepsepoB SMTP HepgonycTMma nepegaya KOAOB, COAepXalmx 4To-nnbo
cBepx 3 undp Unu ncnonbaywmux UMdpbl, He BXoAALWNE B pa3peLleHHbI AnanasoH 2 - 5 (BKMYMTENBHO).

OnucaHHble 34eck BapMaHTbl OTKIIMKOB HA KOMaHAbl (B MpUHUMNE, 1 caMu KOAbl) MOryT AOMOMHATLCSA WU U3MEHSATLCA Npu
ucnonb3oBaHun paclumpeHnn SMTP, npeanaraemMbix CepBepoM W MOHSATHbIX (3anpawuBaemblx) knueHTom. OgHako, ecnu
Luenblo aBnsieTcs b6onee yeTkasa rpaHynsuMsa KOAOB, a He OnpedenieHne KoAoB AN COBEPLUEHHO HOBbIX Clyyaes, cneayeT
ucnonb3oBaTb cuctemy, onncaHHyto B RFC 3463 [25], 4Tobbl He nsobpeTtaTb HOBbLIX KOAOB.

B pononHeHune k nepeyYncneHHsIM B Tabnuue kogam nobble komaHabl SMTP MOTyT BO3BpaLlaTb TPU NpUBEAEHHbIX HWXEe Koaa
B COOTBETCTBYHOLLUMX HELWUTATHbLIX CUTyaLNAX:

500 - ona cnyyas «command line too long» (CAWWIKOM ANWMHHas KOoMaHAa) unv Npy MOMyYEHUW HEMOHSATHOM KOMaHAbl.
OTtmeTum, yto OoTKNMK «command not recognized» (Hem3BecTHas KOMaHAa) B OTBET Ha KOMaHAy u3 obsizatenbHoro Habopa
ABNAETCS HapyleHVem [AaHHOW cneundukaumn. AHanormyHo, reHepauusi coobuieHuns «command too long» B OTBET Ha
KOMaHAay, AnvHa KOTopou He npesbiwaeT 512 6yaet HapyweHuem TpebosaHui naparpadga 4.5.3.1.4.

501 Syntax error in command or arguments (cMHTakcu4eckas olwmbka B KOMaHAe unu aprymeHTax). 4na nogaepxku 6yoyumx
paclnpeHnii KoMaHaaMm, BKMOYEHHBIM B AaHHYyK cneundukaumio, kak komaHabl 6e3 aprymeHTtoB (DATA, RSET, QUIT),
cneayet Bo3BpallaTe oTknNMk 501 Npu Nony4yeHWM KOMaHabl C aprymeHTaMu, eCnii MHOE He COrfacoBaHO B aHOHCMPOBAHHOM
EHLO pacwmuperun.

421 Service shutting down and closing transmission channel - cepBuc OTKIHOYEH C pa3pbiBOM KOMMYHUKALMOHHOMO KaHana.

B HOpManbHbIX YCNoBusAx B OTBET HaA KOMaH4bl MOTyT BO3BpaLLaTbCs cneayoLlime OTKIIMKK:

KomaHga Ycnex (S) Heynaua (E)

OpraHusaunsi coegnHeHust 220 554

EHLO nnn HELO 250 504", 550, 5022

MAIL 250 552, 451, 452, 550, 553, 503, 455, 555

RCPT 250, 2513 550, 551, 552, 553, 450, 451, 452, 503, 455, 555
DATA (npomMexyTouHbIVi oTknuk 354) 250 552, 554, 451, 452, 450, 550 (0Tka3 B COOTBETCTBUM C NOSUTUKOWN)
DATA 503,55

RSET 250

VRFY 250, 251, 252 550, 551, 553, 502, 504

EXPN 250, 252 550, 500, 502, 504

HELP 211, 214 502, 504

NOOP 250

QuUIT 221

4.4. TpaccupoBoyHas uHdopmauusa
Korma cepBep SMTP nonyyaer coolOuweHne pana [OOCTaBkM wunu  ganbHenwen o6paboTkn, OH [OFKeH BCTaBUTb
TpaccupoBoYHyto nHdopmaumio (time stamp nnm Received) B Ha4ano cogepXMMoro, kak onucaHo B naparpade 4.1.1.4.

TpaccmnpoBoYHasa CTpoka AOJSKHA MMETb crnenyrLulyo CTPYKTypy:

¢ B none FROM, koTtopoe pomkHo obecrneumBaTtbcs B cpege SMTP, cneayet BknouvaTh (1) MMS XocTa-oTrnpaBuTeENs,
npeacTtasnexHHoe B komaHge EHLO, u (2) IP-agpec otnpasuTtens, onpeAeneHHbin u3 coegmHeHuns TCP.

¢ [one ID moxeT Bkntoyath "@", kak npeanoxeHo B RFC 822, HO aTo HeobaA3aTenbHO.

'CooTBeTCTBYIOWAs cneuudukalmm peanusaums 6yaet Bo3BpallaTh Takon KoL TOMbKO B COBEPLUEHHO HEMOHATHLIX CryYasix.
2PaspelLieH TOMbKO AN CTapbiX CEPBEPOB, KOTOpble He noaaepxusatoT EHLO.
3Cm. naparpad 3.4, B KOTOPOM 06CYyKOaeTcs Ucnonb3oBaHue oTknmnkos 251 n 551

25 www.protocols.ru


http://www.protocols.ru/

SHUMKNonegus ceTeBbIX MPOTOKONOB MepeBog RFC 5321

¢ [lone FOR (ecnn oHO npuCyTCTBYET) BOJMKHO cofepXaTb CMUCOK 3nemeHToB <path>, gaxe npu MCNOnb3oBaHUK
MHOxecTBa koMmaHg RCPT. 3To mMoxeT BNuMATb Ha 6e30MacHOCTb CUCTEMBI, MO3TOMY HEXernaTernbHO BKMYaTb Takue
cnucku (cm. naparpad 7.2).

Ona noutoBbix nporpamMm Internet HeponmycTMMO BHeceHWe wu3mMeHeHuW B CTpoku Received:, yxe npucytctsylowme B
3aronoske coobuieHnsi. Cepeepbl SMTP pgomkHbl J006aBnATb B Hayano CBOW CTPoKy Received, HO HeAOMYCTUMO MEHSATb
MopsAOK MMEIOLLIMXCS CTPOK MNN BCTaBNATL CBOK CTPOKY Received B gpyroe mecto.

Mo mepe pacwupenus cetu Internet npocmoTp cTpok Received ctaHoBuTCcsi Bce Gonee BaxHbIM CpecTBOM AMArHOCTUKM
NMOYTOBbLIX CUCTEM, OCOBEHHO A5 OOHapyXeHUs MeaneHHo paboTatowmx TpaHenaTopoB. Cepeepam SMTP, koTopble co3gatoT
nonsa Received, cnepyeT sBHO 3ajaBaTb BpeMeHHoW caBur (Hanpumep, -0800), a He ncnonb30BaTb UMEHA YACOBLIX MOSICOB.
Mo BO3MOXHOCTW credyeT ykasblBaTb fokarnbHOe Bpemsi (C ydeToM nosca), a He UT'. Takas uHdopmauma naet Gonblue
cBedeHu o nokanbHbIX ycrioBusx. Ecnu Tpebyetca mcnonb3osate UT, nonyyartento AOCTAaTOMHO UCMOMb30BaTb MPOCTYHO
apudMeTUKy ANsi MONyYeHNs HYXXHOro 3HauyeHus. Vicnonb3oBaHue cdopmata UT npuBoguTt K notepe MHOpMaLum O YacoBOM
nosice cepsepa. Ecnu xxenartensHo ykasbiBaTb MMsi 4aCOBOroO Mosica, ero criegyeT AaBaTh Kak KOMMEHTapUiA.

Korpoa cepsep SMTP ob6ecneunmBaeT «OKOHYATENbHYHO AOCTAaBKY» COOOLLEHMs, OH BCTaBnseT CTPOKy obpatHoro nytu (return-
path) B Ha4yano nouyToBbIX AaHHbIX. Vicnonb3oBaHue return-path aBnseTca ob6s3aTenbHbIM M NOYTOBbIE CUCTEMbI OOJTKHbI
nogaepxmeate 910. CTpoka 0OpaTHOro nyTM COXpaHsieT 3HayeHne napameTpa <reverse-path> wun3 komaHgbl MAIL.
OkoHuaTenbHasi gocTaBka cooblieHMs1 Bce eule coxpaHsieT ero B cpege SMTP. O6blMHO coobuieHne gocTaBnseTcs B
NMOYTOBLIA SALLMK MONb30BATENSA UMM MOYTOBOE XPaHWNMLLE, HO B HEKOTOPLIX Cry4vasx coobLlleHMe MOXeT nogBepraTbest
JonornHuTenbHon o6paboTke unm nepegaBaTbCa APYrMMU MOYTOBBIMU CUCTEMaMMU.

AZpec noyToBOrO filliMKa B MyTW BO3BpaTa MOXET OTNMYaTLCA OT agpeca oTnpaBuTens. Hanpumep, coobuieHns o6 ombkax
MOryT OOCTaBMSATbCS HEe OTNPaBMTENO, @ HaMpaBnsATbCA MO creuuanbHoMy agpecy Ans obpaboTku. MNMpu Mcnonb3oBaHUM
CMUCKOB PAacChbIfikM TaKoW MNOAXOA SIBMsieTCsl OOLUENPUHSATLIM U BECbMa MONe3HbIM, MOCKOMbKY coobLieHnss 06 olumbkax
HanpaBnATCA agMUHUCTPATOPY CMMCKa, @ HE OTNPaBMTENO MCXOAHOTO NUCbMA.

B npvBegeHHOM Bbllle TekCTe npeanonaraeTcs, YTO OKOHYaTenbHble MOYTOBblE AaHHble OyayT HayMHaTbLCH CO CTPOKU
obpaTHoro nyTtu, 3a KoTopon ByAeT crnefoBaTb OAHA UMM HECKOMbLKO CTPOK C BPEMEHHbIMU MeTkamu. [ocne aTux cTpok 6yaeT
cnepoBaThb OCTaBLUAACSA YaCTb NMOYTOBLIX AaHHBIX - MOYTOBLIV 3aronoBok 1 Teno coobuweHuns (RFC 5322 [4]).

B HekoTopbix cnydasx cepepy SMTP cnoxHo onpepenuTb obecneyvMBaeT NM OH OKOHYATENbHYH [OCTaBKY, MOCKOJSIbKY
nepecbinika M gpyrme onepauuum MOryT MpPOMCXOAWUTb MOcne BOCnpuATMS cooblieHnss Ons  goctasku. [loatomy Bce
nocrneayroLlmMe no4vToBble CUCTEMbI (TPAHCMNSATOPSI, LUMO3bl, CUCTEMbI NMEPECHINKA) MOFYT yAansaTe CTPOKY obpaTHOro myTn u
nepectpauBaTb komaHay MAIL, obecneunBas B JOCTaBNeHHOM COOOLLEHMN €AMHCTBEHHYIO CTPOKY 06paTHOro myTu.

eHepupyowen coobweHne cucteme SMTP He cnegyeT nepegaBaTtb COOOLLEHMI, B 3arofloBOK KOTOPbIX Y)XKE BKITHOYEHO nosne
Return-path. [na cepsepoB SMTP, ob6ecnedvBalolimx TpaHCRALMIO, HEAOMYCTUMO MNPOBEPATb AaHHble CoOobLeHusa W,
0ocobeHHo, Hanuume nons 3aronoBka Return-path. Cepsep SMTP, oGecneuvBalowmin OKOHYATENbHYIO OOCTaBKY, MOXeT
yoanstb MMetoLmiicst 3aronoBok Return-path nepen no6aesneHmem ceoero.

OcHoBHbIM HasHayeHMeMm Return-path gaBnsetca ykasaHue apgpeca, Mo KOTOpoMy crnefyeT [OCTaBnsTb coobuieHuss o6
owunbkax. [lna ogHO3HA4YHOCTU criedyeT BKMoYaTb B COOOLLEHME €OUHCTBEHHBIN BapuaHT obpaTtHoro nytu. Cuctemawm,
ucnone3yowmm cuHTakemuc RFC 822 ¢ otnuuHbim oT SMTP TpaHcnopToMm, crneayeT ykasbiBaTb OAHO3HA4HbIA ajpec,
CBSI3a@HHbIA C TPaHCMOPTHLIM KOHBEPTOM, MO KOTOPOMY [OfKHa BO3BpallaTbcst UHdopMauust o6 owwmbkax (Hanpumep, O
HEBO3MOXHOCTU JOCTaBKW).

HUcmopuyeckoe 3ameyanue: NpueefeHHble B RFC 822 cBegeHus, oTeepraiolimMe ucnonb3oBaHne 3aronoska Return-path
(vnn apgpeca Bosspata 13 komaHabl MAIL B koHBepTe) Ans AOCTaBkM uHpopMauun o6 owwmnbkax, HenpumMeHuMbl B cpeae
Internet. Aopec obpaTtHoro nyTu (konupyembliii B Return-path) pgomkeH ncnonb3oBaTbCcs AN AOCTaBKU BCEX COOOLUEHUA 06
owwmnbkax B npoLiecce JOCTaBKW.

B vacTtHocTu:

e Wnno3am 13 SMTP B apyrve cpefbl crnegyeT BCTaBNATb 06paTHLIN NyTb, €CAN Y HUX HET MHPOPMaLMM O TOM, YTO
[Apyras cpeda Takke WUCMONb3yeT B agpecax AOMeHHble uMeHa Internet v nogaepxuBaeT OTAEnNbHbLIA KOHBEPT C
aapecom oTnpaBuUTens.

e LlWmo3am u3 gpyrux cpeg B SMTP cnepyeT yaansiTe M3 3aronoBka CTPOKY OOpaTHOro myTu U KonvpoBaTb 3Ty
uHdopmaumio B koHBepT SMTP mnnu obbeanHATb ee C NpUCYTCTBYIOWEN B KOHBEpTe uHdOpMauuen uns apyron
TPaHCNOPTHOM CUCTEMBI ANS NOCTPOeHMsA obpaTHoro nytu ans komaHabl MAIL B koHBepTe SMTP.

CepBep OOmkeH NpMHUMaTh crneuuvanbHble Mepbl B Criydasix, korga obpaboTtka npuvHATBIX MOYTOBbLIX AAHHbIX YCNELlHa Mullb
oT4yacTu. OTO MOXET MPOU3ONTU, ECIN NOCIE NPUeMa HECKOIbKMX aApecoB nony4vaTenen u NoYTOBbIX OAHHBLIX 1S HUX cepBep
SMTP oBHapyxuT, 4TO BO3MOXHa AOCTaBKa TONbKO HEKOTOPLIM U3 yKkasaHHbIX agpecaToB. B Takux cnyyasx Ha komaHgy DATA
porxkeH Bo3spawaTbecs oTknmk OK. OgHako cepsep SMTP gomkeH NoAroToBuTb U nepefaTb yBeJOMIIEHNE O HEBO3MOXHOCTH
OO0CTaBK/ OTNPaBUTENIO COOOLLEHNS.

[domxHo nepefasaTbCA OQHO YBEAOMIIEHME CO CMMCKOM BCEX afpecaToB, KOTOPbIM HEBO3MOXHO nepefatb cooblueHue, unm
oTAenbHble YBEAOMINEHMA ANA Kaxgoro u3 Takux agpecaTtoB. M3 coobpakeHuin akoHOMUM crieayeT, MO BO3MOXHOCTM,
ucnonb3oBaTb NepBbii BapnaHT. OTMETM, YTO OCHOBHas pasHuua Mexay obpaboTtkon nceBmoHumoB (naparpad 3.9.1) u
NnepechINikon (AaHHbI Maparpad) COCTOUT B W3MEHEHWW B OaHHOM cnydae obpaTHoro appeca. Bce yBegomnenus o
HEBO3MOXHOCTW JOCTaBKM NnepefarwTcs ¢ ncrnonb3oBaHvem komaHabl MAIL (gaxe B Tex criydasx, koraa npobnema BO3HMKNA
npu obpaboTtke yctapeBwux komaHg SEND, SOML uwnn SAML) n gomxHbl copgepxaTb Nyctoe nomne obpaTHOro nytu (Cm.
naparpacd 3.6).

BpemeHHble MeTkM 1 MyTU Bo3BpaTa hopManbHO onpeaensitoTcsa cneayowmm obpasom (onpegenedns FWS n CFWS gaHbl B
RFC 5322 [4]):

Return-path-line = "Return-Path:" FWS Reverse-path <CRLF>

"YHuBepcanbHoe BpeMsi. [Tpum. nepes.
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Time-stamp-line = "Received:" FWS Stamp <CRLF>
Stamp = From-domain By-domain Opt-info [CFWS] ";" FWS date-time
; date-time onpegmenerno B RFC 5322 [4], HO d¢opMml «obs-», ocoBGeHHO ANs JeT,
; OBOBSHaYeHHHX 2 muppamm, sBanpemensr B SMTP M MX MCHONBBOBaHME HELOIYyCTHMO .

From-domain = "FROM" FWS Extended-Domain
By-domain = CFWS "BY" FWS Extended-Domain
Extended-Domain = Domain / ( Domain FWS " (" TCP-info ")" )
/ ( address-literal FWS " (" TCP-info ")" )
TCP-info = address-literal / ( Domain FWS address-literal )
; cepBep 6eper mHbOopMaumo u3 coeguHeHsa TCP, a He M3 KIMEHTCKOM KoMaHgsl EHLO.
Opt-info = [Via] [With] [ID] [For] [Additional-Registered-Clauses]
Via = CFWS "VIA" FWS Link
With = CFWS "WITH" FWS Protocol
ID = CFWS "ID" FWS ( Atom / msg-id )
; msg-id onpepmemeno B RFC 5322 [4]
For = CFWS "FOR" FWS ( Path / Mailbox )
Additional-Registered-Clauses = CFWS Atom FWS String
; B BTOM MecTe MOT'YT HOGaBIATHCSI ONPEAESJIeHMSI M3 HOBBEIX
; cTaHzapToB, BaperucrTpupoBaHHiie B IANA. CepBepamM SMTP
; He CclleflyeT MCHNOJNBLBOBATE HeBaperMCTPMPOBAaHHEE MMEHaA.
; CM. pasgen 8.
Link = "TCP" / Addtl-Link
Addtl-Link = Atom

; JonmoJIHMTEeNBHHE CTaHJapTHHE KMMEeHa KaHalloB, BaperucrpupoBaHHsle IANA. Via -
; InpeagBapuTeNbHOE BSHauYeHMEe JIsI TPaHCIopTa, OoTaMyHOro oT Internet. Cepeepam
; SMTP He clenyeT MCIOJBLS3OBAaThL HESBaperMCcTPUMPOBAaHHEE MMEHA.

Protocol = "ESMTP" / "SMTP" / Attdl-Protocol

Attdl-Protocol = Atom
; HonmoJsHMTEeJNbHbE CTaHIapTHHE MMEHa IOJisi NIPOTOKOJIOB, BaperuMcTpMpoBaHHHX IANA
; B peecrpe mail parameters [9]. CepBepam SMTP He ciefyeT MCIOJIB30BaTh
; HeBapermMcTpMpOBaHHHE MMEHa.

4.5. [ipyrue Bonpochbl peanusaumm

4.5.1. MuHumanbHas peanu3ayus
Onsi obecneveHns pabotel SMTP gomxkHa ObiTb obecneyeHa No kparHer Mepe MuHUManbHas (PyHKLMoHanbHocTb. Huxe
nepeyncrieHbl KOMaHAbl, KOTOpblE KaXaas peanusauus AoJiKHa NogaepXuBaTbh B COOTBETCTBMM C AaHHOW cneumdurKaumen:

EHLO

HELO

MAIL

RCPT

DATA

RSET

NOOP

QUIT

VRFY
Jllobble cucTtembl, koTopble BKMOYalT cepBep SMTP, noggepXvBaloWMin TPAHCASLUMIO UMW OOCTaBKY MOYTbI, AOJIKHbI
noaaepXveaTb 3ape3epBUPOBaHHbIN MOYTOBbLIN ALWMK postmaster, kak He3aBUCMMOE OT perncrpa CUMBOJSIOB JlIOKarlbHOE UMS.
Be3 Takoro agpeca MoxHo 06OMTUCE, ecrin cepBep Bceraa Bo3BpallaeT oTKNMK 554 Ha OTKpbITUE coenuHeHUA (CM. naparpad
3.1). TpeboBaHue npuHMMaTh NoOYTy ANS agpecata postmaster, Beget k Tomy, 4to komaHabl RCPT, ykasbiBawowme agpec
postmaster B n6om w3 gomeHoB, Ans KoTopbix cepBep SMTP obecneunBaeT no4YTOBOE OOCHYyXMBaHWE, a TakKke
cneunanbHbii criydan komanabl RCPT TO:<Postmaster> (6e3 ykazaHuns fjomeHa), AOMKHbI NOA4EPXNBATLCA CEPBEPOM.

Mpepnonaraetcs, 4to cucteMbl SMTP GyayT npunaraTe Bce pa3yMHble YCUNnst ANs BOCNIPUSITUA NoYThl B agpec Postmaster ot
nobon apyro cuctembl B Internet. B akcTpemarnbHbiX criydasix (Hanpumep, npu atakax Ha cnyxbel - DoS) unu npwu
HapylweHnsx cuctembl 6esonacHoctn cepsep SMTP moxeT GnokvupoBaTb MOYTY, HanpaereHHyi no appecy Postmaster.
OpHako, NpPOAOIMKUTENBHOCTL TakowW ONOKMPOBKM criegyeT MakCMMarnbHO orpaHudmBaTb, BO u3bexaHue OroKkMpoBKM
COOBLLIEHNI, KOTOPbIE HE ABMSAITCS YacTbio aTaku.

4.5.2. [lpo3payHOCMb

Be3 npuHATHSA HeKOTOpbIX cneynanbHbIX Mep nocrnegoBaTenbHocTb <CRLF>.<CRLF> 6yaget BocnpuHMMaTbCS Kak 3aBepLueHne
MOYTOBBIX AaHHbIX U HE MOXeT BKM4YaTbCs nonb3oBatenem B TekcT. OObIMHO MONb30BaTENU AaXe He 3HalT O Takux
«3anpeLleHHbIX» nocnegoBaTenbHOCTaX. [ns npospayHon nepefayy NOAroTOBMEHHOTO MOMb3oBaTenieM TeKkcTa Ccryxar
cnepyoLme rnpoueaypsl:

* [lepen oTnpaBKkoM CTPOKM MOYTOBOro Tekcta knueHT SMTP nposepseT nepsBbin cumBON CTpoku. Ecnm Takum
CMMBOJSIOM SIBNSIETCA TOYKA, KIMEHT NPOCTO A06aBnseT K ewwe 0aHYy TOYKY B Havarne CTPOKMU.

*  Cepsep SMTP, npoBepsieT NONy4eHHY0 CTPOKY. ECnn oHa COAEPXKMT TOMNbKO TOYKY, 3TO TPaKTyeTCH Kak 3aBepLueHune
AaHHbIX. ECnv nocne Touky B Havane CTPOKU CrieyoT JOMONHUTENbHbIE CMMBOIbI, 9Ta TOYKa NPOCTO yaanseTcs.

lMouToBble AaHHble MoOryT Bkno4vaTb Nobble M3 128 cumeonoB ASCIl. Bce cumBonbl JOCTaBMsIOTCA B MOYTOBbIA SALLMK
nonyyartens, Bknto4dasa npobensl, TabynaTopbl 1 Apyrue ynpasnsaowme cuMmBonbl. Ecrnv kaHan nepegayn nogaepxmeaeT NOTOK
OaHHbIX B popMe 8-6uToBbIx GaiToB (okTeToB), 7-6uTtoBble koabl ASCII nepepalTcs ¢ BbipaBHMBaHWMEM MO MPaBOMY Kparo
oKTeTa W HyneBbIM 3HayeHumem crapliero 6urta. TpaHcnatopel SMTP uncnonb3yloT cneuuanbHylo TPakTOBKY 8-6MTOBbIX
cumBornoB (cMm. 3.6).
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B HekoTopbIx cucteMax mMoxeT TpeboBaTbCa nepegava AaHHbIX B TOM BUAE, KaK OHU ObINy NPUSATLI U COXpaHEHbl. OTO MOXET
ObITb aKkTyanbHO ANs XOCTOB, MCMOMb3YOLWMX OTNNYHBIN 0T ASCII nokanbHbIN HABOP CMMBOMOB, €CMWM OHU COXPaHAIOT AaHHbIE
B 3anucAX, a He B CTPOKax, WAM MNpu MUCMOMb30BaHUM CreumanbHbIX CMMBOMbHBIX MOCHefoBaTeNbLHOCTEN B KavecTBe
orpaHnuntenen (delimiters) BHyTpu no4ytoBbIX AWMKOB. Ecnv Takne npeobpa3oBaHusi TpebyrTCHA, OHW AOMKHbI ObiTb
06paTuMbIMK, 0COBEHHO ANS NOYTOBbLIX TPAHCMSITOPOB.

4.5.3. Pasmepbl u maum-aymsl

4.5.3.1. OrpaHny4eHuns pa3mepoB

CyLecTByOT HekoTopble ODObeKTbl, ANsi KOTOPbIX TpebyeTcs orpaHuyeHne pasmepa. Kaxgas peanusaums pomkHa ObiTb
cnocobHa NpuHMMaTh 0O0bBEKTbI, pa3Mepbl KOTOPbIX He BbIXOAAT 3a 3TW orpaHuyveHus. Cnepyet (N0 BO3MOXHOCTM) n3beratb
nepegayn obwekToB Gonbliero pasmepa. OgHako HEKOTopble NMOYTOBbIE cUCTEMBI Internet cospatoT Takve agpeca B chopmare
X.400 (RFC 2156 [35]), koTopble MOryT notpeboBatb Gonbliero pasmepa oO6bekToB. KnveHTbl MOryT nbiTaTbCsl nepedaTtb
Takme o6beKTbl, HO OHU AOMMKHBLI ObiTb FOTOBbLI K OTKa3y CEpBEpPOB OT OBCMyXMBaHWA CrvKoM Gonblwnx obbekTos. [Ans
CHWXEHUs1 BEPOSTHOCTW BO3HUKHOBEHMS npobrnem B peanu3auuax crnedyeT WCNOnb3oBaTb METOAbl, He orpaHuyvBarome
pa3mepbl 0OBbEKTOB.

Pacwupernuss SMTP moryT BkMoYaTb MOAAEPXKKY CHMBOJIOB, pasMep KOTOpbIX MpeBbiwaeT 1 okTeT. Mo 3Tol npuyvHe
3agaBaeMble B 3TOM naparpage orpaHuyeHnsi yctaHaBnmBaloTCA B OKTeTax, a He B CUMBOIax.

4.5.3.1.1. JlokanbHas 4YacTb
MakcumanbHbI pa3Mep MMeHN Nonb3oBaTens Unu nokanbHOM YacTn agpeca coctaenseT 64 okreTa.

4.5.3.1.2. lomeH
MakcumanbeHbIn pasmep 4OMEHHOrO MMEHN cocTaBnsieT 255 okTeToB.

4.5.3.1.3. Nytb
MakcumansHasa anvHa npssMoro 1 obpaTHOro NyTu cocTaBnsAeT 256 OKTeToB (BKMOYasa pasgenuTeny 1 NyHKTyauuio).

4.5.3.1.4. CTpoKka KOMaHAbI
MakcumanbHasa AnvHa KOMaHZHOW CTPOKM C y4eToM 3aBepluatollei nocnegosartensHoctn <CRLF> coctaBnsgeT 512 okreToB.
Pacwmperna SMTP moryT pa3peluaTb 6onee AnNUHHbIE KOMaHAbI.

4.5.3.1.5. CTpoka oTKnuka
MakcrumarnbHas AnvHa CTPoKM OTKNMKa ¢ ydyeTom koga n <CRLF> coctaBnsaet 512 okteToB. [JONONHUTENbLHY MHGOPMALMIO
MOXHO nepefaTb, UCMOMb3yst MHOTOCTPOYHbINA OTKIKK.

4.5.3.1.6. CTpoKka TekcTa
MakcumanbHass gnvHa cTpokm Tekcta ¢ ydetom <CRLF> coctaensier 1000 oktetoB (6e3 yyeta pobGaBnsemyr nns
obecneyeHns NPO3pavYHOCTV TOYKKU B Havane). Pacwmnpenns SMTP moryT ucnosnb3oBaTtb 60ree AnVHHbIE CTPOKK.

4.5.3.1.7. Copepxxumoe nucbma

OrpaHnyeHre MakCcMMarnbHOro pasMepa COAEPKMMOro CoobLleHns (BKoYasi 3arofioBkU 1 TENO) AOIMKHO ObiTb He MeHee 64K
okteToB. lNocne BBeaeHus craHgapToB Internet Ha multimedia-nouty (RFC 2045 [21]) pa3aMepbl nouToBbIX coobLeHui Internet
MHOrOKpaTHO BO3POCAM 1 MO BO3MOXHOCTU crnefyeT usberatb orpaHu4eHns pasmepa coobuyeHuin. Cuctemam SMTP, koTopble
He MOryT OTKasaTbCs OT OrpaHUYeHus pa3mMepoB criedayeT peanv3oBaTb cepBucHoe pacwumpeHue SIZE (RFC 1870 [10]), a
knuneHtam SMTP, nepeaatoimm 6onblume cooblieHus, cnegyeT Mo BO3MOXHOCTU UCMOMb30BaTb 3TO paclUMpeHNeE.

4.5.3.1.8. bydep agpecaTtoB

MuHnmansHoe uncno bydepusyembix nonyyatenen gomkHo coctaensate 100. OTkas oT npuema coobeHun (418 N36bITOYHBbIX
nonyyartenen) npu ymcne komaHg RCPT meHee 100 sBnsieTca HapylweHUMeM AaHHOW cneumdukaumn. [Ons TpaHcnmpyowmx
cepeepoB SMTP HemonycTMMO, a [OCTaBMfsilOLMM CepBepaM He crnepyeT MPOBEPATb YUCIO afpecaToB B 3arorfioBKe U
oTBepraTb coobLieHuss Ha ocHoBe obuiero yvicna nonydartenen. Cepsep, B KOTOPOM OrpaHMyYMBaETCs 4MCno nonydartenen,
AOMKEH MCMomnb3oBaTb pPas3yMHbI BbIGOP OTKNOHAEMbIX COOBLLEHMI (Ckopee cpasdy OTKNOHWUTL adpecaToB, BbIXOAALWMX 3a
npegensl AONYCTMMOrO 4Yucna, HeXxenu MoToM OoTOpacbiBaTb NPUHATbIE cHavana agpeca). KnveHtam, koTopbiM Tpebyetcs
JocTtaBka coobuleHuns, Bkmtoyatowero 6onee 100 komaHg RCPT, cnepyeTt ObiTb rotoBbiMM K nepepadve 6nokamu no 100
aflpecoB B OAMH Npuem.

4.5.3.1.9. TpakToBKa BbixoAa 3a npeaenbl
OLIJI/I6KI/I, CBdA3aHHble C BbIXOAOM 3a AoNnyCTUMble npeaenbl, NpuBoaAT K nepegavye COOTBETCTBYHOLLMNX OTKITUKOB!

500 Line too long — camukoM AJMMHHAST CTPOKa

501 Path too long - caMKOM IONMHHENL NYTB

452 Too many recipients - camukoM MHOT'O mosaydaTesnen (CM. HUxe)
552 Too much mail data - ciauMmkoM MHOI'O NOYTOBHIX HAaHHEIX.

4.5.3.1.10. CnuwiKOoM MHOro nony4arenen

B RFC 821 [1] HekoppeKTHO yka3aHo, 4To cepBep SMTP B cniydasx npesbiweHnst yucna komaHg RCPT (too many recipients)
reHepupyeT OTKMMK ¢ kKogoM 552. KoppeKTHbIM KOAOM AN Takux OTKNUKOB siBnseTcs 452. KnnueHtam cnepyeT TpakToBaTb Kop,
552 B Takmx cny4vasx Kak BPEMEHHYI0 NpobremMy, a He NOCTOSIHHYI0, YTOObI ONMMCaHHAsA HbKe Nornka Morna paboTaTb.

Korga cootBeTtcTBytoWMi cneumndumkauum SMTP cepBep cTankuBaeTcs C Takol NpobremMon, oH MMeeT no kpavHen mepe 100
npuHaTtbix komaHg RCPT B cBoem 6ycdepe nonyyatenen. Ecnu cepsep cnocobeH nNpuHATbL COOBLLEHWE, U3 KIMEHTCKOW
o4vepeaun byneT yoaneHo no kpariHen mepe 100 agpecos. Koraa knueHT npeanpumeT HOBYHO NOMbITKY Nepejayv aapecos, Ans
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KOTOpbIX Gbin nony4veH oTkNuk 452, cepeep SMTP cmoxeT nomecTuts B bycbep nonyyarener no kpanHen mepe 100 agpecos.
Kaxxpgas noBTopHasi nonbiTka OyaeTt obecneunBatb nepegayvy cooOLeHnsi No KpanHen Mepe COTHE afpecaToB.

Ecnn cepsep SMTP nmeet npegen ansa yucna komang RCPT v aTOT npegen npesblleH, cepBep AOMKEH MCNonb30BaTh
OTKNMUK C Kogom 452 (HO knueHTy cnepyeT ObiTb roTOBbIM W K MonyveHuto koga 552, kak OGbino ykaszaHo Bbiwe). Ecnu
orpaHuyeHusi cepBepa 3aaHbl NpaBunamMmn, OH MOXEeT UCMOMb30BaTh OTKIMK C KOAOM 5Syz. B yacTtHocTw, ecnu 3agada cocTouT
B TOM, 4TODbI 3anpeTuTb nepefady coobLeHui C YNCMOM MnonyyaTtenen, NpesblLalLLMM 3agaHHoe A5 calTa 3HayYeHne, a He
NPOCTO OrPaHNYUTb YNCMO agpecaToB AN AAaHHOW NMOYTOBOMW TPaH3akumu, pasymHO OydeT Bo3spaliaTb oTknMK 503 Ha mobyto
komaHgy DATA, nonydeHHyto nocrie oTknuka 452 (unu 552), unn npocto Bo3spawartb kog 503 nocne komaHabl DATA 6es
npeaLecTBYOLLEro HeraTMBHOMO OTKMMKa.

4.5.3.2. Tanm-ayThbl

KnueHtel SMTP gaomkHbI NOAAEPXMBATb MexaHM3M TaM-ayToB. TaliM-ayTbl AOJDKHbI 3afaBaTbCsa AN KOMaHg, a He Ansi
BpPEMEHM BCel NOYTOBOM TpaH3akumu. CnepyeT obecneumBaTb BO3MOXHOCTb HAaCTPOWKM 3HA4YeHUn napameTpoB 6e3
NnoBTOpHOM Komnunaumm koga SMTP. [Ona peanusauum atux TpeboBaHWi Tanmepbl 3a4alOTCA HE3aBUCUMO AONiS KaXaoun
komaHabl SMTP n kaxgoro 6ydepa nepegaum gaHHbIx. MNocnegHee o3HavaeT, yYTo O6LWMI TavM-ayT Ans TpaH3akuMu pacTeT
NponopuUnoHanbHO yBENUYEHUIO pa3Mmepa coobLieHus.

Ha ocHoBe onbiTa paboTbl TPaHCMSATOPOB C BbICOKOW HAarpy3koW 3HA4YeHusi TaliM-ayToB OnpefereHbl NpUBEAEHHbIE HUXe
3HayeHus1, KOTopble crepyeT UCMOoNb30BaTh.

4.5.3.2.1. CtapToBoe coobuieHue 220: 5 MUHYT

KnueHTtckuin npouecc SMTP pomxkeH otnmyaTe cboun B coeamHeHusax TCP OT 3agepXXku NofyyYyeHus CTapToOBOro NpUBETCTBUS C
kogom 220. MHorne cepBepbl SMTP BocnpuHumaroT coeanHeHve TCP, HO 3agepxuBaloT nepegady otknuka 220, noka B
cucTeMe He ocBObOANTCSt 4OCTAaTOYHOE ANns 00paboTkM NOYTHI KONMYECTBO PECYPCOB.

4.5.3.2.2. Komanga MAIL: 5 MyuHyT

4.5.3.2.3. Komanga RCPT: 5 MuHyT
Ecnn obpaboTka CMMCKOB pacchifik U NCEBAOHUMMOB He OTKNaablBaeTcs A0 npuema cooblieHus, TpebyeTcs yBenunyeHue
Tanv-ayta.

4.5.3.2.4. UhnummnpoBaHue komaHabl DATA: 2 MUHYTBI
3T0T Tanm-ayT onpeaensieT BpeMs oxugaHus otknuka 354 Start Input Ha komaHay DATA.

4.5.3.2.5. Bnok AaHHbIX: 3 MUHYTbI
Bpems oxnaaHusa 3aBeplueHus kaxgoro BeizoBa TCP SEND ansa nepegayuv 6noka gaHHbIX.

4.5.3.2.6. MNpepbiBaHue komaHabl DATA: 10 MUHYT

Bpemsa oxupanus otknuka 250 OK. Korga nonyyatens NpuHMMaeT 3aBeplualollylo coobLieHne TOYKy, OH 0OblYHO HauMHaeT
o6pa60TKy NoNy4YeHHbIX AaHHbIX 014 OCTaBKNU COOGLIJ,eHI/Iﬂ B MOYTOBbIN AWKK nofib3oBaTend. JIoXHble TaIZM-ayTbI B 3TO BpeMsA
KpaﬁHe HexxenaTtenbHbl U 0BbIYHO npmuBoaAT K OOCTaBke MHOIMOYUCIIEHHbIX KOI'IVII71, NOCKOJIbKY COOﬁLLl,eHVIe MOX€eT ObITb yxe
nocnaHo 1 cepBep NpuHSAN Ha cebst OTBETCTBEHHOCTbL 3a ero AocTaBky (cM. naparpad 6.1).

4.5.3.2.7. Taum-ayT cepBepa: 5 MUHYT
Cepeepam SMTP cneayet 1cnonb3oBaTth TaM-ayT HE MEHEE 5 MUHYT NpU OXMAaHUKU OT KNMEHTa cneaytoLlen KoMaHabl.

4.5.4. Cmpameauu noemopa
O6was cTpykTypa peanusauum xocta SMTP BkrtoyaeT nonb3oBaTeNnbCKkMe MOYTOBbIE SLLUMKW, OOHY UM HECKONbko obnacten
ONsi XpaHeHUst odepean COOOLLEHUA U OOWMH UMW HECKONbKO OEMOHOB, 06CNy>XUBaOLWUX NpMeM U nepegadvy noyvtbl. ToyHas
CTPYKTYpa CWIbHO 3aBUCMT OT MOTpeBHOCTeW nonb3oBaTenen XocTa, a Takke yncna u pasmepa noaAepKMBaeMbIX XOCTOM
CMUCKOB PaccChbinkM. Humxe onmMcaHo HECKONbKOo BapwaHTOB OMTUMK3ALMMK, KOTOpble MOryT ObiTb OCOGEHHO MNOMnesHbl Ansi
NMOYTOBBIX XOCTOB C GOMbBLLON Harpy3Kkon.

Jliobasi cTpaTernsi opraHvM3aumn o4epeaen AOMKHA BKOYaTh TalM-ayThl AN BCEX onepauuii, 3ajaBaemMble He3aBUCUMO ANst
Kaxxgon komaHgbl. [Npy niobbix 06cTOosATENBCTBAX HEQONYCTMMO BO3BpaLlaTh coobleHnss 06 owmbkax B OTBET HA COOOLLEHUsI
06 owwmnbkax.

4.5.4.1. Ctparerunsa nepegaum

B pamkax ob6uwen mogenu knveHT SMTP npeactaensieT cobGoil OAMH MMM HECKONbKO MPOLECCOB, KOTOPble Mepuoauyecku
NblTAOTCA nepenaBaTb UCXOOALLYHO TMOYTY. B TunuyHon cucreme nporpaMmbl NMOAroToOBKMA MOYTOBbIX COO6U.|,eHVIl7I UMEKT TOT
MU MHOWM crnocob 3anpoca HeMe}:l,J'IEHHOVI 06pa60TKVI VICXO,D,FILLI,eVI NOYThbl; MOYTa, KOTOpaaA HEe MOXeT ObITb oTnpaBlieHa
He3amMeanutenbHO, AOoJIKHa nomMewaTtbCA B o4epedb, W OTnpaBUTENb 6yueT nepnognyeckm nblTatbCA €€ O0TOoCNaTb
agpecaTtam. 3anncb NOYTOBOM odepeam OyaeT BKIOYATb HE TONbKO camo coobLeHne, HO U KOHBEPT AMNsi ero A0CTaBKu.

OTnpaBuTenb AOMKeH AenaTb naysy nepep NOBTOPHOW MOMbLITKOW OTNPaBUTb NOYTY afgpecaTty nocne Heyaadn. B obuem
cnyyae WHTepBan oxugaHusa cnegyet fenatb He meHee 30 MuHYT, ogHako Gonee M3oLpeHHble NOAXoAbl C NepeMeHHbIM
BpeMeHeM oxunaaHunsa 6yayT AaBaTb NpenMyLLecTBa B TeX cryyasx, korga knmeHT SMTP MoxeT onpegenutb NPpUYUHY Heyaauu.

MonbITKM NPOAOIKATCA A0 TeX Mop, noka cooblueHne He GyaeT AOCTABNEHO WK Moka He UCTeYeT 3adaHHOe Ha MomnbiTKK
nosTopa Bpemsi (00bIMHO, He MeHee 4 - 5 aHei). MoxeT okasaTbCs LenecoobpasHbiM BbiGOP MEHbLUEro YMcna MnonbITok
nepegayn yBeooMieHUn O HEBO3MOXHOCTU AOCTaBKM U aHanornyHbiX cooblleHuidi 06 owwmbKax Npu CoXpaHeHWU OGbIYHOro
yucna nonbIToK AN ocTanbHoW NoYThl. MapaMeTpbl NOBTOpa AOMXKHbI ObiTb HACTPAaMBaEMbIMU.

KnveHTy cnepyeT COXpaHATb CMMCOK XOCTOB, KOTOPbIM HE yOanocCb OTNPaBuUTb MOYTY, U COOTBETCTBYHOLUME 3HAYEHUS TanM-
ayToB Ansa COEVHEHNIN BMECTO MCMNOSMb30BaHNA «TYyNbIX» NOMNbITOK NMOBTOpPA.
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OnbIT NoKa3biBaeT, 4TO OLWNBOKN OObIYHO HOCAT BpeMeHHbIVI XapakTtep (OTcyTCTBVIe CBSI3W C CUCTEMOW agpecata wunum
HapylweHne paboTbl 3TOW CUCTEMbl) U PeKoMeHAyeTCs AenaTb ABe MOMNbITKM NoBTOpa B TEYEHMEe MepBOro yaca XpaHeHus
nmMcbmMa B ovepenun, a aanee noBTopATb NONbITKX nepeaadn KaXXable 2 — 3 vyaca.

KnueHt SMTP moxeT cokpaTuTb 3afepXKy nepef noBTOPOM, COrfiacoBaB Takoe coBpalleHune ¢ cepeepom SMTP. Hanpumep,
npy NOMyYEeHUM NOYTbI C KAaKOro-TO apeca o4YeBMaHa BO3MOXHOCTb nepeaayn no aToMy agpecy nouyTbl U3 o4epeam (ecnu oHa
ecTb). [TpUMeHsIs Tako NOAXOA, NPUNOXEHNE B BONbLUMHCTBE CrydyaeB MOXET 0GONTUCH 6e3 SBHOrO UCMONb30BaHUs! (hYHKLMIA
«nepepaTb cooblieHns n3 ovepeau cerdac» Tmna ETRN (RFC 1985 [36]).

Bo3moxHa gansHeiwas onTuMU3aums ctpaTeruy nepefadm nyteM MCMomnb30BaHUs MHOXECTBA afpeCcoB Ha XOCTE (CM. HIUXe),
YCKOPSIIOLLETO JOCTABKY MOYTbI 3@ CHET MOBbLILIEHWUS pacxofa PecypcoB cepBepa.

KnneHt SMTP moxeT mMeTb Gonbluylo ovepefb COOOLLEHWI ONs KaXOoro U3 HeoCTYMHbIX XOCTOB. Ecnu Bce Takue
CoObLLEeHMA BKNIOYATb B KaXAYH MONbITKY NoBTopa, aTo ByaeT nopoxaaTb 3HauuTernbHbIN M3bbLITOYHbIN Tpaduk B Internet, a
noyTtoBas cuctema GyaeT HeJoOCTyrNHa B TeyeHue anutensHoro nepuoga. OTMeTnMm, YTo KnneHT SMTP B obLiem cnydyae MoxeT
KOHCTaTUpOBaTb HEYAAYHYH MOMbITKY TOMbKO MO UCTEYEHUU TalM-ayTa (HECKONbKO MWHYT) M Jaxe MUHYTHas 3agepxka Ha
coeaguHeHve OyneT npuMBOAWTL K O4YeHb OOnblUMM 3ajepkkam, €eCnu B ovepeau CKOMUIWUCL AECATKU WU [Aaxe COTHU
HeaoCcTaBMNeHHbIX COOOLLIEHMIA NS OQHOro XOcTa.

B 10 xe Bpems, knneHtam SMTP cnepyeT ¢ 60MnbLLO OCTOPOXHOCTBIO MCNOMb30BaTh KALUMPOBAHHbIE HEraTUBHbIE OTKIUKN OT
cepBepoB. B akcTpemanbHom cnydae, ecnn komaHga EHLO BBoauTtcsi MHOro pa3 B TeueHue ogHoro coeaumHeHus SMTP,
cepBep MOXeT BO3BpallaTh pasHble OTKNMKU. OYeHb BaXXHO NOAYEPKHYTb, YTO OTKNMKKM 5yz Ha komaHay MAIL HeponycTumo
KaLmpoBaThb.

Korga coobuieHne goctaBnseTcsa MHOXeCTBY agpecaToB u cepep SMTP, Ha KOTOpbI KONMpyeTcs coobLleHne ans nepeaayu,
coBnagaeT AnNa MHOXeCTBa nonydvaTenen, crnepyeT nepedaBaTbh €4VMHCTBEHHYIO Konuio coobuieHus. T. e., knueHty SMTP
cnepgyeT vcnonb3oBaTtb nocrnegosaTenbHocTb komaHa MAIL, RCPT, RCPT,... RCPT, DATA BMecTO nocrnefoBaTeribHOCTU
MAIL, RCPT, DATA, ..., MAIL, RCPT, DATA. OpgHako npu 60nblUOM KONMYeCcTBe afpecaToB MOXeT ObiTb NpeBbILEHO
ponyctnmoe yncno nosTopoB komaHabl RCPT Ha ogHy komanay MAIL. OnucaHHbIn MeToh noaBbleHus 3pdekTMBHOCTH
cnepyeT peanu3oBarhb.

Knnent SMTP ans obecrneyeHnsi CBOEBPEMEHHOM [OCTaBKU MOXET NOAAEPXKNBATb MHOXECTBO OIHOBPEMEHHBIX UCXOAALLMX
MOYTOBLIX TpaH3akuuii. OgHako ONs NpenoTBpaLleHust N3BbITOYHOTO pacxofa PecypcoB XocTa Ha oB6paboTKy MOYThbl, YMCIO
OOHOBPEMEHHbBIX TPAH3aKLMIA MOXET OrpaHNYMBaTLCS.

4.5.4.2. Ctpaterus npuema

CepBepy SMTP cnepyeT nbiTaTbCs COXPaHUTb NMOCTOSIHHOE npocnywwunBaHue nopta SMTP (B cooTBeTcTBMM C peecTpom IANA
nopt 25). 310 TpebyeTcs Ana nopoepXkM MHoxecTBa Bxogsawmx TCP-coeguHenuni gna SMTP. HekoTtopble orpaHuveHusi
BO3MOXHbI, HO CEPBEpPbI, HECMOCOOHbIE OOHOBPEMEHHO 06CNYyXMBaTb MHOXECTBO TpaH3akuuin SMTP, aBnaTca HapyweHnem
OaHHOM cneuundmnkaumnm.

Kak 6bino ckasaHo Bbiwe, cepsep SMTP npu nonyveHun noyTbl OT Kakoro-rnmbo M3 XOCTOB MOXET aKTUBM3MpoBaTb CBOW
MexaHu3m oyepeaent SMTP gns nonbITKKM NOBTOPHOWM Nepegayn noYtbl, XpaHMMOWM st 3TOro XocTa.

4.5.5. CoobuieHus ¢ nycmbiM nosem obpamHoz20 nymu

HekoTopble Tunbl yBegoMneHuid, Tpebyemble CyLLECTBYIOLUMMU UKW NPEANOXEHHbIMU CTaH4apTamu, nepefarTcs C MyCcTbiM
nonem obpartHoro nytu. K ynicny Takux coobLueHun oTHoCcATCS yBedomiieHns o6 owmnbkax npu goctaske (cm. naparpad 3.7),
apyrve tunel coobwennii DSN (Delivery Status Notifications — yBegomneHnuss o coctosiHum goctaBkm RFC 3461 [32]) u
coobuieHns MDN (Message Disposition Notifications — yBegomnenns o gucnosunumm coobwennn RFC 3798 [37]). Bce Tunbl
yKa3aHHbIX COOOLLEeHWIN SABMSIOTCA YBEAOMIIEHWAMW O npedblaylieM COOoOLeHWM W nockinarTcsa no obpaTHoOMy nyTn u3
3arofoBka NMCbMa, C KOTOPbIM CBA3aHO AaHHOE yBeAoMIeHne. HeBo3MOXHOCTb AOCTaBKM 3a4acTyto CBf3aHa ¢ npobnemamu B
MOYTOBOM CUCTEME Ha XOCTe agpecarta, No3aToMy HekoTopble AT HacTpanBaloTCA Ha MEpPEechInKy Takux yBeAOMIEHUA KOMY-
HWBYab, KTO ByaeT cnocobeH ncnpasmTb NPOGEMyY C MOYTON (Hanpumep, C UCMONb30BaHNeM NCeBAOHMMA postmaster).

Bce ocTanbHble TuMbl cooblieHuwit (T. e., mMobble COOBGLUEHWUNA, AN KOTOPbIX MpOeKkTbl cTaHdapToB RFC He TpeGytoT
1cnonb3oBaTh NycToN NyTb BO3BpaTa) cregyeT nocbiiaTb C KOPPEKTHLIM, HENYCTLIM NonieM 06paTHOro NyTw.

PaspaboTunkam aBTOMaTM3NPOBAHHbLIX MOYTOBLIX CUCTEM criegyeT ObiTb akkypaTHblIMM U obecnevmBaTb KOPPEKTHYHO
06paboTKy pasHbIX TUNOB COOBLLEHMI C MYCTbIM MyTEM Bo3BpaTa. B yacTHoCcTW, Takum cuctemam He cnepyeT OTBeyaTb Ha
coobLeHna 6e3 obpaTHoro Nyt 1 He criegyeT [06aBNATL HEMYCTOW MyTb BO3BpaTa MMM MEHATb MYCTON obpaTHbIA NyTb Ha
HEMyCTON NPW NEPECHISIKE TaKUX COOOLLEHNIA.

5. lMpeobpasosaHue adpecoe u ob6pabomka noymsi

5.1. OGHapyxeHue LeneBoro xocra

Mocne Ttoro, kak knueHT SMTP nekcuyeckn unaeHTUdUUMPYeT AOMEH, ANs KOTOpPOro npeaHasHaveHa nepefasaemast Ha
06paboTky noyta (cm. naparpadbl 2.3.5 n 3.6), BOMKHO BbINOMHATLCS obpalleHue k cepBepy AoMeHHbIX umeH (DNS lookup)
anst npeobpasoBaHnsa gomeHHoro umeHn (RFC 1035 [2]). MpegnonaraeTcs, 4To B agpecax UCMOMb3yTCa MOMHbe MMEeHa
(FQDN) — mexaHu3m onpegeneHus FQDN no yactTuyHoMy MMEHU Unu NokarbHOMY NCEBAOHUMY BbIXOAUT 3a npedernbl AaHHOW
cneundukaumm. B cuny cnoxuBluenca npakTtuki, cepBepam SMTP, ucnonb3yembiM Ans HayanbHOro nNpeacTaBreHus
coobLeHnin, He crnegyeT BbIMONHATE Npeobpa3oBaHU HEMOMHbLIX MMeH (cepBepbl NpeAcTaBreHns coobuieHni [18] umetoT
bonee MoLlHblE MeXxaHU3Mbl Takux npeobpasoBaHuii), a Ans TpaHcnupylwmx cepsepoB SMTP Takne npeobpasoBaHus
HeaoNnyCTUMBI.

Mpn noncke cHavyana npeanpuHMMaeTcsa NonbITKa HarWTU fnokanbHy 3anucb MX, cBasaHHy ¢ nmeHem. Ecniv B3ameH aToro
Oynet HavgeHa 3anuce CNAME, nonyyeHHoe B pesynbTate mmsi obpabatbiBaeTcs Kak ucxogHoe. Ecnu cepBep wmeH
coobuiaet 06 OTCyTCTBMM MCKOMOrO JOMEHa, AOJIKHO reHepupoBaTtbca coobueHve o6 owmbke. Mpu Bo3BpaTe coobuieHns o
BPEMEHHOW OLIMOKe NMMCbMO BOMKHO NOMeLLaTbCs B oMepeb A1 NoCneayoLero NoBTopa nonbITkM nepegayn (cM. naparpad
4.5.4.1). Ecnn Bo3BpalyaeTca nycTon cnucok sanucen MX, agpec TpakTyeTcs, kak CBA3aHHbIN ¢ HesiBHOWM 3anucbio MX RR,
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mMetoLLern yposeHb npeanoyTeHnsa 0 1 ykasbiBatoLen Ha AaHHbIA XocT. Ecnv 3anmcn MX npucyTCTBYHOT, HO HYM OHA M3 HUX He
MOXeT ObITb MCMOMb30BaHa, U HesBHas 3anucb MX He MoXeT ObITb MCNOMNb30BaHa, AOMKHO reHepupoBaTbCs CoobLLeHre
06 owwnbke.

Ecnn ona gaHHOro MMeHu HawvigeHa ogHa unm Heckonbko 3anvcen MX, gnsa cuctembl SMTP HegonycTuMo Kcnonb3oBaTb
Kakme-nnbo agpecHble 3anucu, CBSI3aHHbIE C 3TMM WMEHEM, MOKa OHM He HawmdeHbl C Ucrnosfb3oBaHuem 3anucen MX;
npvBeAEeHHOE Bbille NPaBWUMO HesiBHbIX 3anvceit MX npuMeHUMO TONbKO B criydasix oTcyTcTBuUst peanbHbix MX. Ecnu 3anucu
MX npucyTCTBYIOT, HO HU OfiHA U3 HUX HE MOXET ObITb UCMONb30BaHa, AOIKHO reHepmpoBaTbCcs coobLieHne 06 oLmbke.

Korpa HavineHo gomeHHoe ums, cBaszaHHoe ¢ MX RR, n nony4eHoe cOOTBETCTBYyOLLEE MONEe AaHHbIX, 3TOT OTKINK AOJDKEH
BKINIOYaTb AOMeHHoe ums. Mpu 3anpoce No 3TOMYy UMEHU AOJHKHA BO3BpaLLaTbCs MO KparlHeW Mepe ofHa agpecHas 3anuvcb
(Hanpumep, A nnn AAAA), koTopas gaet IP-agpec cepsepa SMTP ans otnpaeku TOMy COOBLLEHUS.

Bce npoune oTkNMKK, BKNOYas 3Ha4YeHWs1, Bo3BpallaroLwwme npu 3anpoce 3anuce CNAME, BbIxoasT 3a npeaerbl paccCMOTPEHNS
OaHHOro cTaHgapTta. 3anpeT MeToK, KoTopble npeobpasyiorcs B 3anucu CNAME 6onee nogpobHO paccmaTtpuBaeTcs B
naparpadce 10.3 RFC 2181 [38].

Mocne ycnewHoro noncka gomeHHoro nmeHn B DNS npeoGpa3oBaHne MoXeT AaTb HE OOMH adpec, a HECKOMNbKO, B pe3yrnbrare
HanmMumsa MHoxecTBa 3anucen MX n/vnm nogaepXkn XoCTOM Heckonbkmx agpecoB (multihoming). [ins obecnevyeHns HagexHoM
[ocTaBku noyTbl knveHT SMTP pgormkeH ObiTb cnocobeH nbiTaTbCs (BKMHOYaA MOBTOPbI) MCMONb3oBaTb BCe agpeca B
COOTBETCTBMM C WX TOPSAKOM B CNWCKe, MNOKa [OCTaBka He 3aseplumtca ycnexom. OgHako MoOXeT CyliecTBoBaTb
KOH(pMrypaLumoHHOe orpaHuyeHne 4vcna Mcnosb3yemMblix anbTepHaTMBHBIX agpecoB. B Takux cnyyasx knueHty SMTP cnepnyet
npeanpuHUMaTh NOnbITKMA NO KpanHen mepe Ana ABYX aApecos.

,D,J'Iﬂ paHXnpoBaHuUA agpecoB XOCTOB UCNONb3yeTCA ABa TUNA AaHHbIX — MHOXXEeCTBEHHbIE 3anncu MX 1 MHOrogoOMHbIE€ XOCTbI.

3anncn MX copepxaTt uHdOpMauulo 0 NPeAnoyTeHNsX, KOTopas AOMKHa MCNOoNb30BaTbCs NPW COPTMPOBKE CMUCKa, €Crnu
yucno 3anucei npesblwaeT 1 (cMm. Hwxe). MeHblume 3HayeHnss MX ykasbiBaloT Ha Gonee npegnoyTuTenbHble agpeca
poctasku. [py HanNNYMM HECKONbKUX aApecoB C OAMHAKOBbLIMU 3HaYeHUAMU MX HeT ABHbIX NPUYMH AN NPeAnoYTeHUs TOro
unM uHoro agpeca u otnpaBuTens SMTP pgomkeH BbiOMpaTb MNOPAOOK TakMx agpecoB CryyalHblM obpasom  ans
pacnpefeneHns Harpysku Mexay pasHbIMU MOYTOBLIMW CEPBEPaMU OAHON OpraHM3aLunm.

XocT nonyyaTtens (BO3MOXHO C npeanoyTutenbHon 3anucbid MX) MOXeT okasaTbCsi MHOFOAOMHbIM — B TakuxX Cry4dasx
AOoMeHHoe ums OyaeT npeobpasoBbiBaThCs B cnucok agpecos |IP. OTBETCTBEHHOCTb 3a yNopsgoYMBaHWe 3TOr0 CNMcKa NexuT
Ha uHTepdpenice npeobpasoBatens MMeH (domain name resolver), KOTOpbIA AOMKEH ynopsgounBaTb CNUCOK B MOPSAKe
CHWXEHUsI NPeANnoYTEHNIA, @ oTnpaBuTens SMTP gomkeH nbiTaTbCs UCMONb30BaThL agpeca B NpeaioKeHHOM Nnopsiake.

XoTs nogaepkka NonbITOK 4OCTAaBKMA C UCMONb30BaHNEM MHOXECTBA afpecoB TpebyeTcs OT peanusauum, BO3MOXHOCTb TaKUX
MOMbITOK AN KOHKPETHOM WHCTannsauuMM MoXeT OblTb OrpaHuyeHa WnM OTKMYeHa coBceM. Bonpoc o Lenecoo6pasHocTu
MCMONb30BaHUS PasHbIX afpecoB MHOTOAOMHbIX XOCTOB OCTaeTcsl CropHbIM. OCHOBHbLIM apryMeHTOM B MOJIb3y TakuX MOMbITOK
ABNAETCS MNOBbLILLEHNE BEPOSITHOCTU CBOEBPEMEHHON OOCTaBKM COOGLUEHWI, a B HEKOTOPLIX Criyyasix — NPOCTO oGecnevyeHne
BO3MOXXHOCTU J0CTaBkM. MPOTUBHUKM TAKOTO NMoaxoAa CYMTAlOT, YTO OH BeAeT K U3NULLHeMy pacxody pecypcoB. OTMETUM, YTO
1crnonb3oBaHNe PeCypcoB CUITbHO 3aBUCUT OT BbiIGpaHHOM cTpaTerm nepefayin, kak bbiro nokasaHo B naparpade 4.5.4.1.

Ecnun cepsep SMTP npuHumaeT cooblieHue, Ansi agpecaTta KOTOPOro AaHHbIA cepBep O3HayeH B 3anvcu MX, aToT cepBep
MOXeT TpaHcnvpoBaTb coobLieHne (MoTeHumnansHo, nocne nonyyYyeHns nepenucanHbix agpecos Ans MAIL FROM w/wnn RCPT
TO), obecneunBasi ero OKOHYaTENbHYH [OOCTaBKYy, WNW nepefatb ero Aanblie, UCNomnb3yst TOT UMW WHOW MeXaHu3Mm, He
OTHOCALLMICS K TpaHcnopTHon cpene SMTP. EctecTBeHHO, AnNst BTOPOro criydasi cHadana JoMmkeH ObiTb NMpOBEPEH CMMUCOK
3anucen MX.

Ecnn cepep onpefensiet, YTo emy criegyeT TpaHCnMpoBaTb cooblueHve 6e3 nepenncbiBaHWs 3arofioBKOB, OH AOMKEH
oTcopTupoBath 3anucy MX ans onpegeneHnst HykHoOW. Beiclumii npuoputeT Ans nepefayu cooblueHus Gyaet UMeTb 3anuch C
MUHUManbHbIM 3HadeHnem MX. XoCT-TpaHCnsTop [OMKEH NPOBEPUTL CNIMCOK Ha NPEAMET Hamnuunsl B HeM UMEH UNv afpecos,
M3BECTHbIX AN AaHHON TpaH3akuun. Ecrnn HageHa cooTBETCTBYIOWAs 3anucb, BCE OCTarbHble 3anuncK, AMs KOTOPbIX YPOBEHb
NpeanoyYTeHUsl He Bbllle HAWAEHHOro, JOMMKHbI UCKMHYaTbCs M3 paccMOTpeHusi. Ecnu Takux 3anuceit HET, 3TO roBopuT 06
owmnbke M cepBep AOIKEH BeEPHYTb cooblieHue, kak HepjocTaBnsiemoe. C OCTaBLUMMMUCS B CMWCKE 3anucsMu criegyet
NOBTOPSATb NOMbLITKN AOCTaBKN COOBLLEHNS B MOPSAKE CHUXEHUS MPUOPUTETA 3aMuUCH.

5.2. IPv6 u 3anncu MX

B coBpemeHHol ceTu Internet knueHTbl u cepBepbl SMTP moryT ucnonb3oBaTbcs Ha xocTax IPv4, IPv6 unu cmellaHHsbix,
KoTopble nopaepxuBaloT obe Bepcum npotokona IP. [JomeHbl XOCTOB, Ha KOTOopble YyKa3sbiBaloT 3anvcu MX, moryr,
cnepoBaTenbHo, Bkmtovatb 3anncn A RR (IPv4), AAAA RR (IPv6) n kombuHauum Takux 3anucein. Xots B RFC 3974 [39]
paccMOTpPEH HEKOTOPbLIN OMbIT UCMONb30BaHMUS B CMELLAHHbIX cpefax, 3TOro onbiTa HeQOCTaTOYHO AN CTandapTu3auuu, a
HEeKoTOpble M3 CoAepXalluMxcs B [AOKYMEHTE pEKOMEHAauWi He BrOfHe COBMECTUMbI C HacTosilWen crneundukaumnen.
MpeanpuHMMaemMble OENCTBUSI MOTYT 3aBUCETb OT JOKamnbHbIX YCMOBUI (Takux, Kak NMpOU3BOAWUTENBHOCTb Y4acTBYHOLUMX B
npoueccax ceten) n Tpebyembix npeobpas3oBaHuin MU BbiTb OObLIYHBIMKU (HanNpUMep, KNMEeHTaM, MOAAEPXKMBAIOLLMM TOMbKO
IPvB, He HyxHO nbiTaTbCA OTbickaTb 3anucn A RR mnnu obpawlatbes k cepBepaM, KOTopble MOAAEpXMBalT Tomnbko I1Pv4).
PaspaboTunkam peanusaumn SMTP, koTopble MOryT pabotatb B IPv6 unm cmellaHHbIX cpeaax, crieqyeT M3yvnTb YNOMSAHYTbIe
BblLLIEe NpoLeaypbl, 0COGEHHO KOMMEHTapun No NOBOAY MHOTOAOMHbIX XOCTOB, W, NPEANOYTUTENBHO, 0becneynTs MexaH13Mmbl,
obneryawume TOHKYHO HacTpoviky pabouven cpedbl U MHTeponepabenbHOCTb No4vToBbIX cucTtemM IPv4 un IPv6 ¢ ydyetom
noKanbHbIX YCIIOBUN.

6. O6HapyxeHue u peweHue npobnem

6.1. FTapaHTupoBaHHasa fOCTaBKa U OTKITUKW MO 3NEKTPOHHOM NoyTe

Korga nonyyatens SMTP npuHumaeT nopumio noytel (nepegas oTknuk 250 OK B oTBeT Ha koMaHay DATA), oH npyHUMaEeT Ha
cebsi OTBETCTBEHHOCTb 3@ AOCTaBKy UMK TpaHCMsUMIo coobLieHus. K 3TOM OTBETCTBEHHOCTU CriefyeT OTHOCUTLCS CEPbEe3HO.
Heponyctuma noTtepsi COOOLIEHUA MO HEe3HAYUTerlbHbIM NpUYMHAM, TUMNa MOCMNeayrLero «rnageHusl» xocta Wnu
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npeackasyeMon HexsaTkM pecypcoB. HekoTopble cepbe3Hble MpUYMHbI MOTEPU COOBLLUEHWIA PacCMOTPEHbI B CreayLeMm
naparpace v naparpadpe 7.8.

Ecnn nocne Bocnpustua coobueHns obHapyxmBaeTCcsi HEBO3MOXHOCTb €ro [JocTaBku, nonydatens SMTP  pomnxkeH
noaroToBUTL U Nepepatb yBegomMrneHne ob atom. Npu nepepaye yBedoMeHUs AOIMKEH ncnomnb3oBaTtbes nycron ("<>") nyTb
BO3BpaTa B koHBepTe. [onyyatenem Takoro yBegomrneHus gomkeH ObiTb agpec U3 obpaTHOro nyTv B KOHBEpTE (UMM CTPOKe
Return-Path:). Ecnn obpaTtHbii nyTb nycton ("<>"), ans cepsepa SMTP Heponyctuma nepefadva ysegomneHus. OBbIYHO,
HMYTO He 3anpeLlaeT Ha foKanbHOM YpPOBHe (B TOM Xe cpefe, K KoTopon oTHocutes nonydatens SMTP) npuHumaTth pelieHve
O NPOTOKONUPOBAHUM UNWU MHOW dUKCaLMM CBeAeHU O MycToM NyTu Bo3BpaTa. Ecnn agpecom sBnsieTcst SIBHbIN MapLupyT
source route, n3 Hero gomkeH BblaenaTbest nocnegHnit nitepsan (final hop).

B kauectBe npumMepa npegnorioKnum, YTo HYXKHO nepenaTtb yBeaoMneHune ana coobLleHus, NPUHATOro NO KOMaHAae:

MAIL FROM:<(@a,@b:user@d>
YBegomneHne AOMKHO nepenaBaTbCs C NOMOLLbIO KOMaHAbI:

RCPT TO:<user(@d>
HekoTopble npobnembl ¢ AocTaBKoW nocre Toro, kak cuctema SMTP BocnpuHsna cooblieHne, HeusbexHbl. Hanpumep, y
npuHumatowero cepsepa SMTP MoxeT He ObiTb BO3MOXHOCTM NPOBEPKU BCEX aapecoB AocTaBkum B komaHaax RCPT no
npuynHe HekpuTudecknx (soft) owmnbok B cMcTeMe AOMEHHbIX MMEH, NOCKOMbKY agpecaToM SBMSETCS CMMCOK PacChiku (CM.
onucanue RCPT), unu cepeep AeNCTBYET kak TPAHCNSTOP Y HE UMeeT HenocpeaCcTBEHHOro A4OCTyNa K cMcTeMe 4OCTaBKu.

Bo n3bexaHve aybnupoaHust coobLLeHWn B pedynbTaTe Taim-ayToB, nonyyatens SMTP gomkeH nbiTatbCa MUHUMU3NPOBATh
BpeMms OTKNMKa Ha uHAMKaTop 3aBeplueHus gaHHbIXx <CRLF>.<CRLF>. MNogpo6bHoe obcyxaeHne aToro Bonpoca npuBoguTCs B
RFC 1047 [40].

6.2. HexxenaTtenbHas U He3anpoLleHHas NoYTa, NOYTOBbIE aTakKu

MpakTMYHOCTL M NpeAcka3yeMoCTb MOYTOBOM cucTembl Internet TpebyeT, 4TOObI CcoOOLiEHUsA, KOTOpble MOryT ObiTb
[OOCTaBreHbl, OOCTaBMSNNCL Ha MpakTUKE HEe3aBUCMMO OT CUHTAKCUMYECKMX OWMOOK M OpYyrux OTKa30B, CBSI3@HHbIX C
COoOOLEeHNAMM, a TaKkke HEe3aBUCMMO OT COAEPXMMOro nouytbl. Ecnu noyta He mMoxeT ObiTb JOCTaBneHa U He MOXeT ObiTb
oTBeprHyta cepsepom SMTP B TpaHsakumnm SMTP, ata noyta gomkHa ObiTb Bo3BpalleHa (bounced) c yBeAoMneHWeM O
HEBO3MOXHOCTW [OCTaBKU, Kak onMcaHo Bbilwe. B coBpemeHHOM mMupe, korga MHorve onepartopbl cepsepoB SMTP y6eannucs
B TOM, YTO KONMMYECTBO HEeXenaTenbHoW NoYTbl 60MbLIOro pasmepa BO MHOro pa3 npeBbIllaeT 00beM Kenaemon nodThl U Koraa
BOCNPUATE COOBLLUEHNST MOXET Bbl3BaTb AOMOMHUTENbHLIA HeXenaTenbHbIN TpaduK, CBA3aHHLIM C Bepudmkaumen agpeca,
NpVBEAEHHbIV BbILLE NPUHLMMN yTpaYnBaeT NpakTU4ECKUA CMbICH.

Kak ckasaHo B naparpadax 7.8 u 7.9, oTbpacbiBaHve nodTbl 6e3 yBedOMIEHWsI OTMpaBMTENs Ha MpakTMke CcTano
paspelueHHbIM. OfHaKo Takoe NoBeAeHWe BecbMa OMacHO W HapyllaeT CIOXWUBLUMECS 3a MHOTME rofbl Tpaauumm, a Takke He
COOTBETCTBYET MPEANONIOKEHNsIM MNonb3oBaTeneir O TOM, 4YTO Mo4yTa [OOCTaBMsSeTCs WNU NPUXOAWUT yBedOoMIIeHWE O
HEeBO3MOXHOCTU [0CTaBku. HepasymHoe oTGpackiBaHWe 3MEKTPOHHONM NoYThl Ge3 yBeoMIIeHUsl OTNpaBuTeneid MOXeT CBECTU
Ha HeT 3(dEKTUBHOCTL MOYTOBOW cucTeMbl Internet. MoaToMy oTOpacbiBaHWe MOYTOBbLIX COOOLLEHMA Ge3 yBegoMMeHus
crefyeT WCNoJb30BaThb TOMbKO B TEX Clyvasix, KOrha eCTb BECKWe OCHOBAHWS CuMTaTb COOOLLEHUS MOLLEHHUYECKUMU WU
HenpUeMnIeMbIMM MO UHBIM NPUYUHAM.

PaumoHanbHbIM nyTeM ycuneHust npyHuuna obecneyeHns JOCTaBKU, €CN TakoBasi BO3MOXHA, SBNAETCA OTKa3 OT JOCTaBKu
COOOLLIEHNI, UMEIOLLMX HEKOPPEKTHBIN agpec Bo3spata. OgHaKko onbIT NokasbiBaeT, YTO nonb3oBaTene 6onblie ycTpaveaeT
BapuaHT, Korga AOCTaBfslTCA BCe COOGLLEHMsl, JoCTaBKka KOTOPbIX BO3MOXHA. HapexHoe onpepeneHne HEKOPPEKTHOCTM
agpeca BO3BpaTa MOXeT OKa3aTbCH 3aTPYAHWUTENbHBIM M JOCTAaTOMHO AOMMMM MPOLIECCOM, OCOBEHHO B Tex crnyyasx, Korga
npegnonaraeMas nNo4YToBasd cucTema He JOCTYMHa HanpsMyl UNu He nogaepXusaeT NOMHOCTbI0 pyHKuMoHansHocTb VRFY.
Haxe npu BbiGOpe NONUTMKM OTOpacbiBaHUSA MNOYTbl C HEKOPPEKTHbIMM obpaTHbIMM agpecamu, Takylo MONuUTMKY creayeTt
NPUMEHSTb NWLLb B TEX CNyYasX, KOrAa NpakTUYeckn He OCTaeTcs COMHEHWI B HEKOPPEKTHOCTM obpaTHOro agpeca.

Ecnu cooblueHne oTeepraetcss Mo MPUYMHE HENPUEeMIIeMOCTU €ro COAEPXKMMOro (KpUTepuKU MPUHATUS Takoro pelueHust
BbIXOAAT 3a npefesbl (yHKUMoHanbHocT cepepa SMTP, onpedeneHHoi B 3TOM JOKYMEHTE), yBeAoMIeHns o6 oTkase oT
(bounce) He cnepyeT nepefaBaTb, MNoOka MNPUHMMAlOLLAS CUCTEeMa He YyBepeHa B MOMNEe3HOCTU TaKuX YBeAOMIEeHWN.
MpeanoyTUTeNbHLIM AMS TaKUX CUTyauuin noBeaeHnem (ero crneayeT NpMHMMaTL MO YMOM4YaHUIo) SABNseTca oTkas oT nepegayun
yBedoMIeHuii 06 oTkase OT JOCTaBKM COOBLLEHUIA C HENPUEeMIIEMbIM CodepXaHNeMm.

6.3. leTekTupoBaHue neternb

MpocTton nopcyeT uucna 3aronoBkoB Received: B NpuHATBIX cooblieHusix obecneuvBaeT 3PdEKTUBHBIA, HO OB6bIYHO
HeonTUManbHbIN cnocob oOHapyxeHust netenb B noytoBon cucteme. CepBepam SMTP, ucnonb3ywowmm Takon cnocob,
criefyeT ycTaHaBnmBaTb BbICOKMIA MOpor oTka3a (06bl4HO, He MeHee 100 3anucen Received). HesaBucumo oT ucnonssyemoro
MexaHn3ma cepsep AomkeH obecneunBaTb CPeACcTBa AETEKTMPOBAHNSA 1 NPeAoTBpaLLEHNS TPUBMarbHbIX NeTenb.

6.4. KomneHcauua OTKNOHEHUN OT CTaHAapPTOB

K HecyacTblo npuxoguTca cTtankmBaTbCA CO MHOXECTBOM BapMaLI,VIIZ, TBOPYECKUX peanmaaumﬁ N OTKPOBEHHbIX HapymeHMﬁ
CTaHAapTOB ANA NOYTOBBLIX NPOTOKOMOB Internet — ogHW BO3HMKAOT YacTo, Apyrme - pexe. [ebatbl No BonpocaMm NOMMTUKN
KOPPEKTHO pearnv3oBaHHbIX nonyvaTenen (cepBepoB) nnu TpaHcnaTopoB SMTP 0THOCUTENBHO HEKOPPEKTHO MOArOTOBMEHHBLIX
COO6LLI,eHI/IIZ (ﬂbITaTbCﬂ nepenaTtb X B HeM3AMEHHOM Buae, OTBEPrHyTb UK NbITaTbCA UCMNPaBUTb ANA NOBbILLEeHNA BEPOATHOCTU
yCI'IELIJHOVI [OCTaBKM M nocnenywLuiero orseta Ha HVIX) Ha4vyanucb No4YTK ogHOBpPEMEHHO C nosABlieHMemM CprKTypVIpOBaHHOFI
NoYTbl N KOHLA 3TOMY o6cy>|<p,eHmo He BUAHO. CTOpOHHMKM YKECTKOWN NONMUTUKN yTBEPXOAKT, YTO NONbITKAN UCNpaBneHna pegko
0aloT NONOXUTernbHbIE pe3dynbTaTbl U OTKa3 OT nepeaadn nioxmx COOGLIJ,eHVIVI ABNAeTCcA eAMHCTBEHHbIM crnocobom n3daBuTbcA
OT HEKOPPEKTHO pa60Ta+ou.w1x NMOYTOBbIX NporpamMm. CTOpOHHI/IKI/I ncnpasneHna COOGLIJ,eHVIVI nnn goctaBkn B HEM3MEHHOM Buae
CyuUTaroT, 4YTO nonb3oBaTesi npeanoyvYnTaroT Mo4yYTy, KOTOpaA pa60TaeT BO BCe€X BO3MOXHbIX CUTyaUuUAX, U Ha 3TOM
HanpaseHNn MOXeT CyLeCTBOBaTb 3Ha4YUTEIbHOE OaBJieHNE pbliHKa. Ha NpakTuke gaBneHne pblHKa MOXEeT OKa3aTbCA bonee
CUNbHbIM ANA OoTAeNIbHbIX I'IpOVI3BO,CI,VITeJ'Iel7I, HeXernu Tpe6OBaHVIF| CTaHAapToB, HE3ABUCMMO OT Hannyna y CbVIpCbI peanbHbIX
pa3paboTymMKOB.
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Mpo6nembl, cBA3aHHbIE C HEKOPPEKTHBIM (hopmMaToM coobLleHnin, 060CTpUnUcL nocne BBeAEeHWs creumanbHbIX NPOTOKOMNoB
ANs yTeHuns (3arpysku) noutel ¢ cepsepos [POP2 [15], POP3 [16], IMAP2 [41], PCMAIL [42]). 3T npoTOKOMbI NogaepXunsatoT
ucnons3oBaHne SMTP B kauecTBe npoTokona nepefadqv (npepcraenexHvs coobuieHun) n cepepos SMTP ana TpaHcnauun
NoYTbl Ha XOCTbl KIMMEHTOB 3TMX NPOTOKOMIOB (KOTOPbIE 4YacTO HE UMEKT NPSMOro MOCTOSAHHOrO MoakmydeHuns K Internet).
McTopuyeckn MHOrMe M3 Takmx XOCTOB He NMoAAEepXKMBAKT YacTb MEXAHU3MOB U AaHHbIX, ucnonsdyembix SMTP (1 npoTokonom
nouTtoBbIX cpopmaToB RFC 822 [28]). HekoTopble MOryT He COXpaHATb 3HAYeHWe TeKyLlero BpeMeHu, ApYyrine He MOoHUMaroT
4YacoBbIX NOSICOB, TPETbWM HE 3HAOT CBOEr0 MMEHW W, KOHEYHO, HW OOUH M3 TakuX XOCTOB HEe MOXEeT yAOBNeTBOpATb TeMm
TpeboBaHUsIM, KOTOPbIe 3anoXeHbl B KOHLENUUIO 3aBepeHHblx agpecos RFC 822.

B otBeT Ha nosBneHve «ywepbHbix» knueHtoB SMTP MHorve cuctembl SMTP cenvac gononHutensHo obpabatbisatoT
CO0DOLLEHNs, NOMyYEHHbIE OT TaKMX KIMMEHTOB B HEMOJIHOM WM HEKOppPeKTHOM chopmaTe. Takasa crtpaterusi B obuiem criydae
npuemMmnema, korga cepBep MOXeT MAEHTUUUMPOBATb MMM ayTEHTUMUUMPOBATL KIMEHTa U MeXAy KIMEHTOM U CepBepoM
CyLLeCTBYeT NpeaBapuTenbHOE cornalleHne. Takoe pelleHne 3Ha4nTENbHO Mydlle No CPaBHEHMWIO C UCTIPaBEHNSIMU, KOTOpbIE
MOTyT BHOCWUTb CeEpBEPbl [OCTaBKUM WM TPaAHCNSUMU ANsi Mano3HakoMbIX WM COBCEM HEMW3BECTHbIX MNOfb3oBaTenen u
KIMMEHTCKUX MaLMH. MHorne 13 atux npobnem pelaroTcs 3a CHET UCNONb30BaHMSA OTAENbHOMO NPOTOKONA ANs NpeacTaBieHus
coobueHuit (tuna RFC 4409 [18]) B3ameH MCNoOnb3oBaHWUst AN 3TUX Lenen NcxoaHblx cepeepos SMTP.

Hwxe nepeuyncneHbl M3MeEHEeHUs, KOTOpble MOFyT ObiTb Mpu HeobxoouMOCTM BHeceHbl B obpabaTbiBaeMble coOOLLEHUS
oTnpaensaowmmMm (McxogHeiMm) cepeepamu SMTP nnm npu ncnone3oBaHum cepsepoB SMTP gns npeacrtaBneHnst NoYThbl:

¢ pobGaeneHune nons message-id Npu ero oTCyTCTBUN;
¢ pobaeneHve AaTbl, BPEMEHW U YACOBOTO Nosica Npu UX OTCYTCTBUY;
& KOppEeKTUpOBKa agpeca B COOTBETCTBUM C dpopmaToM FQDN.

Yem mMeHbLue VIH(bOpMaLI,I/II/I cepBep nMmeeT OT KnneHTa, TeM MeHee o4YeBUOHbl KOPPEKTUPOBKN U oonbLue OCMOTPUTESIbHOCTU U
KOHCepBaTM3Ma cnegyeT ucnosib3osaTtb Npu pacCMOTpeHUM BoNpoca O BO3SMOXXHOCTU U cnocobax KOPPEKTNPOBKK COO0O6LLEHWIA.
[MepeyncneHHble BbILE UBMEHEHUS HeaJonyCTUMO BbINOJTHATbE HA NPOMEXYTOYHbIX TPAHCNATOPAxX SMTP.

B nwbom cnyyae KOPPEKTHO peanu3oBaHHbIE KIMEHTbl, MNPEeAOCTaBMsOWME KOPPEKTHY MHopMaumio 6yayt umeTb
npeanoyTeHne npu KOPPEKTMpOBKe coobuieHnii cepsepamn SMTP. Bo Bcex cutyaumsix peKkoMeHayeTcs TuaTenbHO
OOKYMeHTUpOoBaTh (B NONSAX TPACCUPOBKM M/UNN KOMMEHTAPUSIX B 3arofioBKE) BHOCUMbIE CEPBEPOM U3MEHEHUS.

7. Bonpocbl 6e3onacHocmu

7.1. Be3onacHOCTb NO4YTbl U OOMaHKM

Mpupoga noutel SMTP He obecneunBaeT G6e30MacHOCTW, MNOCKOMbKy mobOOM nonb3oBaTenb MOXET  Hanpsmyro
B3aMMOAENCTBOBaTb C MPUHMMAKOWMM Wnu TpaHcnupylowmum cepBepom SMTP, cosgaBatb coobueHus n obmaHbiBaTb
NPOCTOAYLUHbIX MOofyYaTenen, nonarawwux, YTo 3TO Mo4vTa OT Koro-to apyroro. Co3gaHwe Takux coobLieHun, oGMaHHbIN
XapakTep KOTOpbIX He ObHapyxuBaeTcs, — 3agada bonee cnoxHas, HO BNOHE NOCUIbHANA ANSA NIOAEN C HYXXHBIMW 3HAHUAMU U
COOTBETCTBYOLLEN MOTUBauuen. CrnegoBaTenbHO, N0 Mepe MOBLILWEHUS YPOBHS 3HaHWA B cdpepe nouythl Internet yenoeek
HayMHaeT NoHumaTbk, 4To novta SMTP He MOoxeT OblTb 3aBepeHa Ha TPaHCMNOPTHOM YPOBHE, paBHO Kak He obecneunBaeTcs v
npoBepka LIENOCTHOCTM no4yTbl. PeanbHasi ©6e3onacHocTb Mo4YTbl obecneyMBaeTcsl TOMBbKO CKBO3HLIMW  MeETOoOaMMU,
BKMIOYAIOLLMMK KOHTPONS Tena coobLLeHus, UCMoNb3oBaHusl LncpoBbix nognucei (cm. RFC 1847 [43] u, Hanpumep, PGP' B
RFC 4880 [44] unn S/IMIME? B RFC 3851 [45]).

PasnuuHble cepBUCHbIE paclUMpeHns U KOHMUrypaumoHHble OnuMKn, KoTopble obecneynBaloT ayTeHTUdUuKkaumio Ha
TPaHCMOPTHOM YPOBHE (Hampumep, OT KnneHTa kK cepsepy SMTP), Heckonbko ynyywarT cutyaumuo. OgHako, B obLiem criyyae,
3TO OrpaHuyYMBaEeTCs ayTeHTUMKaumen ogHOro cepsepa ApYrM, BMECTO ayTeHTUMKaLuum BCerl LEMNOYKN TPaHCNATOPOB U
nonb3oBaTenew unu nofb3oBaTenbCkMX MalinH Ha cepepax. CrnegoBaTenbHO, MOKa 3T MeToAbl HEe AOMOMHEHbI aKKypaTHOWN
nepepayelnt OTBETCTBEHHOCTM B XOPOLUO CMPOEKTMPOBAHHOW cpede C OOBEPUTENbHbIMWU OTHOLUEHWUSMM, yHacnegoBaHHas
YyA3BMMOCTb TpaHCnopTHou cpedbl SMTP (N0 CpaBHEHWIO C MeXaHW3MaMWu CKBO3HOMO MCMOMNb30BaHWA LUMPOBLIX NOANUCEN)
OygeT coxpaHATbCS.

MonbITKK 3aTPyAHUTL NOMb30BaTENAM NOACTAHOBKY B NOfie 06paTHOro Nyt B KOHBEPTE M 3aronoBke From KOPPeKTHOro Yy»oro
afpec B3aMeH afpeca pearibHOro OTNpaBUTENS 3aBEAOMO OLMBOYHLI - 3TO 3aTPyAHSIeT paboTy NErMTUMHBIX NPUNOXEHWUN, B
KOTOpbIX MoyTa nepedaeTcss O4HMM Morib3oBaTenieM Mo npocbbe Apyroro WM OTKMMKM Ha owunbky (OOCTaBKy) AOSBKHbI
nepepaeaTtbcsa MO crieyvansHoMy agpecy (CUcTeMbl, KoTopble obecrieumBatoT Nonb3oBaTento yaobHble cnocobbl 3aMeHbl 3TUX
nonen AOnsi Kaxaoro cooOLLEHUss OTAENbHO, AOMKHbI ByAyT MblTaTbCs CO34aTb OCHOBHbIE UM MOCTOSIHHbIE afpeca MOYTOBbIX
ALWMKOB Arsi NoNb3oBaTeNeln B COOTBETCTBUM € NomnsiMuM Sender B reHepUpyeMbIx COOBLLEHNAX).

OTa cneuudukauma He paccmaTpyBaeT BOMPOChbI ayTeHTUdUKaLMK, CBA3aHHble B npoTokorioM SMTP, Ho nonesHas
(PYHKUMOHAMNbHOCTb HE MOXET YLLEMISATBCA B HAAEXAEe Ha HECYLLECTBEHHYIO 3almUTy NPoTUB hanbCcnuLMpoBaHHON MOYTHI.

7.2. CKpbITble Kkonuu - BC

B nepepaBaembix cepepy SMTP komangax RCPT moryT npucytcTBoBaTtb agpeca, No TeM Wnv MHbIM NPUYMHAM He yKa3aHHble
B 3arofioBke coobuieHus. [IByMs OCHOBHbIMW CrydasMu SIBSIOTCS MCMOMb30BaHME MOYTOBOrO ajpeca, Kak «aeToHaTtopa»
cnucka (oavH agpec npeobpasyeTcs BO MHOXECTBO aApeCcoB pearibHbIX nonyyarenen) n ckpbiTbix konun (blind copy — nnn be).
B Tex cnyuasx, korga mncnonb3yetcs 6onee ogHon komanabl RCPT 1 Bo n3bexaHne nogaBneHUst HEKOTOPbLIX (OYHKLMI 3TUX
MEeXaHU3MOoB, kKnneHTam u cepeepam SMTP He cneayeT konupoBaTb BeCb Habop aprymeHToB komaHabl RCPT B 3aronoBku, kak
YacTb TPACCMPOBOYHbIX MONEN, MHPOPMAaLMOHHBIX NOMEeN UNKU 3arofioBKOB YAaCTHOro paclumpeHus. NMockonbKy Ha npakTuke 3To
NPaBuIio YacTO HapyLLIaeTCs U ero BbIMOJIHEHNE HE MOXeT ObiTb obecrnevyeHo NpuHyaMTENbHO, nepeaarolme cuctemol SMTP,
KOTOpble 3HatT 00 MCNoNb3oBaHMM bcc, MOryT CHECTb MONE3HON Nnepeaady Kaxkaow CKpbITOM KoMK B OTAENbHOWM TPpaH3aKuun ¢
eanHcTBeHHom komaHgon RCPT.

'Pretty Good Privacy
2Secure/Multipurpose Internet Mail Extensions
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He cyuiectByeT Hepa3pbIBHbLIX OTHOLIEHWI Mexay obpaTHbIM (M3 komaHg MAIL, SAML u 1. n.) unu npsmeim (RCPT) agpecom B
TpaH3akuum SMTP (koHBepTe) M agpecamm B 3aronioBke. [NpUHMMAaKLMM CUCTEMAM He criegyeT MbiTaTbCs HaWTU Takue
COOTHOLLEHMSI U MCMNOMb30BaTb MX AN M3MEHEHWS1 3arofloBKOB C LIENbl [OCTaBkM coobLieHusi. [MonynsipHbid 3arofioBok
Apparently-to (Buoumo Ans) sABnseTca HapylweHMeM AaHHOro NMPUHLUMMA M XOPOLLO U3BECTHBIM Crydaem HenpegHamepeHHOoro
pasrnaweHus nHopmaLuun; He criegyeT Nonb30BaTbCA 3TUM 3arofioBKOM.

7.3. VRFY, EXPN, and Security

Kak obcyxpganock B naparpacde 3.5, otaenbHble canTbl MOryT 3abnokupoBaTtb ucnonb3oBaHue komaHa VRFY n EXPN u3
coobpaxeHun ©GesonacHocTM (cM. Hwke). Kak cnegyeT un3 ckasaHHOro Bbiwe, AnNA peanusauui, obecnevymBarowmx
BO3MOXHOCTb Takon GrTIOKMPOBKM, HEAOMYCTUMO MOKa3blBaTb, YTO OHU MOTYT NPOBEPSATL agpeca, He NpPoBepsas NX PaKTUYECKU.
Ecnn cant 6nokmpyet koMaHabl U3 coobpaxeHuin 6esonacHoctu, cepeep SMTP pormkeH Bo3BpalwaTh OTKIMK 252, a He kop,
KOTOPLIA MOXET BBECTU B 3abMyxaeHMEe OTHOCUTENBHO pesynbTaToB Bepudmkauum agpeca.

Bosepat koga 250 B oTtBeT Ha komaHgy VRFY nocne npoBepku nub CUHTakcuca komMaHAbl (a He ykasaHHoOro agpeca),
AIBNSIETCA HapylleHneMm 3Toro npaswuna. EcTecTBeHHO, 4TO peanusauun, «nogaepxusakowme» komaHgy VRFY, koTopble
Bceraa 6yayT BosBpallaTb OTKNIMK 550 He3aBUMCMMO OT KOPPEKTHOCTM adpeca, Takke HapyLualoT 3TO NpaBuIo.

B I'Iy6J'IVI‘-lHOIZ cetn Internet cogepXxmmoe CMMCKOB paccChifiku cTano nonynapHbIM NCTOYHUKOM MHopmaLmmn [o]¢] agpecax and
TaK Ha3blBaeMbIX «CrnamepoB».

Wcnonb3oBaHue komanabel EXPN gns «cbopa» agpecoB BbIHYAUNO agMUHUCTPATOPOB NPUHATL MEPbl MPOTUB HEAOMNYCTUMOrO
ncnonb3oBaHusa cnuckos. OgHako komaHabl VRFY n EXPN octatoTcs nonesHbIMn MHCTPYMEHTaMu Ans ayTeHTUULMPOBaHHbIX
nonb3oBaTenen 1 BHYTPY agMUHUCTPATUBHBIX AOMeHOB. CaWTbl, nogaepxusarLme ayteHTugpukaumio SMTP, moryT BeibpaTh
BapuaHT npefocTtaBneHus poctyna Kk komaHgam VRFY wn EXPN Tonmbko ayTeHTMdUMUMPOBAHHLIX MOfb30BaTenen.
PaspaboTunkam cnepyeT nogaepxmeatb komaHay EXPN, a cavitam cnepyeT GbiTb OCTOPOXXHBIMU MPU OLLEHKE BO3MOXHOCTU
yTeukM uHdopMauuu.

3anpet komaHgbl VRFY obecneunBaeT kakoe-nvbo noBbilleHNEe YpOBHSA 6e3onacHOCTW B 3aBUMCMMOCTM OT psiga Apyrux
ycnosui. Bo MHoOrmMx cnydasx Ty e MHOpMaLmnio 0 BanMgHOCTU aapecoB MOXHO MOMyYuTb U ¢ nomolsio komaHg RCPT. C
APYro CTOPOHbl, 0OCOBEHHO AnsA cny4yaes, KOrga rnpoBepka KOppekTHoCcTu agpeca Ans komanHg RCPT oTknagbiBaetca Ao
MOMeHTa nonydeHus komanabl DATA, mncnonb3oBaHne RCPT moxeT He gaTb Hukakon uHdopmauum, Ttorga kak VRFY c
BbICOKOW BEPOSITHOCTbIO 06ecneunT NpoBepKy KOPPEKTHOCTN agpecoB A0 reHepaumn OTKNvKa (CM. Bbille).

7.4. PemappyTtnsauma noytbl Ha oCHoBe OTKNMKoB 251 n 551

[o Toro, kak KNueHT ucnonb3yeT oTknukn 251 wmnu 551 Ha komaHay RCPT ans aBTomaTtudeckoro OGHOBREHUS CBOEro
nosegeHuns B byayLlem (KOppekTMpOBKa aApecHON KHUMM Monb3oBaTens), eMy crnegyet NpoBepuTb NOAMHHOCTL NepeaasLUlero
oTKNuK cepepa. OTKa3 OT Takol NPOBEPKN OCTaBMSIET BO3MOXHOCTb A4S OpraHM3auuy atak ¢ yd4actuem yenoseka (MITM').

7.5. PasrnaweHune nHcpopmaumm B aHoHcax

He npekpawatotca gebaTtel 0 nmpeumyllectBax (oTnagka) M HegocTaTkax (packpbiTve MHGOPMauuW) aHOHCMPOBaHWSA B
OoTKNukax Ha komaHay HELP mnHdopmaumm o Tune cepBepa n Homepe Bepcun (a B HEKOTOPLIX Criydasix U JOMEHHOro MMeHM).
Mone3HocTb 0TNaA0YHON MHAOPMALIMK HE Bbi3bIBAET COMHEHWI. Te, KTO BbICTYMaeT 3a COXpaHeHne ee JOCTYNHOCTMW, FOBOPST,
yTo nyywe OyaeT caenatb cepepbl SMTP Gonee 3alwmuieHHbIMKW, YeM HadesTbCA Ha TO, YTO COKpbITUE MHopmaumu GyaeT
noBbIWATL YpoBeHb 3awuThl. Cantam pekoMeHayeTcs NpuHMMaThb 3Ty Npobnemy BO BHMMaHve, a pa3paboTyuvkam cnegyeT
obecneymBaTb ANs CepBEPOB BO3MOXHOCTb MPEAOCTaBNEHNs MHOPMaLMM O TUNEe N HOMepPe BEpPCUM APYrnM XocTam.

7.6. PasrnaweHve nHcpopmaLum B Nossix TpacCUpPOBKU

B HekoTOpbIX 06CTOATENLCTBAX (HANPUMEP, NPy AOCTaBKe MOYTbI B MIOKaNbHOM CETWU, XOCTbl KOTOPOWM HEe MOAKMNIOYEHbI K Internet
HanpsimMyto), nons Tpaccuposkn (Received), BHOCMMbIE B COOTBETCTBUM C AaHHOW cneuudukaumen, MoryT cogepxartb umeHa
XOCTOB M Apyrylo nHdopmaumio, KOTopylo He cregyeT pasrnawartb. ObbluHO 3TO He co3gaeT npobrnem, HO ONsi CalToB C
BbICOKUMU TpeboBaHMAMM K BONPOCY pasrialleHns MMeH 3TO MOXET MMEeTb BaxKHOe 3HayeHue. [lononHuTenbHble onepaTtopsl
FOR Takxe cnegyeT Mcnonb3oBaTb C OCTOPOXHOCTLIO UMK HE MCMONb30BaTh COBCEM B TeX Cryyasix, KOrga MHOTOYMCIEHHbIe
nonyyartenu MoryT HenpegHaMepeHHO nepeaaTtb MHOPMaUmMIo 0 CKkpbITbiX nonydaTtensx (blind copy - bc) apyrum.

7.7. PasrnaweHune nHcgpopmaumm npm nepecbisike CoooLeHnN

Kak obcyxpanock B naparpade 3.4, ucnonb3oBaHue oTknukoB 251 nnu 551 gnsa ngeHtTudmkauum saameHbl agpeca, CBA3aHHOIo
C MOYTOBbLIM SALLMKOM, MOXET MPUBOAUTL K HEYMbILUNEHHOMY pasrnawleHnto uHdopmauun. CanTtel, AnNs KOTOPbIX 3TU BONPOCHI
UrpatoT BaXKHYIO POfb, AOMKHbI COOTBETCTBYHOLMM 06pa3om 3agaBaTh KOHUIypaLuuio CBOMX CEPBEPOB.

7.8. ConpoTuBneHune atakam

B nocnepHvne rogbl Habniogaetcs pocT uucna atak Ha cepBepbl SMTP B copme nOnbITOK MOMyyYeHus agpecoB Ans
npoBeAeHNs HeCaHKLMOHUPOBAHHBIX PACChINOK UK NOMNbITOK CPpblBa PaboTbl MOYTOBON CrYXObl (HaNpUMep, ataku Ha cryXobl
NPUKNagHoOro ypoBHA). XOTA M3ydeHMe Takux artak BbIXOAMT 3a npedenbl HacToswero craHgapra, Ana obecneyeHus
HopMarnbHOro OyHKLMOHMPOBAHUS OT cepBepoB TpebyeTcsi BO3MOXHOCTb AETEKTUPOBAHUS TakMxX aTak M MPUHATUS Mep Mo
cBoelt 3awmute. Hanpumep, ecnu cepsep obHapyxuBaeT nepegady 6onbuioro ymcna komang RCPT TO, no Gonblien yacTtu
WM NONHOCTBLIO BKIOYAIOLLMX HEKOPPEKTHbIE aapeca, pa3yMHbIM NoBeAeHUeM A5 cepeepa OyaeT 3aBeplueHVe coeANHEHUs C
reHepaumelnt COOTBETCTBYHLLEro KONMYecTBa OTKNMKOB 5yz (06bivHO 550).

7.9. CBob6opna pencreumn cepsepa SMTP

HeCOMHeHHO, 4YTO cepBep SMTP moxeT oTBepratb NO4YTy no noo6bIM aKcnnyaTtauMoHHbIM U TEXHUYECKUM MNpUdnHamMm,
CBSI3@aHHbIM C CanTOM cepsepa. O,D,HaKO TONbKO Koonepauua mexay canTamu n WHCTanndaunamMmmn aenaet BO3MOXHbIM
dyHKuMoHnpoBaHue Internet. Ecnn cantbl GygyT CrMILIKOM akKTMBHO WCMONb3oBaTb NpaBoO OTkasa OT npvema Tpadwka,

'a man in the middle - “yenoBek nocepeanHe».
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BO3MOXHOCTb AOCTaBKW MOYThbI (0AHa M3 BaxHbIX PyHKUMI Internet) CyLueCcTBEHHO MOHW3NTCS, NO3TOMY CriedyeT OCTOPOXHO U
B3BELUEHHO NPUHMMaTh PeLleHnst B 4acTu BOCNpUATUA (OTkasa) n obpaboTku Tpadmka.

B nocnegHue rogbl ncnonb3oBaHne (PyHKUUA TPAHCASLMU Ha CryYalHbIX caiTax CTano MPUMEHATbLCS Kak CMnoco0 COKPbITUS
WUCTUHHOIO MPOUCXOXAEHUs1 NOYThbl. HekoTopble calTbl B pe3ynbTate cTanu NpeaocTaBnaTh (PYHKUMW TpaHCASAUMM TOMbKO
M3BECTHbIM UNU UAEHTUMUMPYEMBbIM OTNpaBMTeENsM U paspaboTyrMkam cnegyeT obecrneymBaTh B NporpaMMax BO3MOXHOCTb
Takon punbTpaumun. Korga noyta oTrBepraeTcs nNo TeM UNM UHbIM MpuU4MHaMm, onpeaensieMblM MOMUTUKOW canTa, cnepyet
ncnone3oBatb kog 550 B oTknukax Ha komaHabl EHLO (unu HELO), MAIL unn RCPT.

8. Pecaucmpauyus e IANA

ArenTtctBO IANA nogaepxvBaeT Tpu peectpa, CBA3aHHbIX C AAaHHOW cneuundurkaumnen, Kaxabii U3 KOTOPbIX Obin OTKPLIT ANg
RFC 2821 vnu paHblie. B aToM AOKyMeHTe pacluvpeH TpeTuh peectp, Kak onucaHo Hwxe. CCbIfikM Ha peecTpbl AaHbl Ha
MOMeHT nybnukauum gokymeHTa; IANA He rapaHTMpyeT NOCTOSHHYI0 KOPPEKTHOCTL YKasaHHbIx URL. PeecTpbl BkntovaloT:

* [epsbii peectp (Simple Mail Transfer Protocol (SMTP) Service Extensions [46]) Bknto4aeT cepBUCHbIE pacLLUMPEHUS]
SMTP 1 cBsidaHHbIE C HUMM KIlOYEBbIe CIOBa, a Takke (Mpyu HeobXxoauMOCTH) KOMaHabl U UX napameTpbl. Kak cka3aHo
B naparpade 2.2.2, HM ofHa M3 3anvMcen 3TOro peecTpa He MOXeT HadmHaTbes ¢ X. 3anucu MoryT cosgaBaThbes
TONbKO ANS paclUMpPEeHUn cepBuca (M CBA3AHHLIX C HUMW KIMHOYEBLIX CIOB, MapamMeTpoB W KOMaHg), KoTopble
onpegeneHsl B cTaHaapTax unm akcnepumeHTanbHbix RFC, ogobpeHHbix IESG ans takux uenen.

* Bropoin peectp (Address Literal Tags [47]) comepXuT Tern, uaeHTUdULMPYOLWNE «OO0CIOBHbLIE» (hOPMbI 3anucu
OOMEHHbIX UMEH, OTnu4yHble oT agpecoB IPv4 (aTta dopma BkntoveHa B RFC 821 m HacTtoswyk crneuudumkauuio).
MepBasi 3anucb 3TOro peecTtpa oTHocutcst Kk IPvB (BknoyeHa B 3Ty cneuudmkaumio). Ons Mcrnonb3oBaHus
OOMOSTHUTENBHBIX BapMaHTOB «[AOCMOBHOrO» NpeacTaBneHusa TpebyeTca cTaHgapTusaumsi, KOTOPOW B HacTosuee
BpPEMS HET HU NSt OOQHOMO U3 HUX.

«  Tpetun peectp (Mail Transmission Types [46]), ocHoBaHHbIN RFC 821 n OGHOBMNEHHBIM AaHHOW cneuudukaumen,
COOEPXUT MOEHTUdUKATOPbl KaHamoB W MPOTOKOMOB, KOTOpPble MOMyT MCNOMb30BaTbCA B cybonepartopax via u with
TPaccupoBOYHBLIX CTPOK (3aronoBku Received:), onucaHHbix B naparpadpe 4.4. VgeHTudwmkatopbl KaHanoB U
MPOTOKOMIOB B [AOMOSIHEHME K YKas3aHHbIM B 3TOM cneuudukaumm MOryT PermcTpupoBaTbCsi TOMbKO MyTeMm
CTaHAapTM3auMn unm Yyepes akcnepmMeHTanbHble pacumperns npotokonos (RFC, ogobpeHHblie IESG). Pasmep atoro
NpoCTpaHCcTBa MMEeH AN uaeHTudukaumm He orpaHnyeH, IESG nogaepxunsaeT paclumMpeHme NpocTpaHCTBa C y4eTOM
YeTKOCTU AOKYMEHTUPOBAHWUS N OTNINYNSA METOAOB, HEXENU Ha OCHOBE NPEeANOYTUTENBHOCTM CaMUX METOAOB.
Jo6asnenbl nogpasgensl VIA link types (tunbl kananos VIA) n WITH protocol types (tunbel npotokonos WITH) ans
perncrtpauuu gononHutensHbIX nyHkToB (Additional-registered-clauses) B cootBeTCcBUM C onucaHHbIM Bbille. Peectp
OyneT BknovaTh UMA NYHKTA (clause), ero onncaHve, KpaTkoe ONMUCaHWe CUHTAKCMCa CBSA3AHHOW C MYHKTOM CTPOKM, U
CCbINKYy Ha MCTO4YHMK. 1o Mepe onpegeneHust HOBbIX MYHKTOB OHW MOFYT, B NpWHUMME, 3adaBaTb CO34aHuWe CBOMX
peecTpoB, ecnu 3HayeHus String cogepxaT 3ape3epBUPOBaHHbIE WNW KhYeBble crnoBa. Kak maeHTudukartopsbl
KaHanoB W MPOTOKOMOB, AOMOMHUTENbHbIE MYHKTbl MOMYT PEerMcTpMpoBaTbCs TOMbKO MyTeM CTaHAapTUsauum vnu
pa3paboTkM aKCnepuMMeHTanbHOro nNpoTokona, AokymeHTupoBaHHoro B RFC n opobpeHHoro IESG. lNpoctpaHcTBO
UMeH [OMOSIHUTENbHBIX MYHKTOB MNpeAHa3HayeHo AN uaeHTudukauum u He orpaHnyeHo no pasmepy. ESG
nogaepXxvBaeT pacluMpeHne NpPoCcTpaHCTBa C y4ETOM YETKOCTM AOKYMEHTUPOBAHWS MYHKTOB, pearnbHOro NpuMeHeHms
UM CcepbesHblX MPeAnochbIfioK ANs MCNOMb30BaHUS U OTANYMA MYHKTOB, HEXENW Ha OCHOBE MPeAnoYTUTENbHOCTU
CBOWCTB CaMM1X NYHKTOB.

B pononHeHve k ckazaHHOMY OTMETVM, YTO MPU CO3[4aHWM HOBbIX TPACCMPOBOYHbIX MONEN 3arofioBKOB (T. €., B AOMOJNHEHNE K
Return-path n Received) atn nona pomkHbl gobaBnsatbca B peectp IANA, cospganHbin BCP 90 (RFC 3864) [11] onsa
ucnonssoBaHuns ¢ RFC 5322 [4].

9. bnazodapHocmu

MHoxecTtBO ntogen BHecno Bknag B nogrotoBky RFC 2821 n otmeveHo B TOM AoKyMeHTe. B HacToswem fokymMeHTe peaakTop
1 coobuecTBo AomkHbl nobnarogapute Dawn Mann n Tony Hansen 3a nomoLLb B My4nTENbHOM NpoLecce pefakTMpoBaHUs u
npeobpas3oBaHns JOKyMEHTa U3 OHOro hopmarta B ApYron.

Hun gaHHbIn gokymeHT, HM RFC 2821 He yBuaenu 6bl ceeTa 6e3 yyacTtusa u npoHuuartensHoctn Jon Postel. Ero Bknag BkntoyaeT
n ncxogHyto cneundmkaumo SMTP B RFC 821. 3HaunTtenbHas yactb Tekcta RFC 821 coxpaHeHa B HacTOsILLEM [LOKYMEHTE,
Hapsiay C UCXOA4HBLIMU NpUMEpPaMK, KOTopble Bbinun crierka OGHOBMNEHBI C Y4ETOM U3MEHEHUIA B cnieuudmrkauum.

MHorve nioay BHECNM CBOM KOMMEHTapUn 1 NPeAnoxXeHns Yepes CNUCKN pacchinok Uy B NMCbMax aBTopy. BaxHble nonpasku
N pasbsCHEHUS NPeanoXxunn MHOXeCTBO niogen, Bkntoyas Matti Aarnio, Glenn Anderson, Derek J. Balling, Alex van den
Bogaerdt, Stephane Bortzmeyer, Vint Cerf, Jutta Degener, Steve Dorner, Lisa Dusseault, Frank Ellerman, Ned Freed, Randy
Gellens, Sabahattin Gucukoglu, Philip Guenther, Arnt Gulbrandsen, Eric Hall, Richard O. Hammer, Tony Hansen, Peter J.
Holzer, Kari Hurtta, Bryon Roche Kain, Valdis Kletnieks, Mathias Koerber, John Leslie, Bruce Lilly, Jeff Macdonald, Mark E.
Mallett, Mark Martinec, S. Moonesamy, Lyndon Nerenberg, Chris Newman, Douglas Otis, Pete Resnick, Robert A. Rosenberg,
Vince Sabio, Hector Santos, David F. Skoll, Paul Smith n Brett Watson.

PaboTa anpektopoB HanpaBneHus - Lisa Dusseault, Ted Hardie n Chris Newman - nomorna Ha4aTb 1 3aBepLUNTb NOATOTOBKY
3TOM cneundmKaumm, BbIMOSTHEHWIO 3TOW 3adayy MOMOTr U CheuuanbHbI KOMUTET - BCE OHU 3acnyXuBaroT GnarogapHoCcTu.
YUneHamun atoro komuTeTa Obinu (B andasutHom nopsigke) Dave Crocker, Cyrus Daboo, Tony Finch, Ned Freed, Randall
Gellens, Tony Hansen, asTop gokymeHTa un Alexey Melnikov. Tony Hansen Takke BbINONHAN OYHKLUUM PYKOBOACTBA CNMcKamu
pacchbIfioK NpyY pacCMOTPEHNM ATOro AOKYMeHTa, 6e3 ero ycunuii He yaanocb 6bl 6ecnpucTpacTHbIvi U cbanaHCMpOBaHHbIN yyeT
BCEX NPEANOXEHUI; ero TeprnenmMBOCTb 3acCNy>XMBaeT OTAENbHON GnarogapHoOCTu.

10. Jlumepamypa

10.1. HopmaTuBHbIE AOKYMEHTbI
[11 Postel, J., "Simple Mail Transfer Protocol", STD 10, RFC 821, August 1982.

35 www.protocols.ru


http://www.protocols.ru/

SHUMKNonegus ceTeBbIX MPOTOKONOB MepeBog RFC 5321

(2]
(3]
(4]
(5]
(6]

(8]

(7]
8]
9]
[10]

(1]

Mockapetris, P., "Domain names - implementation and specification", STD 13, RFC 1035, November 1987.

Braden, R., "Requirements for Internet Hosts - Application and Support", STD 3, RFC 1123, October 1989.

Resnick, P., "Internet Message Format", RFC 5322", October 2008.

Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119', March 1997.

American National Standards Institute (formerly United States of America Standards Institute), "USA Code for Information
Interchange”, ANSI X3.4-1968, 1968.

ANSI X3.4-1968 has been replaced by newer versions with slight modifications, but the 1968 version remains definitive for
the Internet.

Crocker, D. and P. Overell, "Augmented BNF for Syntax Specifications: ABNF", STD 68, RFC 5234, January 2008.
Hinden, R. and S. Deering, "IP Version 6 Addressing Architecture", RFC 4291, February 2006.
Newman, C., "ESMTP and LMTP Transmission Types Registration", RFC 3848, July 2004.

Klensin, J., Freed, N., and K. Moore, "SMTP Service Extension for Message Size Declaration", STD 10, RFC 1870,
November 1995.

Klyne, G., Nottingham, M., and J. Mogul, "Registration Procedures for Message Header Fields", BCP 90, RFC 3864,
September 2004.

10.2. [lononHuTenbHasa nutepartypa

[12]
[13]

(14]
[19]

[16]
(171
(18]
[19]
(20]

(21]

(22]

(23]

[24]

[25]
(26]
[27]
(28]
[29]

(30]
[31]

(32]

(33]
(34]
[35]

[36]

Partridge, C., "Mail routing and the domain system", RFC 974, January 1986.

Klensin, J., Freed, N., Rose, M., Stefferud, E., and D. Crocker, "SMTP Service Extensions", STD 10, RFC 1869,
November 1995.

Klensin, J., "Simple Mail Transfer Protocol", RFC 28212, April 2001.

Butler, M., Postel, J., Chase, D., Goldberger, J., and J. Reynolds, "Post Office Protocol: Version 2", RFC 937, February
1985.

Myers, J. and M. Rose, "Post Office Protocol - Version 3", STD 53, RFC 1939, May 1996.

Crispin, M., "INTERNET MESSAGE ACCESS PROTOCOL — VERSION 4rev1", RFC 3501, March 2003.
Gellens, R. and J. Klensin, "Message Submission for Mail", RFC 4409, April 2006.

Freed, N., "SMTP Service Extension for Command Pipelining", STD 60, RFC 2920, September 2000.

Vaudreuil, G., "SMTP Service Extensions for Transmission of Large and Binary MIME Messages", RFC 3030, December
2000.

Freed, N. and N. Borenstein, "Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message
Bodies", RFC 2045, November 1996.

Klensin, J., Freed, N., Rose, M., Stefferud, E., and D. Crocker, "SMTP Service Extension for 8bit-MIMEtransport", RFC
1652, July 1994.

Moore, K., "MIME (Multipurpose Internet Mail Extensions) Part Three: Message Header Extensions for Non-ASCI| Text",
RFC 2047, November 1996.

Freed, N. and K. Moore, "MIME Parameter Value and Encoded Word Extensions: Character Sets, Languages, and
Continuations", RFC 2231, November 1997.

Vaudreuil, G., "Enhanced Mail System Status Codes", RFC 3463, January 2003.

Hansen, T. and J. Klensin, "A Registry for SMTP Enhanced Mail System Status Codes", BCP 138, RFC 5248, June 2008.
Freed, N., "Behavior of and Requirements for Internet Firewalls", RFC 2979, October 2000.

Crocker, D., "Standard for the format of ARPA Internet text messages”, STD 11, RFC 822, August 1982.

Wong, M. and W. Schlitt, "Sender Policy Framework (SPF) for Authorizing Use of Domains in E-Mail, Version 1", RFC
4408, April 2006.

Fenton, J., "Analysis of Threats Motivating DomainKeys Identified Mail (DKIM)", RFC 4686, September 2006.

Allman, E., Callas, J., Delany, M., Libbey, M., Fenton, J., and M. Thomas, "DomainKeys Identified Mail (DKIM)
Signatures", RFC 4871, May 2007.

Moore, K., "Simple Mail Transfer Protocol (SMTP) Service Extension for Delivery Status Notifications (DSNs)", RFC 3461,
January 2003.

Moore, K. and G. Vaudreuil, "An Extensible Message Format for Delivery Status Notifications", RFC 3464, January 2003.
Postel, J. and J. Reynolds, "File Transfer Protocol", STD 9, RFC 959, October 1985.

Kille, S., "MIXER (Mime Internet X.400 Enhanced Relay): Mapping between X.400 and RFC 822/MIME", RFC 2156,
January 1998.

De Winter, J., "SMTP Service Extension for Remote Message Queue Starting”, RFC 1985, August 1996.

MepeBoa 3TOro flOKyMeHTa UMeeTcs Ha caiiTe www.protocols.ru. lpum. nepes.
2lMNepeBop 3TOrO AOKYMEHTa UMeeTCs Ha canTe www.protocols.ru. [llpum. nepes.

36 www.protocols.ru


http://www.protocols.ru/
http://www.protocols.ru/
http://www.protocols.ru/

MNepeBoa RFC 5321 SHUMKNoneausa ceTeBbIX NPOTOKOOB
[37] Hansen, T. and G. Vaudreuil, "Message Disposition Notification", RFC 3798, May 2004.

[38] Elz, R. and R. Bush, "Clarifications to the DNS Specification", RFC 2181, July 1997.

[39] Nakamura, M. and J. Hagino, "SMTP Operational Experience in Mixed IPv4/v6 Environments", RFC 3974, January 2005.
[40] Partridge, C., "Duplicate messages and SMTP", RFC 1047, February 1988.

[41] Crispin, M., "Interactive Mail Access Protocol: Version 2", RFC 1176, August 1990.

[42] Lambert, M., "PCMAIL: A distributed mail system for personal computers", RFC 1056, June 1988.

[43] Galvin, J., Murphy, S., Crocker, S., and N. Freed, "Security Multiparts for MIME: Multipart/Signed and
Multipart/Encrypted", RFC 1847, October 1995.

[44] Callas, J., Donnerhacke, L., Finney, H., Shaw, D., and R. Thayer, "OpenPGP Message Format", RFC 4880, November
2007.

[45] Ramsdell, B., "Secure/Multipurpose Internet Mail Extensions (S/MIME) Version 3.1 Message Specification", RFC 3851,
July 2004.

[46] Internet Assigned Number Authority (IANA), "IANA Mail Parameters”, 2007, <http://www.iana.org/assignments/mail-
parameters>.

[47] Internet Assigned Number Authority (IANA), "Address Literal Tags", 2007, <http://www.iana.org/assignments/address-
literal-tags>.

lpunoxxeHue A. TpaHcnopmHbIl cepauc TCP

CoeavnHennst TCP nogoepxuBatoT nepegady 8-6uTtoBbix 6anToB, a faHHble SMTP npeacraenstoT cobon 7-6UMToBbIE CUMBOJIbI
ASCII. Kaxgbii cumBon nepepaetcs B 8-6uToBOM GainTe C HyneBbiM 3HayeHvem ctapliero 6uta. CepBUCHbIE pacLUMpPEHUs
MOTYT U3MEHSITb 3TO NPaBWUO U paspellaTb nepegayvy 8-6MTOBbIX GAWTOB ANS COAEPKUMOrO COOGLLEHWUIA UMK, €CRN MPUHATHI
cneunanbHble Mepbl 419 3TOro, KoMaHzg 1 oTknukos SMTP.

lpunoxeHue B. NeHepayusi komaHO SMTP u3 nonet 3azonoeka RFC 822

HekoTopble cucTeMbl MCMONb3YOT pasgen 3aronoBkoB (M Tonbko ero) RFC 822 B npoTokonax npeAcTaBneHus noythbl, a B
ocCTanbHbIX crny4yasax reHepupytoT komaHabl SMTP Ha ocHoBe 3aronoskoB RFC 822, koraa takne coobuieHuns nepegatorca ALl
(MTA) ot areHtoB MMA (MUA). MockonbKy npoTokon B3ammopencteuss AL — TMIMA aBnsieTca 4acTHbIM M He 3agaeTcs
craHgaptamu Internet, B Takux criyyasix MOryT Bo3HMKaTb npobnemMbl. Hanpumep, nosTopstowmecs npobnembsl MOryT BO3HMKaTb
npu obpaboTke Konuin bcc M nepepacnpeneneHun CnMckoB, Korga MHGopMaums, NOTEHUMANbHO OTHOCALLASCS K MOYTOBOMY
KOHBEpPTY, He oTAensaeTcsa B npouecce o6paboTkn oT MHOpMaLMM U3 3arofIoBKOB U HE XPaHUTCS OTAENbHO OT Hee.

Arentam [MMNA pekomeHayeTca npegoctaenate cesoemy nepsomy AN (submission client) koHBepT oTAENBbHO OT COOOLLEHMS.
OpHako, ecnm KOHBEPTLI HE NOAAEPXKMBAIOTCS, crneayeT reHepupoBaTbh komaHabl SMTP, ncnonb3ysa npMBeAeHHbIe NpaBuna:

1. Kaxabim agpec nonyyatenst us nonen 3aronoeka TO, CC, BCC cnepyeT konupoBaTtb B komaHay RCPT (reHepupys, npu
Heo6XxoaMMOCTU, HYXKHOE YUCMO KOMUI COOBLLIEHNsT ANS NOMeLLEeHNs B odepeab unu gocraeku). Cioga BKIoYalTCcs Bce
appeca, nepeyncrieHHble B «rpynne» RFC 822. Bce nonss BCC cnepyeT yaansite u3 3aronoBkoB. [Mocrne 3aBepLueHus
Takon obpaboTKM OCTaBLUMECH MONSA 3arofioBKOB criedyeT NpoBepuTb, YToDObl yoeanTbes, YTo ocTtanock XoTs 6bl 0gHO
none TO, CC wnu BCC. lpu oTtcytcTBMM cnepyeT noMecTuTb B 3aronoBok none BCC 6e3 gononHuTenbHown
MHdOpMauun, Kak ykasaHo B pabote [4].

2. Appec Bosspata B komaHge MAIL cnepyeT (N0 BO3MOXHOCTWM) MoOfyyYaTb M3 CUCTEMHOM wuaeHTUdUKaunm
npeacTaBnAloWero MoyvTy (fokanbHOro) nomb3osBatens wnu u3 noms  From:. [pyu [OCTYNnHOCTM  CUCTEMHOW
naeHTudnkaumm, 3T gaHHbIe cneayeT Takke KonMpoBaTh B nore 3aronoska Sender, ecnv nHdopmauus oTimyaeTcs ot
agpeca B none From (Bce umetowwmecs nonsa Sender crnegyeT yaanutb). CucteMa MoXeT No3BONATb NpeAcTaBnsoWmnM
noyTy Monb3oBaTensM nepenucbiBaTb agpec Bo3BpaTa B KOHBEPTE, HO MOXHO OrpaHu4MTb AOCTYN K 3TOMY TOMbKO
NpUBUNErMpoBaHHbIMK Nomnb3oBaTensmMn. ATo He NpedoTBpaLLaeT NoAMEHbl MOYTOBbIX aApecoB, HO OCIOXHSIET TaKyto
noameHy (cm. naparpad 7.1).

Mpn TakoM ucnonb3oBaHuu areHToB ALl OHWM HecyT OTBETCTBEHHOCTb 3a KOPPEKTHOCTb MNepedaBaeMoro CoOOLLEHUS.
MexaHu3m npoBepkn KOpPPEKTHOCTU M obpaboTka (Mnu BO3BpaT) COOOLLEHWUA, HEKOPPEKTHOCTb KOTOPbIX OOHapyxeHa no
npubbITUK, ABRAOTCA YacTbio MHTepdenca AAIMN — MMNA (MUA-MTA) 1 He paccmaTtpuBatloTcst B JaHHOW crieundukaumu.

MpoTokon npeacTaBneHMsl NoYTbl, OCHOBaHHbIM Tonbko Ha ctaHaapte RFC 822, HegonycTtuMo Mcnonb3oBaTth Ha LUMo3ax 13
apyrux (He SMTP) noytoBbix cuctem B cpegy SMTP. [lononHutenbHble AaHHbIe AN KOHCTPYMPOBaHUS 3aronoBkoB TpebyeTca
nony4aTb U3 HEKOTOPbLIX UCTOYHUKOB B APYroi cpefe (AONOSNHUTENbHbIE 3arofioBKU UITN KOHBEPT).

MonbiTkn nepefasaTb COOOLEHMA 4Yepes3 LNio3bl, UCMONb3yA TOnbko nona 3arornoBka To m Cc GyayT npuBoauTb K
BO3HVMKHOBEHUIO MOYTOBBLIX NETenb M APYruM HapyleHusam B paboTe noytoBon cuctembl Internet. Otm npobnembl OyayT
BO3HMKaTb 0COBEHHO 4acTo B cryyasix OTNPaBkM COOOLLEHUA Yepes CNnckK paccbinku Internet n npu acnpegeneHny noytsbl B
YyXue cpefbl C UCMOoNb3oBaHMEM MHGOpPMaunM u3 KoHBepTa. Koraa npu nepechbinike Takux COOBLLUEHWUIA YYMUTBIBAOTCA TOMBKO
3arorioBKku, BO3HUKHOBEHME NOYTOBbIX NeTenb obpaTHo B cpeay Internet (M Ha MOYTOBbLIE CMMCKM) NOYTU HEU3BEXHO.

lMpunoxenue C. Mapwpymbi Source Route

WUcTtopuyeckn none <reverse-path> copepxano B source routing CNMCOK MPOMEXYTOYHbIX XOCTOB U MMsi MOYTOBOrO SLMKa
oTnpasutens. Mctopudeckn, nepsbiM B crnucke <reverse-path> ykasbiBanca xocT, nogaswwuii komaHgy MAIL; cerogHs He
crneayeT 1MCNonb30BaTb MapLUpyThl source route B o6paTtHom nyTu. [Nogo6Ho atomy none <forward-path> MoxeT 6bITb CUCKOM
XOCTOB source routing n agpeca nonydyatens. OgHako, B obliem cnyyae, B none <forward-path> cnepyeT Bknto4yatb TONbKO
NMOYTOBLIA SALLMK MU OJOMEHHOE MMsI MonyyaTensi, oTAaBas pelleHne 3adayn MapLupyTvM3aumm noyTbl Ha oTkyn cucteme DNS.
Mcnonb3oBaHue siBHbIX MapLUpYTOB ocyxaaeTca (cM. [MpunoxeHne F.2) - xoTs cepsepbl U AONXKHbI ObiTb FOTOBbLI K NOMYYEHUIO
n obpaboTtke Takmx mapwpytoB (cm. 3.3 u MNpunoxenue F.2), knneHTaMm He cnepyeT nepefaBaTtb SBHblE MapLUPYThl U 3TOT
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naparpac BkmoYeH B crneundukaumio ToNbko AN obecneyeHns npeemcTBeHHOCTM. [aHHasa cneumdurKaums HEeCKOmMbKo
otnnyaetca ot RFC 821 gna npegoTtepalleHns AeNCTBUW CepBepoB, NPUMBOAALLMX K MyTaHuue nocrneayllmne cepsepbl U
KIMWEHTOB, KOTOPbIE HE OXMOAIKT NOMHOW peanu3auun source route.

Ons uenen TpaHcnAuMKM NpPAMON NyTb MOXET ObiTb MaplpyToMm source route B popme @ONE,@TWO:JOE@THREE, raoe
ONE, TWO, THREE AonXHbl ObiTb NOMHLIMA AOMEHHLIMU MMeHaMK. Takas cdopma Mcronb3yeTcs Anst Toro, YToObl MOXHO
ObINo oTNMUMTL agpeca OT MapuwpyTtoB. [loyToBbI AWMK (B gaHHom crniydae, JOE@THREE) npepctaenset cobon
abContoTHBIN agpec, a MapLUpyT - MHOpMaLUMIO ANA OCTaBKW. ATU MOHATUA He crieayeT nyTaTh.

Mpn ncnonb3oBaHum source route TpebosBaHma RFC 821 v npvBeAeHHbIV HWXKE TEKCT BCTyMawT B MPOTMBOpEYME B 4acTu
MexaHu3Ma co3gaHua u obHosreHus npsmoro nytu. Cepsep SMTP, goCTUrHYTBIN NO MapLIpyTy source route (Hanpumep, ero
AOMEHHOE MMS NOSBNSAETCS NepBbiM B CIMCKE MPSMOro MyTW), AOJDKEH YAanuTb CBOe AOMEHHOe MMS U3 NpAMbIX NyTen, rae
3TO MMS NosABNSAeTCs, OO0 MNEPechbikiM COOOLLEeHNS M MOXeT yAanuTb BCl ocTanbHylo uHdopmaumio source route. B
COOTBETCTBMU C AAHHOWN crneundmrKaumen cepsepy He crieayeT MeHATb 06paTHLIN NyTb.

OTMeTUM, 4TO MpsiIMOW M obpaTHbIA NyTU MOSIBMSIOTCA B KOMaHAax U oTknukax SMTP, HO He sBnsloTCA HeoOGXoaMMbIMY B
coobLeHum (T. e., HET He0BXOAMMOCTY BKMIOYEHNSI TaKUX NyTeW N 0COBEHHO ONUcaHHOro 34eck CMHTakcuca B nons To:, From:,
CC: u 1. n.). N Haobopot, ona cepsepoB SMTP Heponyctumo nony4aTe uHOpPMaULMIO Ha OCHOBE 3TMX MONew npu
OKOHYaTenbHOW AoCTaBke COo0LLEeHNS.

Korga, HecMOTps Ha NpuBedeHHbIE Bbille PeKOMeHAaLun, CIMCOK XOCTOB MPUCYTCTBYET, 9TOT CMUCOK SBMSETCH «obpaTHbIM»
MapLUpyTOM source route 1 nokasbiBaeT, YTO NoYTa TPpaHCNMpoBanach Yepes Kaxabli XOCT B cnucke (MepBbIM B CMUCKE yka3aH
nocnegHun No BpeMeHn TpaHCnaTop). OTOT CMMCOK UCMONb3YyeTCs Kak source route aAnsg Bo3spaTa OTNpaBUTENIO YBEAOMIEHN
0 HEeBO3MOXHOCTM [ocTaBku. Ecnv B HapylieHve npuBeAeHHbIX 34eCb PEKOMEHAAUMIA XOCT-TpaHcnsaTop nobaenseT cebs B
Hayano cnucka, oH AOJIKEH NCMNoNb30BaTb NMsi, KOTOPOE M3BECTHO B TPAHCMOPTHOW cpeae, Kyaa TpaHCnupyeTcs noyTa, a He B
cpege, oTkyda nodyta noctynuna (ecnvm 3atm MMeHa pasnuyaiTcd). OTMeTMMm, YTO Takme CUTyauum MOTryT C FerkoCTbio
BO3HMKaTb M3 CNy4yaeB, Korga HEKOTOpble TpaHCNUpyloLme XocTbl 400aBns0T CBOM MMEeHa B obOpaTHbIi NyTb source route, a
Apyrve He AenaroT 3TOro, co3gaBas paspbiBbl B MApLUPYTHOM crvcke. OTO Apyras npuymMHa, no KOTOpPOW cepsBepaM npu
HeobxoaMMOCTN Bo3BpaTa CcoobLleHus criedyeT MOMHOCTbI0 MFHOPMPOBaTb Source route M MPOCTO UCMONb3oBaTb AOMEH,
ykasaHHbI B Mailbox.

lpunoxeHue D. CyeHapuu
B 3TOM npunoXxeHWn npuBEOEHO HECKONbKO MPUMEPOB MOSMHbLIX cueHapueB ceaHcoB SMTP. 3Hnakom C: obosHavaeTcs
oTnpaBuTtens (knueHT SMTP), a 3Hakom S: - cepep SMTP.

D.1. CueHapun TunoBon TpaH3akumu SMTP

PaccmatprBaembiii HUXe npyvMep MokasbiBaeT nepepadvy coobuieHus, otnpaBneHHoro Cmutom (Smith) ¢ xocta bar.com
appecatam Jones, Green, Brown Ha foo.com. MNpegnonaraetcs, 4to bar.com koHTakTupyeT ¢ foo.com Hanpsimyto. MNoyta ans
Jones n Brown NpUHUMaeTCAd, a Green He MeeT NoYTOBOro ALNKaA Ha foo.com.

S: 220 foo.com Simple Mail Transfer Service Ready
EHLO bar.com
250-foo.com greets bar.com
250-8BITMIME
250-SIZE
250-DSN
250 HELP
MAIL FROM:<Smith@bar.com>
250 OK
RCPT TO:<Jones@foo.com>
250 OK
RCPT TO:<Green@foo.com>
550 No such user here
RCPT TO:<Brown@foo.com>
250 OK
DATA
354 Start mail input; end with <CRLF>.<CRLF>
Blah blah blah...
.etc. etc. etc.

250 OK
QUIT
221 foo.com Service closing transmission channel
D.2. ueHapr npepBaHHOW TpaH3aKuuu SMTP
220 foo.com Simple Mail Transfer Service Ready
EHLO bar.com
250-foo.com greets bar.com
250-8BITMIME
250-SIZE
250-DSN
250 HELP
MAIL FROM:<Smith@bar.com>
250 OK
RCPT TO:<Jones@foo.com>
250 OK
RCPT TO:<Green@foo.com>

ananounnunnnaonl) LornoNOALOLAROALALROLLLNL LA
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550 No such user here

U)OU)OU)

RSET

250 OK

QUIT

221 foo.com Service closing transmission channel

D.3. CueHapui c TpaHcnsaumen
Otan 1 - OTnpaBuTens — TpaHCNAATOP.

XocT-oTnpaButens 3anpawuBaer y DNS panHble ang XYZ.COM (agpec nonydatens)) u nonyyaet 3anucu DNS MX,
yKasblBaloLLMe Xyz.com, kak Hambonee npeanovTuTenbHbIA XOCT, a foo.com - kak HaumeHee npegnoyTUTenbHbIA. OTNpaBuTenb
nbliTaeTca COeaAMHUTBCSA C XyZ.COm, HO TepnuT Heyaady. Toraa OH opraHu3dyeT coeAvHeHue ¢ foo.com, cueHapuin koToporo
rnokasaH HUuxe:

(nomooononooonmnmomommmmmom

220 foo.com Simple Mail Transfer Service Ready

EHLO

bar.com

250-foo.com greets bar.com
250-8BITMIME

250-SIZE

250-DSN

250 HELP

MAIL FROM:<JQP@bar.com>

250 OK

RCPT TO:<Jones@XYZ.COM>

250 OK

DATA

354 Start mail input; end with <CRLF>.<CRLF>
Date: Thu, 21 May 1998 05:33:29 -0700
From: John Q. Public <JQP@bar.com>

Subject: The Next Meeting of the Board

To:

Bill:

Jones(@xyz.com

The next meeting of the board of directors will be
on Tuesday.

John.

250 OK

QUIT

221 foo.com Service closing transmission channel
OTtnn 2 - Tpchnmop — XOCT nonyyaTens

Xoct foo.com, nonyymswnii coobeHve, 3anpawmsaet y DNS gaHHble gna xyz.com. OH nonyyaeT Takon e Habop 3anucein
MX, HO He MOXeT Mcnonb3oBaTb HKU CBOWM agpec, HY NboK agpec U3 Cnucka, KOTOpbIA MeHee NPeANOYTUTENEH, MO CPaBHEHUIO
¢ xyz.com. Torga TpaHCNATOP OpraHM3yeT COeANHEHME C XyZ.com:

nonoooooooooOOoOOOnOnOOnOnQn

220 xyz.com Simple Mail Transfer Service Ready

EHLO foo.com

250 xyz.com is on the air

MAIL FROM:<JQP@bar.com>

250 OK

RCPT TO:<Jones@XYZ.COM>

250 OK

DATA

354 Start mail input; end with <CRLF>.<CRLF>

Received: from bar.com by foo.com ; Thu, 21 May 1998
05:33:29 -0700

Date: Thu, 21 May 1998 05:33:22 -0700

From: John Q. Public <JQP@bar.com>

Subject: The Next Meeting of the Board

To: Jones@xyz.com

Bill:
The next meeting of the board of directors will be
on Tuesday.

John.

250 OK
QUIT
221 foo.com Service closing transmission channel

D.4. CueHapuM npoBepKU U nepenayu

220 foo.com Simple Mail Transfer Service Ready

U)(DU)OU)

EHLO

bar.com

250-foo.com greets bar.com
250-8BITMIME
250-SIZE
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S: 250-DSN

S: 250-VRFY

S: 250 HELP

C: VRFY Crispin

S: 250 Mark Crispin <Admin.MRC@foo.com>
C: MAIL FROM:<EAK(@bar.com>

S: 250 OK

C: RCPT TO:<Admin.MRC@foo.com>

S: 250 OK

C: DATA

S: 354 Start mail input; end with <CRLF>.<CRLF>
C: Blah blah blah...

C: .etc. etc. etc.

C: .

S: 250 OK

C: QUIT

S:

221 foo.com Service closing transmission channel

lpunoxxeHue E. [Jpy2ue sonpockbl, cesizaHHbIe CO WI/I03aMu

B obuem cnyyae, wniozam mexay Internet n ApyrvMu NoYTOBLIMM CUCTEMaMK cneAyeT MbiTaTbCs COXPaHWUTb CEMaHTUKY npu
nepepave COOGLLLGHI/IH yepes rpaHuuy Mexay AByMa noYToBbIMU CUCTEMaMW. UJJ'IPO3bI, KOTOpbl€e NbITATCA caenaTb «BbIPE3KN»
nytem otobpaxeHusa (Hanpumep, nepegadya MHMOPMaLUM M3 KOHBEpPTa OOHON Cpefbl B 3arofloBOK UMW Teno coobLleHus B
apyron cpepe), B obuwem criyyae He MoryT obecneuntb Tpebyemoro ypoBHs nepegayunm wHpopmaumn. Cuctemsl,
TpaHcnupylowme Mexagy cpefamu, KoTopble He MOryT nogdepXvBaTb OAHOBPEMEHHO KOHBEPTbI M 3aronoBky noutsl Internet,
AOMXKHbI MOHUMATb, YTO B TaKMX Cryyasix NoTepst HEKOTOPON MHAOPMaLIMK NPaKTUYECKN HensbexHa.

lpunoxeHue F. OmMeHeHHbIe 803MoxHocmu RFC 821

HekoTopble BoamoxHocTn RFC 821 npu3aHaHbl npobnematuyHbiMU U MX He crneayeT 1cnosnb3oBaTth B noyte Internet.

F.1. KomaHaa TURN

Ota komaHga, onucaHHaa B RFC 821, 3aTparvBaeT BaxHble acnekTbl 6e30MacHOCTW, MOCKOSIbKY B OTCYTCTBME XXECTKOM
ayTeHTUdMKaLMM ONA XOCTOB, 3anpallvBalolLnMX CMEHY pOriei KIMeHTa U cepBepa, Takyld KOMaHAy MOXHO C FErkocTblo
ucnonb3oBaTb Ans nepeagpecaumn noyTbl. Mcnonb3oBaHWe 3TOM KOMaHAbl ocyaaeTcs u cuctemam SMTP He cnepyet
npuMeHsTb ee 6e3 ayTeHTUdUKaLNK KNNeHTa CepBEPOM.

F.2. 3apaBaemas oTnpaBuTenieMm mapLipyTusaums

RFC 821 ucnonb3yeT KOHUENLUIO IBHOTO 3aaHusi MapLipyTa OTnpaBuTenem Anst JOCTaBKU NOYTbl C OQHOTO XOCTa Ha Apyrown
yepe3 MPOMEXYTOUHbIE TpPaHCNATOPbl. HeobxoaMMocTb MCNONb30BaHWS TakoW MapLupyTusauun B ob6bl4HOM MoyTe oTnana
nocne nosienexHns B DNS 3anucen MX. CyliecTBeHHbIV BKNag B 0TKa3 OT TakoW MapLupyTu3aummn BHec gokymeHT RFC 1123, B
COOTBETCTBMM C KOTOpPbIM TOCfe cuMBona @ B agpece [OOIMKHO YKasbiBaTbCsl MonHoe pfAomeHHoe wums (FQDN).
CnepoBaTenbHO, eOUHCTBEHHOM MPUYMHON NOAAEPKKM source route siBNsSieTcst MHTeponepabenbHOCTb CO CTapbiMU KITMEHTaMuU
SMTP wnnu arentamm MUA, a Takke oTnagka noytoBbiX cucTteMm. OgHako Takasi MapLupyTmM3aums MoxeT OblTb nornesHa npu
BO3HMKHOBEHWM CEpbEe3HbIX NPO6GNemM BpEMEHHOIO xapaktepa (Tuna peneBaHTHOCTM 3anuceri DNS).

Cepsepbl SMTP pomkHbl npofgonkaTb BOCNPUSTUE CMHTaKCMca source route B COOTBETCTBUM C [aHHOW creumdukaumen un
RFC 1123. MNpn HeobxoaumMocTn cepsBepbl MOFYT UTHOPMPOBATL SBHblE MapLUPYThbl, NCMONb3YyA U3 agpeca TOMbKO JOMEHHOE
ums. Npu ncnonb3oBaHuM source route coobLleHVEe AOMKHO MepechinaTtbCa B MEpBbIA yKasaHHbIM B agpece AOMeH. B
YacTHOCTK, AN CepBepoB HeAO0NYCTUMO COKpaLlleHMe MapLupyTa source route.

KnueHtam He cneayeTt ucnonb3oBaTb ABHYHO MapLllipyTu3auuio 3a WUCKMKYEeHMEM HeLwTaTHbIX cmyau,mﬂ TMna oTnaaku,
noTeHunanbHom TpaHcnAauum B ob6xop, 6paH/J,May3p0B nnn cny4aes BO3HUMKHOBEHUA KOH(bI/IpraLI,VIOHHbIX owmnbok.

F.3. KomaHOa HELO

Kak 6bino ykasaHo B naparpadax 3.1 u 4.1.1, cneayeT oTaaBaTtb npeanoyvTTeHve komange EHLO, Hexenu ycrapeslien
komaHae HELO. CepBepbl BOonmXHbI NpyHMMaTh 1 06pabaTtbiBaTb koMaHabl HELO ona nogaepxku ctapbiX KIMMEHTOB.

F.4. #-nutepanbl

B RFC 821 ykaszaHa BO3MOXHOCTb 3afaHus agpecoB Internet ¢ momoLlblo OEeCATUYHOrO NPEeACTaBreHWs HoOMepa XocTa C
npedwukcom #. Ha npaktuke c nosiBneHnem TCP/IP akTyanbHOCTb Takoro npefcraBrneHusi Obina ytpadeHa. B HacTosiwee
BpPEMSs 3TOT BapuaHT OCyX4aeTcsi U He[oNyCTUM 41151 UCMNOMNb30BaHMS.

F.5. QaTtbl n roabl

Mpwn BkNtoYeHUN knueHtamu n cepsepamm SMTP 3HauyeHuin gatel B cooblieHusa (Hanpumep, B Mons TPAcCUPOBKU) AOSMKHO
ucnonb3oBaTbCA 4-3HayHoe npeacTaBrieHve ropa. [Byx3HayHOe npeacTaBlieHMEe OCYXKOAEeTCs, a TPEX3HAaYHOe HWKorda He
Jonyckanoch B MOYTOBbIX cucTemax Internet.

F.6. lononHuTenbHble KOMaHAbI NPAMON Nepeaayu

B pononHeHve Kk cneuudukauum MexaHu3ma [OCTaBkM COOOLWEeHWI A B MO4YTOBble AWMKM nonb3oBaTtenen, RFC 821
obecneymBaeT fob6aBoYHbIE KOMaHAbI AN NPSMON AOCTaBKM COOOLLEHMI Ha KOHCOMb nornb3oBaTens. OTu komaHabl (SEND,
SAML, SOML) wcnonb3oBanucb B peanu3auusx AOCTaTOMHO peaKko, a W3MEHEHWst B TEXHOMNorMu paboumx cTaHuuMn wu
nosiBNeHne Apyrux NpOTOKOMOB MOTYT NMPUBECTM K MONHOMY 3abBEHMI0 3TUX KOMaHZ Aaxe Npu UX NoAAepXKKe B NporpaMMax.
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MNepeBoa RFC 5321 SHUMKNoneausa ceTeBbIX NPOTOKOOB
KnneHtam He cnepyet npepoctaenaAte ycnyrn SEND, SAML unu SOML, HO cepBepbl Mx MOryT peanu3oBatb. [lpu
peanusauun 3Tux crnyxb cepBepoM AOJMKHA UCMONb3oBaTbCA MoAenb, npuBedeHHast B cneuudukauum RFC 821, a umenHa
KOMaH AoMmkKHbI NybnvkoBaTbcs B OTKNMKe Ha komaHay EHLO.
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