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lMpotokon POP3 u IMAP

POP3 (Post Office Protocol Version 3) u

IMAP (Internet Message Access Protocol) — npoTokonbl
NPUKAAAHOIO YPOBHA, UCMO/Ib3yeMble KNNeHTaMU
3N1EKTPOHHOM MOoYTbl ANA NOAYYEHMA NOYTbI C YAA/IEHHOTO

cepBepa.
POP3 IMAP
110/TCP 143/TCP,

995/TCP (POP3 over SSL)

993/TCP (IMAP over SSL)

[lpegnonaraetT 3arpy3ky nucem
KINEHTY

[Mo3Bonaet paboTaTb C IMCbMaMM Ha
cepsepe

[MpoCTOM U MMHUMANNCTUYHDBIN

[MpOABUHYTbLIN N CNOXKHbBIN ANA
peanmsauunm




[MpoTtoKkon POP3: ucropua m ctraHaapTtbli

1988 Co3aaHune POP3, RFC 1081
O6HoBneHune B RFC 1225 (1991), 1460 (1993),
1725 (1994), 1939 (1996)

1994 POP3 AUTHentication command, RFC 1734
1998 POP3 Extension Mechanism, RFC 2449

2007 The Post Office Protocol (POP3)
Simple Authentication and Security Layer (SASL)
Authentication Mechanism ©"7 "

2011 Use of SRV Records for Locating Email
Submission/Access Services, RFC 6186 i



CocToaAHMUA ceaHca

ABTOpM3auuA
KaneHT npoxoaut npouenypy AyTeHTUdGMKaumnm
TpaH3aKuuAa

KnnenT nony4yaet MHPOPMALIMIO O COCTOAHUN
NOYTOBOrO ALWMKA, MPUHUMAET U YAANAET NOUTY

ObHoBNeHue

CepBep yaansaeT BblIbpaHHble NMCbMa U 3aKpbIBaeT
coeAuHEHMne



KomaHabl kameHTa POP3: USER mn PASS

[...]S telnet localhost 110

Trying 127.0.0.1...

Connected to localhost.

Escape character 1s '7]"'.

+0K POP3 localhost v7.59 server ready
USER melanie

+0OK User name accepted, password please
PASS toybox

+0K Mailbox open, 0 messages

QUIT

+0OK Sayonara

Connection closed by foreign host.



RomaHabl KhneHta POP3: STAT v LIST

STAT (Konn4yecTBo NUcem, o6 0O6bem B BanTax)
+OK 2 802
LIST (NUCTUHT coobuweHnin: Homep, o6 BbeEM)

+0OK Mailbox scan listing follows
1 355
2 465

LIST 1 (Homep coobuleHua n ero obvem B HamTax)
+0K 1 355
LIST 3

—ERR No such message



RomaHabl KhneHta POP3: RETR

RETR 5 (HOmep nepeaaBaemoro coobLueHus)
+0K 296 octets
Return-path: <noreply@inosmi.ru>

Recelved: from [195.230.73.2] (port=49278
helo=m2.rian.ru)

by mx54.mail.ru with esmtp

id 1JCR-60-00; Fri, 09 May 2008 00:10:31 +0400
From: noreply@inosmi.ru
To: undisclosed-recipients: ;
Subject: test message
Message-Id: <2008050820.C8B3336C7C9@inosmi.rian.ru>
Date: Fri, 9 May 2008 00:10:14 +0400 (MSD)

This 1s a test message



RomaHabl KhneHta POP3: TOP

TOP 5 0 (nepepayva 3aronoBKoB coobuleHmnAa n 0 HavyaNbHbIX
CTPOK CamMOro nmcbma)

+0K Top of message follows
Return-path: <noreply@inosmi.ru>

Recelved: from [195.230.73.2] (port=49278
helo=m2.rian.ru)

by mx54.mail.ru with esmtp

id 1JCR-60-00; Fri, 09 May 2008 00:10:31 +0400
From: noreply@inosmi.ru
To: undisclosed-recipients: ;
Subject: test message
Message-Id: <2008050820.C8B3336C7C9@inosmi.rian.ru>
Date: Fri, 9 May 2008 00:10:14 +0400 (MSD)



RomaHabl KaneHTa POP3: DELE n RSET

LIST
+0K Mailbox scan listing follows
1 377
2 387
3 396

DELE 1 (oTmeyvaeT coobLueHme KaK yaaneHHoe)
+0K Message deleted

LIST

+0OK Mailbox scan listing follows

2 387

3 396



KomaHabl KaMeHdTa POP3: UIDL

LIST
+0OK listing follows
1 370
2 371
3 370

UIDL

+OK UID listing follows
1 37cabbcb0000009

2 37cabbcb0000000a

3 37cabbcb0000000b

DELE 1

+0K Message deleted
QUIT

LIST
+0OK listing follows
1 371
2 370

UIDL

+OK UID listing follows
1 37cabbcb0000000a

2 37cabbcb0000000b
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PacwupeHua nportokona POP3

APOP — 3auwumuieHHaa aBTopmsauma
<1896.697170952@dbc.mtview.ca.us>—3T0 timestapmp

tanstaaf —3TO NapPOJib

mdb (<1896.0697170952@dbc.mtview.ca.us>tanstaaf) =
cd4c9334bacbho0ecc979e58001b3e22fb

B okHe TepmKnHana 31o byaeT BbIrNAAeTb TaK

+0K POP3 server ready
<1896.697170952@dbc.mtview.ca.us>

APOP mrose c4c9334bac560ecc979e58001b3e22ftb
+0OK maildrop has 1 message (369 octets)
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[lporokon IMAP

CepBep cnocobeH aHanM3MpoBaTb coobLleHmne: BblAENATb
3a/JaHHble NONA 3aro/I0BKa U pa3bupaTtb CTPYKTYpY Tena
coobuieHus.

CepBep HE OO0/1KEeH 6I'IOKV|pOBaTb AWLNK HA BpeMA CeaHCa.

[poToKON NpeanonaraeT B OCHOBHOM paboTy nonb3oBaTenen
C MOYTOBbIMU ALLMKAMM HEMOCPEACTBEHHO Ha cepBepe.

[lonyckaeTcs nepapxmyeckoe pacrnonoKeHme noUYToBbIX
ALLMKOB B KaTasiorax n Ux nogxkataaorax.
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Aunarpamma coctoaHuu IMAP

(1) CoepnHeHmne 6e3 npeasapuTenbHON ayTeHTUdUKaUMK (oTKAnK OK)

(2) CoepuHeHmne c npeaBapuTenbHOM ayTeHTUdUKaumen (oTkank PREAUTH)

(3) CoeanHeHme otBeprHyTo (OTKAMK BYE)

(4) YcnewHoe 3aBepwieHmne KomaHabl LOGIN nan AUTHENTICATE

(5) YcnewHoe 3aBeplieHmne KomaHabl SELECT nam EXAMINE

(6) BoinonHeHne Komanabl CLOSE, nnm HeypgayHaa komaHaa SELECT nam EXAMINE
(7) BoinonHeHmne KomaHabl LOGOUT, 3aKpbiTUE cepBepa, UK NPepbIBaHUE

COEANHEHNA | WUcxoZHoe coeMHeHWe M NOATBEPXAeHWe CO CTOPOHbI CepBepa |

1 2 3

CocTofAHMe De3 ayTeHTUhHKaL UK

7 ‘ y v ;

AyTeHTUdMKauMA NpoeeaeHa |«

R

7 Bbibop npou3sBeaeH
\ 4 7y v

“ 3aBeplUeHUE W 3aKpbITHE |




INBOX — MoyTOBbIN ALMK K/IMEHTA
NO YMOJZIYaHUIO Ha3bIBaeTCA.

UIDVALIDITY — yHMKanbHbIN
NAEHTUPUNKATOP NOYTOBOTO ALLMKA;

PaboTa ¢ MHOXXeCTBOM MOYTOBbIX SILLIUKOB, PACMONOMKEHHbIX, BOSMOXHO,
Ha pa3HbIX cepBepax.

Mepapxmnyeckoe pacrnonoKeHme no4YToBbIX AWMKOB B KaTasorax n ux
nogkKartasiorax. Katasor He moxeT 6bITb BbibpaH KomaHaon SELECT .,



ATpUOYTbI COOOLLLEHUI

UID — 32-6UTHbIN KOA, cOObLLEeHUS

UID coobueHna He 4ONKHO U3MEHATLCA B Npeaenax Ceccum

[MopaaKoBbIM HOMeEpP coobLeHUs

B TeueHume ceccum AoNyCTUMO U3MEHEHME NOPSAAKOBOrO HoOMepa coobuieHunn

dnarn coobLieHnsn

\seen coobleHne NPoYUTaHo

\answered Ha coobueHne oTnpasaeH OTBET
\flagged COObLEHME OTMEYEHO KaK «BaXKHOE»
\deleted CoObOLEeHME OTMEYEHO KaK yaaNeHHoe
\draft coobLleHne oTMeYEHO KaK YepPHOBUK

\recent Brnepseble NOABUN/IOCb B AWLMNKE B XO4€E TEKVLLI,EIZ ceccnum
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KomaHabl

* OK 1MAP4revl V12.250 server ready

al login alex drums

al OK LOGIN completed

a2z status i1nbox (messages recent unseen)

* STATUS 1nbox (MESSAGES 1 RECENT O UNSEEN O0)
az OK STATUS completed

a3 status newbox (messages uldnext unseen)

* STATUS newbox (MESSAGES 1 UNSEEN O UIDNEXT 2)
a3 OK STATUS completed

a4 logout

* BYE shadrach.smallorg.org IMAP4revl server
terminating connection

a4 OK LOGOUT completed
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KomaHAabl

a2 SELECT INBOX

* 2 EXISTS

* 1 RECENT

* OK [UIDVALIDITY 936033227] UID wvalidity status
* OK [UIDNEXT 3] Predicted next UID

* FLAGS (\Answered \Flagged \Deleted \Draft
\Seen)

* OK [PERMANENTFLAGS (\* \Answered \Flagged
\Deleted \Draft \Seen)] Permanent fs

* OK [UNSEEN 2] first unseen message 1n
/var/spool/mail/alex

a2 OK [READ.WRITE] SELECT completed
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KomaHAabl

KomaHmas!, ponycTuMmele npmu KomMaHIEH
JIIOOOM COCTOSIHMM CeaHca HeayTeHTUOULIMPOBaAHHOTO

IMAP COCTOSIHUS
CAPARILITY STARTTLS
NOOP LOGIN

LOGOUT AUTHENTICATE
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KomaHAabl

KoMaHIOsI

ayTeHTUQULMPOBAHHOTO KoMaHnH BEHOGPaHHOTO
COCTOSHMNA COCTOSITHUST
SELECT CHECK
EXAMINE CLOSE
CREATE EXPUNGE
DELETE SEARCH
RENAME FETCH
SUBSCRIBE STORE
UNSUBSCRIBE COPY

LIST UID

LSUB

STATUS

APPEND
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