19.04.2015

S+1<0 Eweé Cnepytowuii 6nor»

XNA, C#, ASP.NET ...: Hawen yacTb nepeBoga Bittorrent cneundukavmm

Cospatb 6ror

Bowitn

XNA, C#, ASP.NET ...

naTHuua, nonsa 06, 2007

Hamren vacts nepeBoga Bittorrent crienuUKaIun

Cneuugpukayusi npomokona Bittorrent v1.0

Onpepenexue

BitTorrent (kpaTkoe onucaHue Ha wiki.theory.org) — aTo peer-to-peer npotokon nepegaymn carnos
pa3paboTtaHHbii Bpamom KoaHom (aHrn. Bram Cohen). Bbl moxeTe noceTtutb ero caunt [1]. BitTorrent
paspabatbiBancs Ansa obneryeHust obmeHa dannamy mexay nonb3oBaTensiMn B CETH.

Lenb

Llenb aToit cneundukaumm — nogpobHoe [OKyMeHTUpoBaHve cneuvdukaumm npotokona BitTorrent
Bepcun 1.0. CTpaHuua cneumdumkaumm npotokona y bpama [2] onuckiBaeT ero Tonbko B 06LLMUX
yeptax, 6e3 nogpobHoI AeTanu3aumm HEKOTOpbIX Bellen. Hageemcs, Y4To 9TOT [OKYMEHT CTaHeT
chopmanbHou cneumdukalmen, HanmcaHHon B 4OCTYMHOM BUAE, C OAHO3HAYHBIMU TEPMUHAMU, U
KOTOpPbIA MOXET ObITb MCNOMNb30BaH kak OCHOBA AN 06CYXAEHUsI U OCBOEHUs B ByayLueMm.

[lokyMeHT npegHasHadeH Anst UCMonb3oBaHusa 1 nogaepxaxus ero BitTorrent-coobuecTsom
paspaboTyunkos. MpurnaluaeM Kaxaoro BHECTU BKMag B HEro, C NMoHUMaHUeM, YTO ero CoaepXumoe
npegHa3HayYeHo Ansi NpefocTaBneHus CBEAEHU O TEeKyLLEeM MPOTOKOSEe, KOTOPbIN yxe
UCMONb3yeTcs B GOMbLLIOM KOMMYECTBE CYLLECTBYIOLMX Peanu3aumii KIIMEHTOB.

[lnsa 3as9BOK 1 NpeanoXeHnin, NpocneaynTe, NnoxanymncTa, Ha CTpaHWULy NOYTOBOWM PaCChINKU.
O6nacTb onucaHusa

OTOT AOKYMEHT OTHOCUTCS K nepBol Bepcum (T.e. Bepcum 1.0) cneumdukaumm npotokona BitTorrent.
B HacTosiLLee Bpemsi OH kacaeTcs CTPyKTypbl torrent-cpaiina, peerwire-npotokona (MpoTokona cBs3n
mexay nupamu), u cneumdukaumm HTTP/HTTPS npotokona Tpekepa. OnncaHusi HoBbIX PeBU3NIA
KaXkgoro npoToKona AoMmKHbI BbITb U3MOXEHbI HA X COBCTBEHHbIX OTAENbHBIX CTPaHUUax, a He
34echb.

CM. Takxe

e http://www.bittorrent.org/protocol.html — OduumanbHas cneundrkaums npoTokona.

e http://wiki.theory.org/BitTorrentWishList — Cnucok noxenaHuii paspaborymkam n
KOHEYHbIM MONb30BaTENsAM.

e http://wiki.theory.org/BitTorrentTrackerExtensions — OnucaHne pasnuyHbIX pacLUMpeHui
B npoTokone Tpekepa, KOTopble cernyac NUCMonb3yTCs.

CornaweHus

B 9TOM JOKYyMEHTE eCTb HECKOMNbKO COrnalleHunid, UCNonb3yemMblX ANs NnpeacTaBneHnst tHopmaumm
B JTAKOHWYHOW M O4HO3HA4YHOM hopme.

e up (aHrn. peer coy4acTHUK) U krueHm (aHrn. client): 3aoecb, nup — 310 Ntobon
BitTorrent-knueHT, NpuHMMaroLuiA yyacTve B pasgade. KnueHm — 3TO TOXe nup, HO B
[aHHOM criyyae, Tak HasblBaeTcst cam BitTorrent-knueHT, 3anyLleHHbI Ha nokanbHOM
KomnbloTepe. Yutatenu aTon cneumdurkaumm MoryT gymaTtb o cebe, kak o knueHme,
KOTOPbIN COEANHSIETCA C MHOXECTBOM MUPO8.

o KyCOK (aHrn. piece) n 6rok(anrn. block): 30eck, KyCOK UMeeT OTHOLLEHWE K NopLmm
CKa4eHHbIX aHHbIX, ONMUCaHHON B haiinie MeTafaHHbIX, KOTopasi MOXeT ObiTb npoBepeHa
SHA1-xewemM. brok — nopumst AaHHbIX, KOTOPYH KAUeHm 3anpaluvBaeT y nupa. [isa nnu
bonee 6r10k08 06pa3yOT LEMbINA Ky COK, KOTOPbIA MOXET ObiTb MPOBEPEH.

http://gregsparrow.blogspot.ru/2007/07/bittorrent-v1.html
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e cmaHOapm de-chakmo: Bonblune Bnoku TekcTa, HabpaHHbIe Kypcug8oM, yKasbiBaloT Ha
06LLENPUHATBIE NPaBuna B pasnuyHbIX peanusauusx BitTorrent-knueHToB, koTopble
cunTalTCs cTaHhapToM Ae-hakTo.

YT06bl MOMOYb APYrMM HATV HEAABHUE USMEHEHUS!, CAENaHHbIE B 9TOM [JOKYMEHTe, noxanyiicTa,
cAenavite Hagnexaiym obpasom 3anucb 06 9TOM B fore nameHeHui (aHrn. change log) (nocnegHuiA
pasgen). OHa fomkHa codepxaTb KpaTkyto (T.€. B O4HY CTPOYKY) 3anuncCh MO KaX[oMy BaXXHOMY
U3MEHEHWNI0, CAenaHHOMy BaMu B JOKYMEHTE.

Bencoding

Bencoding (b-koaunpoBaHve) — 3To cnocob onncaHus 1 opraHusaummn faHHbIX B KpaTkoM dopmare.
OH nopaepxXvBaeT criegytolme Tunbl: 6aToBble CTPOKK, LEnble YnCna, CNUCKKU U CIIoBapu.
GanToBbIe CTPOKU

BaiiToBble CTPOKU KOAMPYHOTCS CreayoLwmum obpasom: <dnuHa cmpoku npedcmasieHHasl 8
decssmuyHou cucmeme cyucrneHuss ASCII>:<cmpokogbie 0aHHbIe>

Ob6patnTe BHUMaHWE, YTO HET ONPeAEenéHHOro Ha4yanbHOro Y KOHEYHOrO OrpaHUYUTens.
Mpumep: 4:spam npeacTtasBnseT cTpoky "spam”

uernble yucna
Llenble umMcna kogmpytoTcs cneaytowmm obpasom: i<yesioe yucsio npedcmasrieHHoe 8 decsamuyHol
cucmewme cyucrneHusi ASClI>e

HavanbHoe i 1 3aBeplialoLLee e ABNATCS HavYanbHbIM 1 KOHEYHBIM OrpaHu4mTensmMun. Bel moxete
KoaMpoBaTh oTpuLATeNbHbIE Yucna, Hanpumep i-3e. Henbs cTaBuTb B Hayane 4ucna Hosb,
Hanpumep i04e. OgHako, 3anvch i0e SBNSEeTCA NpaBUMbHON.

Mpumep: i3e npeactaensiet yncno "3"

TMPUMEYAHWE: MakcumarbHoe Yncro GUTOB 3TOro Liefioro TOYHO He yCTaHOBIEHO, Ho obpaboTka
€ro Kak 3HaKoBOro 64-6utHoro Lenoro yncna obsisatenbHa Anst 06paboTkm "GonbLumnx dannos” B
_torrent, paamepom 6onee uem 476.

CMUCKU
Cnivcku kogupytoTesa cnefytolmm obpasom: I<bencoded-OaHHble>e

HavanbHoe | n 3aBepliaroLlee e ABnATCA HavalnbHbIM U KOHEYHBIM OrpaHUYuUTENAMN. Cniicku MoryT
coaepxaTtb niobble U3 bencoded-Tunos, Bkntovas Lenble Yncna, CTpPOKW, crioBapu, n gpyrme crnmcku.

Mpumep: 14:spam4:eggse npeacTaBnseT CNUCOK U3 ABYX CTpok: [ "spam”, "eggs" ]

crnoBsapu
CnoBapv kogupytoTcs cneaytowmm obpasom: d<bencoded-cmpoka><bencoded-anemeHm>e

HavanbHoe d 1 3aBepLuatoLLiee e ABNSATCS HavanbHbIM Y KOHEYHBIM orpaHnduTensmu. Obpatute
BHVMaHWe, YTO KIoun A0MkHb! BbiTb bencoded-cTpokamu. 3HaveHust MoryT ObiTb NnobbiMu
bencoded-Tnamm, BkMoYas uenblie Yncna, CTPOKWU, CAMCKN, U Apyrue cnosapu. Knoym JOmKHbI
6bITb CTPOKaMW U NpeaCcTaBneHbl B OTCOPTUPOBaHHOM Buae. COpTUPOBKY crieayeT Aenatb C
nomoLLblo GUHApHOro, a He "ecTecTBEHHOro" (andaBUTHO-UMMPOBOro), CPaBHEHNS.

Mpumep: d3:cow3:moo4:spam4:eggse npenctaensieT crnosapsb { "cow" => "moo", "spam" =>
"eggs” }

Mpumep: d4:spamli1:a1:bee npegctaBnsiet cnosapb { "spam” =>[ "a", "b" ]}

Mpumep: d9:publisher3:bob18:publisher.location4:home17:publisher-
webpage 15:www.example.come

CTpykTypa chanina metagaHHbIX

Bce paHHble B dhaiine meTafaHHbIx (aHrn. metainfo file) Haxonsatcst B bencode-cdopmarte. MNMogpobHoe
onucaHusa bencode-chopmaTa npuBeeHo BbiLLe.

Copepxumoe davina metTagaHHbix (paclumpenne dpanna — ".torrent") — 310 bencoded-cnosapb,
KOTOPbI COAEPXUT NEPEeUNCIIEHHbIE HUXKE KItoYn. Bce CTpoKoBbIX BENUYMHBI 3akoampoBaHbl B UTF-
8.
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¢ info: CnoBapb, KOTOpPbI onucbiBaeT dann(bl) ToppeHTa. ECTb ABE BO3MOXHbIX (hOpMbI:
nepsasi — Ans cny4vasi ¢ 'ogHo-haiinoBbIM' TOppeHTOM, 6e3 CTPYKTYpbl AUPEKTOPWIA;
BTOpast — Ans 'MHOro-annoBoro’ ToppeHTta (CM. NoapoBHOCTY HUXKeE).

« announce: Announce-URL (aHrn. announce nybnukosaTtb, 06bABNATL, AaBaThb 3HATb)
Tpekepa (CTpoka).

¢ announce-list: (OnunoHanbHO) 3TO paclumpeHne oduumanbHON cneumdukaumm (obpaTHo-
coBmecTuMoe). Kntoy ncnonb3yeTcs Ans cnucka pe3epBHbIX Tpekepos. MonHoe
onvcaHne MOXHO HaWlTh 30echb.

e creation date: (OnuvoHanbHO) [laTa co3gaHnsa ToppeHTa, B cTaHAapTHOM dopmarte
UNIX-Bpemenn (Lenoe 4ncno cekyHa HauunHas ¢ 1-Ans-1970 00:00:00 no UTC).

¢ comment: (OnunoHanbHO) TeKCTOBbI KOMMeEHTapuii B cBoGoAHOM hopme OT aBTopa
(cTpoka).

o created by: (OnunoHanbHO) IMs 1 Bepcusa nporpammbl, KOTopasi ucnonb3oBanack Ang
cospaHus torrent-cpanina (ctpoka).

CnosBapsb Info
OTOT pasgen cogepXut nonsi, oblime Ans obomx pexrmoB: "ofHo-gannoBoro” n "MHoro-
darinosoro”.

¢ piece length: Paamep kaxgoro kycka B Gaitax (uenoe).

e pieces: CTpoka, cocTaBneHHas obbeanHeHnem Bcex 20-6anToBbIX 3HAa4EHWUI (MO OfHOMY
Ha kaxabli kycok) SHA1-xeLwen (6aiToBasi cTpoka).

e private: (OnuuoHanbHO) 3TO None ABNSeTCsA LenbiM YucnoM. Ecnv oHo ycTaHoBneHo B
3HaveHve "1", knueHT OBA3AH coobLate 0 CBOEM NPUCYTCTBUM U NOMyYaTb CNUCOK
nupoB TONTbKO ¢ nomoLublo TpekepoB, nepedncrieHHbIx B dpairne metagaHHbix. Ecnn
none yctaHoBrneHo B "0" unu BoobLue oTCyTCTBYET, KIMUEHT MOXET Mofy4vaTb CMMCOK
NMPOB ApyruMun cnocobamu, Hanpumep ¢ nomolbio PEX o6meH nupamu, DHT. 3gecsb,
"NpuBaTHbIA" MOXHO YMTaTb KaK "Ge3 BHELUHUX UCTOYHMKOB Cnucka nupoB".

o [IPUMEYAHME: 370 onucaHvie sBnsieTcs "3arnyLwKkon”, HEKOTopble C HUM He
cornacHbl. Micnonbayiite ero Ha CBOW CTpax 1 pUCK.
http://www.azureuswiki.com/index.php/Secure_Torrents — onpeneneHve u3
azureus-BUKW.

* Kpome Toro, criefyet oTMETUTb YTO, €CNW Aaxe 3TO Nose U UCMOoNb3yeTcs Ha
NpaKkTUKe, OHO He SIBMSAETCS YacTbio ouULManbHON crneumydukaumm.

Info B ostHO-(paiiyTIoOBOM peskuMe
B cnyyae ogHo-thainoBoro pexuma, crnoapb info cooepxut cnenyoLyo CTpYKTypy:

¢ name: va danna. OHo ABNSETCA YUCTO pekoMeHAaTeNbHbIM. (CTpoka)
« length: Pasmep caiina B 6antax (uenoe).

¢ md5sum: (OnuuoHanbHO) 32-CMMBONbHasA LWeCcTHaAUaTepuyHas cTpoka
cootBeTcTBYytOWasa MD5-cymme darnna. OHa He ncnonb3yetcsa B BitTorrent, Ho
BKITHO4AETCS HEKOTOPbIMU NporpaMmMamMu A COBMECTUMOCTM.

Info B MHOTO-(ailsI0BOM pexrumMe
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B cnyyae MHoro-¢hainnoBoro pexvMa, crosapb info cogepxut cregyoLLyo CTPyKTypy:

¢ name: VIMs AnpekTopuun, B KOTOPOWN codepatcs Bee annbl. OHO SBNSETCSH YUCTO
pekoMeHaaTenbHbIM. (string)

» files: Cnucok croBapei, No o4HOMY Ha Kaxabivi chavin. Kaxablin crioBapb B 9TOM CriMcke
COAEPXKUT CriefytoLmne KIoym:

¢ length: Paawvep caiina B 6aitax (uenoe).

¢ md5sum: (OnunoHanbHo) 32-cMBONbHAs LWeCTHagLaTepuyHas cTpoka
cooTBeTcTBYloWas MD5-cymme ¢haiina. OHa He ncnonb3yetcs B BitTorrent,
HO BKITOYAETCS HEKOTOPbIMM NporpaMMamMu Ansi COBMECTUMOCTM.

e path: Cnucok, copepxalummn oguH unu 6onee CTPOKOBbIX 31IEMEHTOB,
obbeanHeHre KOTopbIX AaéT NyTb U uMst danna. Kaxabii anemeHT B cnncke
COOTBETCTBYET NMBO MMEHN AvpekTopun, nubo (B cryyae ¢ nocrnegHem
aneMeHToM) — umeHmn dainna. Hanpumep, dann "dirl/dir2/file.ext" gomkeH
COCTOSATb 13 TPEX CTPOKOBbIX anemeHToB: "dir1", "dir2", n "file.ext". OH
kogumpyeTcs kak bencoded-cnucok cTpok BoT Tak 14:dir14:dir28:file.exte

MpumeyaHus

¢ Kniou piece length yctaHaBnuBaeT HOMMHanNbHbIA pa3Mep Kycka, KOTOpbliA, Kak npaBuno,
KpaTeH 2. Pasmep Kycka 00bI4HO BbIGMpaeTCcs ncxoas v3 obLiero konmyecTea ainosbix
[laHHbIX B TOPPEHTE, Y4UTbIBasi TO, YTO CIMULLUKOM BOMbLLON pasmep Kycka HeadpekTUBEH,
a CNWLLKOM MarneHbkui faéT B pesynbTarte bonbLioi .torrent chann metagaHHbIX.
Mcnonb3yiiTe NpocTon 34paBbiii CMbICH NpY Bbibope HanMeHbLIero pa3mepa Kycka,
KOTOpbIN He caenaeT .torrent dhaiin pasamepom Gonblue, Yem 50-75KB (4T0ObI 06neryunTs
ero 3arpy3ky Ha cepsep). OgHako, ceiiqac, korga pasmepbl XOCTUHIA U LUMPKHA kaHana
He CUMbHO OrpaHMuYmnBaloTCs, Jydywe dernams pa3mep Kycka 512Kb unu meHbwe, no
KpaviHen mepe Ans ToppeHToB npumMepHo Ao 8-10Ib, gaxe ecnu 37O NPUBEAET K
yBenu4eHuto ToppeHT-aina, ansa 6onee adhdekTMBHOM pasaayn daiinos. YacTto
ncnonb3yemMble pasmepbl — 256KB, 512KB, n 1MBb. Kax0bil Kycok pageH 8blbpaHHOMY
pa3mepy, 3a UCKIYeHUeM nocriedHeeo, pasmep Komopozo Moxem bbimb He pageH
8blbpaHHOMY. Yucrio KycKoe 8blyucisemcsi mak: ‘okpyarneHue_8_60rbuwyro_cmopoHy(
obwasi_OnuHa / pasmep_Kycka )" [ns eblqucieHus epaHul, Kyckos 07151 MHO20-gballsio8oM
cny4vasi, gatinosbie 0aHHbIEe paccMampueaomcs Kak 0OUH ONUHHBIU Hernpepbli8HbIU
rnomok, cocmasrieHHbIli KOHKameHayuel ecex ¢hallsios 8 nopsdke ux credosaHus 8
cnucke files' Hucrno Kyckos u ux epaHuub! ornpedensitomcsi makum xe obpa3om, Kak u 8
cny4yae 00Ho20 ¢hatina. Kycku mo2ym nepekpbisams epaHuubl ¢hadinos.

e Kaxablih Kycok umeeT cooTBeTCTBYOLWMA eMy SHAT-xeww. 3Tn xelwm coeamHsoTCs Ans
dopMUpoBaHMsa 3HaYeHNs Kntoya pieces crioBaps info, onncanHoro Beiwe . O6paTtute
BHV/MaHWe, 4YTO 3TO He CNUCOK, a cTpoka. E€ anuHa gomxkHa 6biTe kpatHa 20.

HTTP/HTTPS npoTtokon Tpekepa

Tpekep — ato HTTP/HTTPS cepsuc, koTopbiti otBevaeT Ha HTTP GET 3anpockl. 3anpock!
BKIIOYalOT B ce0si METPUKY OT KIMEHTOB, MOMOratoLLast Tpekepy BeCTW CTaTUCTVKY ANns ToppeHTa. B
OoTBETax COAEPXKMTCHA CMMUCOK MUPOB, KOTOPLIN NOMOraeT KIMEHTY y4aBCcTBOBaTb B pasgave. basosbin
URL 3anpoca coctouTt 13 "announce URL", koTopbiii onpeenéH B daiine metagaHHbix (.torrent), n
napameTpoB, koTopble gobaensioTcs k atomy URL'y, npu nomolum ctaHgapTtHor CGl-metona (T.e.
nobasnenve '?' nocne announce-URL, 3a koTopbIM criegyeT nocrenoBaTtenbHOCTU
‘NapameTp=3HayeHne', pasgenéxHbie cMmBonom '&').

Ob6paTuTe BHMMaHue, 4To Bce buHapHble AaHHble B URL (ocobeHHo info_hash n peer_id) AonxHbl
6bITb 40MKHBIM 06pPa3oM 3KpaHMPOBaHbl). TO 0O3Ha4YaeT, YTo Ntoboit BalT, KOTOPbLI HAXOAWTCSA BHE
MHOXecTB 0-9, a-z, A-Z, n $-_.+!I*(), nonxeH BbITb 3akoaupoBaH B hopmate "%nn", rae nn —
LecTHagLaTepuyHoe 3HadeHue banTta. (MogpobHee cm. B RFC 1738).

MapameTpel, ncnonb3yemble B GET 3anpoce KnueHT->Tpekep:

¢ info_hash: 20-6aintoBbii SHA1-xeww 3HayeHus kntova info dpaina metTagaHHbIX.
O6paTtute BHUMaHWe, 4To 3HayeHue aBnsieTcs bencoded-cnoBapém. Onpeaenexve info
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6bIo onvcaHo paHee. [MpumedyaHue: Omo cmpoka ecezda url-koduposaHa, 8 omau4uu om
peer_id, komopblil omkeH 6bimb HE3aKOOUPOBAHHBIM.

peer_id: 20-6aiToBas cTpoka, UCMONb3yeTcs Kak YHUKanbHbIA UAEHTUDUKATOP KINEHTa,
CreHepupoBaHHbI UM e npyu 3anycke. MoxeT ObiTb MtobbIM 3Ha4YEHEeM, B TOM Yucne 1
GUHapHbIM. Ha OaHHbIU MOMeHm Hem HUKaKux pekomeHOayull o eeHepayuu 3moao
udeHmugpukamopa. OOHaKo, cripasednnueo MpednonoXums, 4mo oH O0mKeH bbimb
YHUKarnbHbIM 07151 JIOKanbHOU MawluHbl. Takum obpa3om, 8eposimHo, credyem eKYamb
8 He20 makue seuju, Kak udeHmughukamop rpoyecca U, 803MOXHO, 8PEMEHHYIO MEMKY,
3arucaHHyo rpu 3arycke. Crnocobbl KOOUPO8aHUSI 3MO20 MOJIs OCHO8HLIMU KIUeHmamu
CM. HUXe 8 pasdese peer id.

port: Homep nopta, KOTopbIii NPOCNyLIMBAET KNWUeHT. CTaHgapTHbIe NopTbl, KOTOpble
3ape3epBupoBaHbl Ans BitTorrent — 6881-6889. KnveHT MoxeT ncnonb3oBaTb Nto6oi
[PYroii NOPT, €CININ OH HE MOXET OTKPbITb €ro B yKa3aHHOM JvanasoHe.

uploaded: CymmapHoe KonM4ecTBO OTAaHHbIX AaHHbIX (MOCre Toro, kak KIWeHT nocnarn
cobbiTue 'started' Tpekepy) B AecsaTuyHoi cucteme cumcrenns ASCII. Moka 3To TOYHO He
onpegeneHo B opuLmanbHOM cneundrKkaumm, cHMTaeTcsl, YTo 30eCh JOMKHO ObITh
obLLee YNCIo OTAaHHbIX G6anT.

downloaded: CymmapHoe KOnmyecTBO CKadaHHbIX AaHHbIX (MOCne Toro, Kak KIneHT
nocnan cobbiTue 'started' Tpekepy) B ecsiTuuHoi cucteme cunucnenus ASCII. Moka aTto
TOYHO He onpefeneHo B ouumanbHON cneumdukaumm, CHUTaeTCcs, YTO 34eCb AOMKHO
ObITb 0OLLEe YMCIIO CKaYeHHbIX BanT.

left: Yucno Gant B gecstudHomn cucteme cuncnenust ASCII, koTopoe KIUeHT ewwé JosmKeH
ckavaTtb.

compact: CrnyXuT NpM3HaKoM TOro, YTO KIMEHT NPUHUMAET KOMMaKTHble 0TBETbl. CnMcok
NMMPOB 3aMeHsIeTCS1 CTPOKOW NUPOB, No 6 GaiT Ha oauH nup. MNepBble YeTbipe Gaiita —
XOCT (B ceTeBOM ropsiake 6aiiToB (aHrn. network byte order)), nocnegHve aBa Gaiita —
nopTt (onAThb e, B ceTeBOM nopsigke 6avto). CrniegyeT NOMHUTb, YTO HEKOTOPbIE
TPeKepbl NOAAEPXKUBAIOT TONBKO KOMMAKTHbIE OTBETHI (4115 9KOHOMUM Tpadmka) n
UrHOPUPYIOT HOpPMaribHble 3anpochl.

event: Ecnv onpegeneHo, 3HaveHne JomkHO BbiTb 0aHO 13 started, completed, stopped,
nnBo NycToe, YTO paBHO3HAYHO HeonpedenéHHoMy. Ecnm TouHo He ykasaHo, To 3ToT
3anpoc BbIMOMHAETCS Yepesd perynsipHble MHTepBasbl BpeMeHU.

¢ started: NepBbii 3anpoc k Tpekepy obsi3ameribHO [OMXKEH BKIoYaTh B cebs
napameTp event ¢ 3TUM 3HAYEHVEM.

o stopped: [JormxHO GbITb MNOCNaHO TPEKEPY, ECIN KINEHT NPaBUiIbHO
3aBepLuaeT paborty.

o completed: [JomkHo GbITb NOCNaHO Tpekepy Npv 3aBepLUEHNN 3aKadKu.
OpHako, 3To cobbITUE He [OMKHO NOChINaTLCS, CNV NpU 3anycke KnueHTa
3akayka yxe Ha 100% 3aBepLueHa. Mo-BMaNMOMY, 3TO HY>XHO ANs TOro, YTobbl
faTb BO3MOXHOCTb TPEKEPY NPaBUMbHO yBENUYMBATbL NokasaTesb
"3aBEpPLUEHHbIX 3aKavek", KOTOPbI 3aBUCUT OT 3TOr0 COObITUSI.

ip: (OnumoHanbHO) PeanbHbii IP-agpec knmMeHTCKOM MalumHbl, B doopmate agpeca,
COCTOSALLMM U3 YeTbIpex YacTei, pa3fenéHHblx Toukamu (aHrn. dotted quad format), nnn
B (hopmaTe LwecTHaguatepuyHoro |IPv6-agpeca, onpenenéniHom B RFC 3513.
lMpumeyarue: Boobwe, amom napamemp He sigfisiemcsi HeObX00UMbIM, maK Kak adpec
KnueHma moxem 6bimb 8355m u3 IP-adpeca, ¢ Komopozo ommpassieH 3anpoc. [Mapamemp
HY>eH moJsibKO 8 cryyae, koeda IP-adpec, ¢ Komopo2o npuwén 3anpoc, He sensemcs IP-
adpecom KrueHma. 3mo npoucxodum, Kko20a KIueHm coeOUHSIemcs C MPeKepoM Yepes
rnpokcu. A makxe, 3mo Heobxod0uMo, ko20a KIueHm u mpekep Haxo0simcs 8 0OHoU
nokanbHol Yacmu NAT wnto3a, m.K. uHaye mpekep b6ydem ebi0asamb 8HyMpPeHHUU
(RFC 1918) adpec knueHma, Komopsbil He S8/s5emcs MapwpymusupyemsiM. [loamomy,
KriueHm dormkeH 00HO3Ha4YHO ycmaHosumsb IP-adpec (8HewHUl, Mapuwpymu3upyemsit),
0ns ebifaqu e2o 8HeWHUM rnupam. Pa3Hbie mpekepbl obpabambigatom amom napamemp
rno-pasHomy. Hekomopsle npuHumarom ezo, ecnu IP-adpec, ¢ komopozo npuwén 3anpoc,
Haxodumcs 8 duanasoHe RFC 1918, dpyaue — npuHumaom 6e302080pOYHO, Mmpembu —
rnoriHocmbo e2o ueHopupytom. Cryyal ¢ IPv6-adpecom (Hanpumep, 2001:db8:1:2::100)
yKasblgeaem Ha mo, Ymo KiueHm Moxem obujambsCcsi moribKo Mo rnpomokosny |Pv6.
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¢ numwant: (OnumoHanbHO) YMcno NMPoB, KOTOPOE KIMMEHT XOYET MOMyYuTb OT Tpekepa.
Ero 3HaueHne moxeT BbiTb Hyném. Ecnv napameTp He 3agaH, obblvHO oTaaétcs 50
NMpOoB.

¢ key: (OnuuoHanbHo) [lononHutenbHas naeHTudukaums, Kotopasi He AoCTynHa
ocTanbHbIM nonb3oBatensm. MNpegHasHavyeHa Ans Toro, YTobbl AaTb KIUEHTY
noATBEPAUTL CBO MOANMHHOCTL Npu cMeHe IP-agpeca.

e trackerid: (OnumoHanbHO) Ecnu npeabigyLyee onoBeLLeHne (aHrn. announce) COAePXUT
naeHTudukaTop Tpekepa, OH AOMKeH ObiTb YCTAHOBMEH 3[eCh.

Tpekep oTBevaeT "text/plain” gokymeHToM, cogepxalymm bencoded-crnoBapb co cnegyowumm
Knoyamu:

o failure reason: Ecnu 3agaH, To HUKaKkMX Apyrvx Kroyemn B 4OKyMeHTe HeT. Ero
3HayeHveM siBnsieTcs coobLyeHne o6 ownbke, B YuTabenbHOM BUAE, roBopsiLiee O TOM,
rnoyemMy 3anpoc Heyaarncs (cTpoka).

e warning message: (HoBblilh) [Moxox Ha failure reason, HO OTBET BCE >xe HopMarbHO
obpabatbiBaeTcsa. ATo npeaynpexaatoLlee coobLyeHne nokasbiBaeTcs Takxke, Kak n
oLumbka.

¢ interval: VlHTepBan B cekyHAax, KOTOPbIA KIMEHT AOMXEH BblepXuBaTb MEXAY
MOCbINKOW pPerynspHbIX 3anpocoB Tpekepy (MpUHYAUTENbHbIN).

¢ min interval: MyuHMManbHbI MHTEpPBaN Ans onoBeLleHnid. Ecnu 3apaH, KnueHT He
[OOIMKEH AenaTb OMOBeLLeHNs Yallle, YeM 3TO 3HaYeHVe.

o tracker id: CTpoka, KOTOPYO KITMEHT [OMKeEH MockinaTb 06paTHO B €ro NOCMEAYOLLUX
oroBeLLeHusx. Ecnv oTcyTCTBYeT unu npeabiayLiee onoBeLleHre cogepxano
UOeHTUUKaTOp Tpekepa, He HYXHO cBpackiBaTb CTapoe 3HaYaHWe — UCMONb3yITe ero.

e complete: Yicrno nMpoB ¢ NonHbIM anrom, To ecTb cudos (aHrm. seed 3epHo,
MCTOYHUK) (Lenoe).

¢ incomplete: Yucno He-cupoB, Tak Ha3bliBaeMbIx slu4Yepos (aHrn. leech nuseka) (Lenoe).

* peers: 3HaueHneM 3TOro Kknro4a sABNseTcs CNUcok cnosapeﬁ, KaXabl 13 KOTOpPbIX
BKIOYaeT crnegyroline Kn4du:

o peer id: BblbpaHHbIi camym NMpoM naeHTUduKaTop Anst 3anpocoB Tpekepy,
OMUCaHHBIN BbILLE (CTPOKA).

e ip: IP-agpec nupa (nn6o IPv6, nnbo IPv4) nnu DNS-ums (cTpoka).

¢ port: Homep nopta nupa (uenoe).

Kak ynomvHanocb paHee, Cvcok n1poB, No-ymMonyaHuio, umeet 50 3anuceit. Ecnv ToppeHT umeet
HeGonbLUIOE KOMMYECTBO NMUPOB, CNUCOK ByaeT MeHbLue. B npoTMBHOM cryyae, Tpekep BbibupaeT
nupbl ANs Cnvcka crnyyaiHbiM obpasom. Tpekep mMoxem ucronb308ams 6oriee UHmMesnnekmyarnsHbll
aneopumm 015 OCywecmerieHusi 8bI60pKU Nupos Orsi omeema Ha 3anpoc. Harpumep, He coobuwjamsb
o cudax Opyeum cudam.

KnuHTbI MOryT nocbinark 3anpochl TpeKepy Yalle, Yem ¢ 3aAaHHbIM UHTEPBAoOM, €CIn NPOoM30oLLTo
Kakoe-nmbo cobbiTve (Hanpumep, 3aaepXkka UK 3aBepLUeHne 3akayku), TGO KMUEHTY HYXXHO y3HaTb
o BornbLuem KonmyecTBe NMPoOB. Tem He MeHee, CHUMTAeTCs MNOXON NpakTMkon "gon6éxka" (aHrn.
hammer 6UTb, HAHOCUTL yAapbl) Tpekepa AN NoNyYeHUst CNUCKOB NUPOB. Ecnun KnneHT xodeT
nony4nTb cnuMcok Bonbluero pasmepa B OTBETE, OH AOMKEH UCMONb3oBaTk NapaMeTp numwant B
3anpoce.

lMpumeyaHue pa3pabomuyuka: [Jaxe 30 nupog docmamoyHo. @akmudecku, oghuyuarnbHbIl
KrueHm 3-ell epcuu akmueHO co30aém Ho8ble COeOUHEHUS], MOrbKo ecriu umeem meHee 30 rupos,
U omka3bieaem & coeduHeHuU, rpu 6onee Yem 55 nupax. Amo 3HayeHuUe 8axHO Onsi
npouseodumenbHocmu. Ko2da Ho8bIl KyCOK MOSIHOCMbIO CKa4yeH, 6oMbuUHCMEY akmueHbIX
rnupos domkHo bbimb nocnaHo HAVE-coobueHue (cM. Huxe). B pedynbmame, konudyecmeo
mpacpuka ysenuyueaemcsi MpornopyuoHaabHo Konudecmsay nupos. [pu ux konudecmee 6orbwem,
yem 25, secbma Maro8eposimHo, Ymo HOo8ble NUpbl MOOHUMYM CKOPOCMb CKayugaHUsl.
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PaapaﬁoquKaM KnueHmMoe HacmosimeJsibHO peKomedeemcn cdenamb amom napamemp
He3aMemHbIM U CIIOXHbIM Ofisl USMEHEHUS, M.K. MOJIbKO 8 pedKux Clriy4asx OH 6y6em r10/1e3€eH.

CornaweHue o 'scrape’

Mo foroBOpEHHOCTH BONBLUMHCTBO TPEKEPOB NOAAEPXKUBAIOT APYryto dhopmy 3anpoca, Ans
nonyyeHns MHOOPMaLIMM O COCTOSIHUM NOMYYaeMOoro TOppeHTa (M BCEX TOPPEHTOB), KOTOPbLIM
ynpasnseT Tpekep. OH obpallaeTcst K Tak Ha3biBaeMol "scrape-cTpaHuue" (aHrmn. scrape uapanaHbe,
ckobrneHwve), T.K. 3TO aBTOMaTU3NPYeET yTOMUTESbHBIN NpoLecc "scraping'a akpaHa" cTpaHuLbl
CTaTUCTUKN Tpekepa.

Mpun coctaBneHun scrape-URL ncnonb3yetcs Takon xxe HTTP GET meToz, nogo6HbI onncaHHoMy
Bbile. Tonbko 6asobii URL Apyroi. Ans nonyyenus scrape-URL'a npogenbiBatoTes criegyiolune
warn. HaumHaewm ¢ announce-URL. Haxoaum B HEM nocneaHuii cumeon /'. Ecnu TekcT
HernocpeaCcTBEHHO criefyoLWwumii 3a /' He 'announce', 3To NpU3HaK Toro, YTo Tpekep He NoAAepPKUBaET
scrape. B npoTtvBHOM crny4ae, 3ameHsieM 'announce' Ha 'scrape’ Ans HaxoXAeHUs scrape-CTpaHuLbl.

Mpumepst: (@announce-URL -> scrape-URL)

~http://example.com/announce -> ~http://example.com/scrape
~http://example.com/x/announce -> ~http://example.com/x/scrape
~http://example.com/announce.php -> ~http://example.com/scrape.php
~http://example.com/a -> (scrape He noapepxvBaeTcs)
~http://example.com/announce?x<code>2%0644 -> ~http://example.com/scrape?x</code
>2%0644

~http://example.com/announce?x=2/4 -> (scrape He noaaepxvBaeTcs)
~http://example.com/x%@64announce -> (scrape He nopaepxvBaeTcs)

ObpaTtute ocoboe BHMMaHMe, that entity unquoting is not to be done. 3toT ctaHgapT
AoKkymeHTUpoBaH bpamom B apxvBe cnucka paspaboTku BitTorrent:
http://groups.yahoo.com/group/BitTorrent/message/3275

Scrape-URL mMoxeT 6biTb [OMOMHEH ONuUMOHarbHbIM napameTpom info_hash, 20-6aiiToBoe 3HayeHue,
KOTOpoe ObINo OMUcaHo Bbille. OTO OrpaHNYUT OTYET Tpekepa TONbKO 3TUM OAMHOYHBIM TOPPEHTOM.
B npoTvBHOM crny4yae, GyaeT oTaaBaTbCs CTaTUCTUKA A5 BCeX TOPPEHTOB, KOTOPLIMU yNpaBnsieT
Tpekep. ABTOpam MporpamMmm CUrbHO peKoOMeHAYyeTCsl UCMonb3oBaHve napameTpa info_hash, ecnu
9TO BO3MOXHO, AN YMEHbLUEHWSI Harpy3kn Ha Tpekepa 1 KaHan.

OtBeTom Ha aToT HTTP GET 3anpoc siBnsietcs "text/plain" gokymeHT, cogepxalymii bencoded-

crnoBapb CO crieayrLwnmMn Knroyamm:

« files: CnoBapb, cogepxallinin oqHy napy Krou/3HaveHne Ans Kaxaoro ToppeHTa, Ans
KOTOpbIX €CTb cTaTucTuka. Ecnu naértcsa npaBunbHeIv info_hash, To cnoBapb cogepXut
ofHy napy krntou/3HadeHne. Kaxabiin knoy cocTout n3 20-6aintoBoro GUHapHoOro 3HayeHust
info_hash. 3HayeHune kntova — 370 eLLé oAuH CroBapb:

e complete: Ynucno nMpoB ¢ NonHbIM annom, To ecTb cudos (Luenoe).

« downloaded: Ob6Lee KONMUECTBO 3aBEPLUEHHBIX 3aKayek, KoTopoe
3apervcTpupoBan Tpekep ("event=complete”, To eCTb KNWEHT 3aKOHYMI
ckayvBaHue ToppeHTa).

¢ incomplete: Yvicno He-cnaoB, Tak Ha3bIBAEMbIX /lU4Yepos (Lenoe).
¢ name: (OnunoHanbHO) BHyTpeHHee UMs ToppeHTa, yka3aHHoe B Krntoye name

pasgena info .torrent cpanna.

OﬁpaTI/ITe BHUMaHWe, 4TO 3TOT OTBET UMEET TPU YPOBHA BITOXEHHbIX cnosapel?l. Bot npumep:

d5:filesd20:.......ccvvinin.n. d8:completei5el@:downloadedi50el0: incompleteil@ee
ee
foe et 370 20 6ant info_hash, n umeetcs 5 cugos, 10 nuuepos 1 50

3aBepPLUEHHBIX 3aKavek.

HeodmumanbHbie pacluMpeHus K scrape
Hwxe npueeeHbl KIk4Kn, KOTopblie NCMNOJTb3YHTCA B OTBETE, HO HE ABNAKTCA Oq)I/ILlVIaJ'IbeIMVI. Moka
OHU ABNATCA Hqu)I/ILlVIaJ'IbeIM, 3TU KINOYN HeobszaTenbHbI.

« failure reason: Coo6LueHre 06 ownbke, B YuTabenbHOM B1aE, rOBOPSILLEE O TOM, MOYEeMy
3anpoc Heyfancs (cTpoka). KnueHTel, obpabarbiBatoLme aToT kntoy: Azureus.
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« flags: CnoBapb, cogepxawmin pasHoobpasHblie prnarn. 3HavyeHust aTux ¢naros 3To ewe
OfIMH BIOXEHHbI CIOBapb, KOTOPbI MOXET CofepXarTb:

¢ min_request_interval: 3HayeHne aToro knioya — LUenoe Yncno, Kotopoe
onpeaensieT, CKOMbKO CEKYHA, KNMUEHT [OMKEH XaaTb nepes oTnpaBKoin
cnegnytoLer scrape-3anpoca Tpekepy. Tpekepbl, NochinatLLme 3TOT KIoY:
BNBT. KnueHtbl, koTopble ero obpabarbiBatoT: Azureus.

MpoTokon cBA3u mexay nupamu (TCP)

MpoTokon cBsA3W MexAy Nupamu (aHrn. peer wire protocol), [anee UMeHyeTcs Kak peerwire-
POMOKOIT UNW Peer-ipomoKor.

0630p

Peel’-l’lpOTOKOﬂ nomoraet 06meHy KyCKamMu, onncaHHbIX B q)aﬁne MeTadaHHbIX.

3decb ob6pamume gHUMaHUe, YMO 8 opu2uHaribHOU crieyuguKayuu ucrnonb3yemcss mepMuH "Kycok"
fpu onucaHusi peer-npPomoKosia, HO 3MOo He mom mepMuH "KyCoK", KOmopbll UCHOMb3yemcs 8
onucaHuu ¢hatina memadaHHbiX. 1o amol npuduHe, 8 amoli cneyughukayuu ydem ucrob308amsCsi
mepmuH "6:510K" 0na onucaHusi 0aHHbIX, KOMOPbIMU 0BMeHU8aroMCs Mupbl o cemu.

KnueHT gormkeH nogaepxunsarb MHOPMaLWI0 O COCTOSHUN KaXKO40ro COEANHEHNS, KOTOPOE OH UMeEeT
C yAanéHHbIM NMpoM:

e choked: BrnokupyeT nu (aHrn. choke fywmnTb, nepexvmartsb) yaanéHHbI nup 3Toro
KnveHTa unu Het. Ecnu nup GnokupyeT knueHTa, 370 03Ha4YaeT, YTo nNup He Byaet
oTBevaTb Ha ntobol 3anpoc KnuMeHTa 40 Tex nop, noka He pas3dnokupyet ero. KnueHty He
crnepyert nbiTaTbCs 3anpalumBaTh 6Moku, T.K. BCe oXupatoLie oTBeTa (HEOTBEYEHHbIE)
3anpockl 6yayT OTOpOLLEHbI MMPOM.

o interested: 3avHTepecoBaH nu yaanéHHbIN NP B YEM-TO, YTO MOXET NPEANOXUTb
KNWeHT. 3TO 03HaYaeT, YTO yAanéHHbIN NP HAYHET 3anpaluvBaTb 6roku, koraa KueHT
pasbrnokupyeT ero.

Obpamume @HUMaHue, 4Ymo 3MO makxe o3Hayaem, Ymo KrueHm moxe 6ydem credums 3a mem,
3auHmepecosaH i OH 8 yOanéHHoOM rupe unu Hem, u 3abrioKuposaH Jlu OH yOanéHHbIM MUPOM UIu
Hem. [Moamomy, pearsbHbIli CUCOK 8b12g0UM MPUMEPHO Mak:

e am_choking: 3TOT knueHT 6nokupyet nupa

e am_interested: 3TOT KNWEHT 3anHTepecoBaH B nNupe

¢ peer_choking: nup 6nokupyeT 3T0Oro KnueHTa

o peer_interested: nup 3anHTepecoBaH B 3TOM KNueHTe

KnveHT HaunHaeT coeguHue Kak "366]’10KVIpOBaHHbIVI

1 "He 3anHTepecoBaHHbIN". [pyrumm cnoBamu:

e am_choking = 1

¢ am_interested = 0

e peer_choking = 1

o peer_interested = 0

Brok ckaunBaeTcs KIMEHTOM TOrAa, Koraa OH 3avHTEPECOBaH B NUpe, U MUp He BrokUpyeT KiveHTa.
Briok oTAaétcst KneHToM Toraa, Koraa oH He BriokMpyeT nvpa, U Nup 3avHTEPECOBaH B KIUEHTE.

[0nsi knueHTa BaXKHO MHPOPMUPOBATL MUPLI O TOM, 3aUHTEPECOBaH 1M OH & HUX UMW HET.
MHopmaumio 06 3TOM COCTOSIHUM CreflyeT CBOEBPEMEHHO NOALEPXKMBATL C KaXAOM MUPOM, AaXe
€CNY KIMUEHT UM 3aBGNoKMpoBaH. OTO NO3BOMSET NUPaM 3HaTb, HAYHET N KNUEHT ckauuBaHve, Koraa
OH ero pa3bnokupyeT (1 HaoboporT).
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Tunbl 4aHHbIX

Ecnu He yka3aH Apyroii cnoco6, Bce Lerble YMcna B peerwire-npoTokone KoAUPYHTCS Kak YeTbIpEx
banToBble 3HayeHus big-endian dopmarta, Bkntoyasi NpedUKCHbIN pa3Mep y BCEX COOOLLEHWIA,
KOTOpblE NPVXOAST NOCIe YCTaHOBKN CBA3M.

MoTok coobLeHnn

Peerwire-npoToKkon COCTOWT U3 Ha4anbHOWM YCTAaHOBKW CBA3U (CM. HWKE) 1 nocneaytoLiero obMeHa
coobLeHnsiMu ¢ npedukc-pa3mepom (aHrn. length-prefixed messages) mexay nupamu. MNpedukc-
pa3Mep — 3TO Liefoe YUCHO, OM1CaHHOE BbILLE.

"Pykonoxarue"

"Pykonoxatue" (aHrn. handshake), nanee nmeHyetcsa kak xeHowelk Ans 0603HaYeHns coobLeHuns,
1Cnosb3yemMoro Ans ycTaHoBNeHunsa cBasn. Mpouecc noaTBepxaeHne yCTaHOBNEHNA CBA3N (aHrn.
handshaking), panee nMeHyeTcs KaK ycmaHosneHue ces3u.

XeHnauwenk — aTo oba3aTesnibHoe COOBLLEHME 1 OHO AOMKHO BbiTb NEPBLIM COOBLLEHNEM,
nepefaHHoe KIMEHTOM.

handshake: <pstrlen><pstr><reserved><info_hash><peer_id>
e pstrlen: JnuHa <pstr> cTpoku, oguH 6anT.
o pstr: Ctpoka ugeHtudukatopa npoTokona.

¢ reserved: Bocewmb (8) 3ape3epBupoBaHHbIX 6aiiT. Bce TekyLine peanvaaumm 3anonHsioT
nx Hynamn. Kaxabii 61Ut B 3TMX BaiiTax MOXEeT UCNONb30BaTbCs A5t UBMEHEHUsT pPeXXUMa
paboTbl npoTokona. B ceoém email'e bpam npednazaem & nepsyto o4epedb
ucronb3osame Mradwue 6umsl Ons Moo, Ymobbl cmapwue 6umsl NPUMEHSUCH Ors
U3MEHEHUST 3Ha4YeHUs1 MIaduwux.

¢ info_hash: 20-6aitoBbii SHA1-xeww kntoya info cpaina MeTagaHHbIX. ITO TOT ke
info_hash, koTopbii nepegaétcs B 3anpocax Tpekepy.

e peer_id: 20-6ariToBasi CTpoKa, UCMONb3YETCA KaK YHUKanbHbIN MAeHTUdMKATOP KNneHTa.
370 TOT Xe peer_id, KOTOpbIN NepeaaéTcs B 3anpocax Tpekepy.

B Bepcum 1.0 npotokona BitTorrent, pstrlen = 19, n pstr = "BitTorrent protocol".

MHu1umaTop coeavHEHNs oXnaaeT HeMe TeHHOM NepechInku ero xenaLenka. Agpecar MoxeT
OXMAAaTb XEHALLENK OT UHMLMAaTOpa, eCrin OH 06CNYX1BaET HECKONBbKO TOPPEHTOB OAHOBPEMEHHO
(TOppeHTbI 04HO3HAYHO uaeHTUdMumMpytoTes no ux info_hash). HecMoTpst Ha 370, agpecaTt AomXKeH
OTBETUTb Cpa3y, kak ToNbKo OH yBuaWT norne info_hash B xeHalweike. TpekepHasa dyHkums NAT-
NPOBEPKM He NockinaeT none peer_id B xeHOLEKe.

Ecnu knueHT nonyyaet xeHalenk ¢ info_hash, KoTopblii OH eLé He obcnyXrBaeT, To OH AOMKEH
obopBaThb coeguHeHMe.

Ecnu nHuumatop coeanHeHus nonyyaeTt XeHAaLLenk, B KOTOPOM peer_id He coBnagaeT C OXuaaeMbim
peer_id, TO MHMUMATOP 3aKpbiBaeT coeauHeHne. Obpamume 8HUMaHUe, YmMo UHUYUamop, ro-
8uOUMOMY, rony4aem UHGhOpMayuIo O rupe om mpekepa, Komopas ekrmovyaem & cebs peer_id
amoeo nupa. lNMoamomy, peer_id om mpekepa u peer_id 8 xeHOwelike O0mKHbI cognadama.

peer_id
EcTb ABa OCHOBHbIX cornalleHns KoAMPOBaHWst MHAPOPMaLIMK O KIEHTE W ero Bepcun B peer_id:
Azareus-cTunb 1 Shadow's-cTunb.

Azareus-CTunb UCMONb3yeT crieayoLlee KoamMpoBaHve: ', ABa cumBona Ans uaeHTudgukaTopa
KIMEHTa, YeTbipe ascii umdpbl ANs HoMepa Bepcuu, -, Aanee cnyvaiiHble Yncna.

Hanpumep: '-AZ2060-'..

M3BeCTHbIE KINEHTBI, KOTOpble UCMOMNb3YKT 3TOT CTUIb KOOAMPOBAHWUA:

e 'AR'- Arctic

e 'AX'- BitPump
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e 'AZ'- Azureus

e 'BB'- BitBuddy

¢ 'BC' - BitComet

o 'BF'-Bitflu

¢ 'BR'- BitRocket

* 'BS'-BTSlave

¢ 'BX'- ~Bittorrent X

e 'CD'- Enhanced CTorrent

e 'CT'- CTorrent

e 'DE'- DelugeTorrent

e 'EB'-EBIt

o 'ES'- electric sheep

e 'HL'- Halite

e 'KT'- KTorrent

e 'LP'- Lphant

e 'LT'- libtorrent

e It'-libTorrent

e 'MP' - MooPolice

e 'MT' - MoonlightTorrent

« 'gB'- gBittorrent

¢ 'QT'- Qt 4 Torrent example

e 'RT' - Retriever

e 'SB'- ~Swiftbit

e 'SS'- SwarmScope

e 'SZ'- Shareaza

e 'TN'- TorrentDotNET

e TR'- Transmission

e 'TS'- Torrentstorm

e 'UL'- uLeecher!

e 'UT'- pTorrent
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e 'XT'-XanTorrent
e 'ZT'- ZipTorrent

Shadow's-cTunb ncnonb3yeT criegytollee KoanpoBaHve: oanH andaBUTHO-UMMPOBON ascii cumeon
ANs naeHTudurkaTopa KnueHTa, Tpu ascii umdpbl 4Ns HoMepa Bepcun , '—', aanee crnyvariHble
yucna.

Hanpuwmep: 'S587—'...

M3BeCTHbIE KNUEHTBI, KOTOPbIE UCMOMNb3YHOT 3TOT CTUMb KOAMPOBAHWS:
¢ 'A'"-ABC
e 'O'- Osprey Permaseed
e 'R - Tribler
e 'S'- Shadow's client
e 'T'-BitTornado

e 'U' - UPnP NAT Bit Torrent

KnueHt Bpama ceitvac ncnonb3yet Takon ctunb... 'M3-4-2—' unn 'M4-20-8-

BitComet ncnonb3yeTt Heckonbko Apyron ctunb. Ero peer_id cocTouT M3 YeTbIpéx ascii CMMBONOB
'exbc', AByx 6aiT x vy, fanee crny4aiiHble Yncna. Homep Bepcumn x — gecatuyHas umdpa 4o
OECATUYHON TOYKN, MY — OBE AECATUYHbIX Undpbl nocne Touku. BitLord ncnonb3yer aHanornyHyo
cxemy, Ho pgobaensiet 'LORD' nocne HoMepa Bepcuu. HeoduumanbHelii naty ansa BitComet 3amensiet
'exbc' Ha 'FUTB'. KoguposaHue peer_id B BitComet nameHennnocb Ha Azureus-CTurnb C BEPCUN
BitComet 0.59.

XBT Client Takxe nmeet cBon cTunb. Ero peer_id coctout n3 tpéx cumsonos 'XBT' B BepxHeM
perucTpe, NIOC TpK ascii umdpbl? NpeacTaBnsAwLWLmne Homep Bepcun. Ecnm ato otnagoyHbi 6ung,
(aHrn. debug build) knueHTa, ceabmoii 6aT — 370 cuMBON 'd' B HUXKHEM perncTpe, nHave oH paBeH -
'. Danee cnepgyeT cMMBON -' 1 CnyYanHble UM pbl, U CUMBOMbI B BEPXHEM W HUXKHEM perncTpe.
Hanpumep: 'XBT054d-' B Hauarne, yka3blBaloT Ha OTrnagoyHbin 6ung sepcum 0.5.4.

Opera 8 previews ucnonb3ytoT cnegytollyto cxemy ans peer_id: Mepsble gBa cumeona 'OP', n
YeTbipe LUMdpbl paBHble HOMepy Gunga. Bece nocneaytoLive CUMBOMbI — CriyyaiiHble
LlecTHafLaTepUYHbIE CUMBOIbI HYXKHENO perncTpa.

MLdonkey ncnonb3yeT Takyto cxemy: MNepBble cumBonbl -ML', fanee Bepcusi, pasaenéqHas Todkamm
(aHrn. dotted version), notom cumBon ' n cnyvariHasi nocnefgosatensHocTb. Hanpumvep -ML2.7.2-
kgjjfkd'

Bits on Wheels ncnonbayert wabnox -BOWAXX-yyyyyyyyyyyy', rae y — cny4aiHble CUmBOIbI
BEpXHero perucTpa, a x 3aBucut ot Bepcun. Bepcusi 1.0.6 umeet xx = 0C.

Queen Bee ncnonb3yet HOBbIN cTUnb Bpama: 'Q1-0-0—' unn 'Q1-10-0-' ¢ nocneayoLwmmm
cnyyvaviHbiMu GanTamu.

MHorue KnueHTbl UCMonb3yT NOMHOCTLIO CryYaiiHble HoMepa UK 12 Hynemn co cneayrLmMMm
CnyyYaiHbIMK Yucnamu (Kak ctapble Bepcun knueHta bpama).

CoobLeHus
Bce ocTaBlumecs coobLieHNs NPOTOKONa UMEIOT Takon Bua

<npeurKc-4NnHa><ngeHTUUKaToOp COOOLLEHNA><TENO COOBLLEHUS>.

Mpedukc-gnuHa — 310 YeTbIpéx BariToBoe big-endian 3HaveHne. VineHTudunkaTop cooblyeHns —
OAMHOYHas AeCsATUYHas umdpa.

keep-alive: <len=0000>
keep-alive coobLeHe — 3T NycToe coobLleHre, ¢ NpedVKC-ATMHON PaBHOM HyIo. B HEM HET HK
naeHTudukaTopa, H1 Tena coobLieHus. Mipbl MOryT 3aKpbiTh COEAVMHEHNE, ECIN OHU He MonyYarT
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keep-alive nnu nio6oe apyroe coobLyeHne 3a onpeaenéHHbliii nepuos BpemeHun. MoaTomy, oHo
[0SKHO BbITh MOCNaHO AN TOro, YToObl COXPaHUTb COEAMHEHVE, ECNN B YCTaHOBIIEHHOE
KONMYecTBO BPeMEHM (OHO OBbIYHO PaBHO ABYM MUHYTaMm) HET onpeAenéHHbIX KOMMaHg, Ans
NOCbINKW NUPY.

choke: <len=0001><id=0>

choke coobLieHne — ¢ oukcnpoBaHon AnuHon u 6e3 Tena coobLueHus.

unchoke: <len=0001><id=1>

unchoke coobLieHne — ¢ mkcupoBaHon AnuHou 1 6e3 Tena coobLueHus.

interested: <len=0001><id=2>

interested coobLieHne — ¢ mkcupoBaHol AnMHON 1 6e3 Tena coobLyeHus.

not interested: <len=0001><id=3>
not interested coobLyeHne — ¢ oukcmpoBaHoi AnNnHoN 1 6e3 Tena coobLLeHus.

have: <len=0005><id=4><piece index>

have coobLueHne ¢ hrkcupoBaHoin AnnHON. Teno coobLeHnst — MHAEKC, C OTCYETOM OT Hyns,
(aHrn. zero-based index) Kycka, KOTOPbIA TOMbKO YTO ObiN YNeLWHO 3akayeH 1 NPOBEPEH C NMOMOLLbIO
xelua.

lMpumeyarue paspabomyuka: dmo cmpozoe orpedeneHue, HO 8 pearlbHOCMU HEKOMOpPbIE MO2ym
Xxumpums. B yacmHocmu nomomy, 4mo KpaliHe MarogeposimHo, Ymo nupbl CKadarom KycKu,
Komopble y HUX yxe ecmb, nup, KOmopbil umeem y cebs Kycok, Moxem He uzgecmums 06 3mom
dpya020 nupa, makxe umerowe2o amom Kycok. "Cokpsimue HAVE" npusodum kak MuHumym K 50%
cokpaweHuro yucna HAVE coobuweHut, Yymo npugodum K rpubnudumernbHo 25-35% CHUXEHUIo
HaknaOHbIX pacxodo8 rpomokona (aHars. protocol overhead). Ho 8 moxe epems, umeem cMbicil
nocbinams HAVE coobueHue nupy, yxe uMerweso 3mom KycokK, m.K. 3mo rnone3Ho ors
onpederieHusi pedKux KyCcKos.

3100 nup Moxxem makxe coobwams O Haru4yuU y He2o0 MOsbKO MexX KyCKo8, KomopblIl nup Kayame
He 6ydem. [Mosmomy, nornbimka Modenuposamse UHGhOPMaUUo O nupax Ucrorb3ys amy
UHgbopmayuro — rioxasi udes.

bitfield: <len=0001+X><id=5><bitfield>

bitfield coobLeHne moxeT BbITb MOCNAHO TONMLKO Cpa3dy e Moce Toro, kak 3aBepLUeHO
YyCTaHOBMEHWE CBS3U, U A0 MOCINKM ApYyrux cooblueHunii. OHo HeobasaTenbHoe, 1 HeT
HEOBXOAMMOCTY MOChINaTh ero, ECN KIWEHT HE UMEeT KyCKOB.

bitfield coobuieHne nmeeT nepemenHyto anuHy, rae X — anuHa nons bitfield. Teno coobleHns —
9T0 BUTOBOE None nokasbiBatoLLee, kakue KyCcku ycnewHo ckadeHbl. CTaplumin 6ut B nepsom GaiTte
COOTBETCTBYET KyCKy ¢ nHaekcom 0. Hynesol GUT yka3biBaeT Ha OTCYTCTBYHOLLUIA KYCOK,
YCTaHOBMEHHbIN GUT — Ha NMPOBEPEHHbI U AOCTYMHBINA Kycok. JTlwH1e 6UTbl Ha KoHLUe
yCTaHaBNMBalOTCS B HOMb.

bitfield HeeepHol OnuHbI paccmampusaemcsi kak owubka. KnueHmam crnedyem obpbigamb
coeduHeHue, ecsu oHu nosnyyvatom bitfield, umerowuli HerpasunbHbIl pasmep Unu HECKOTbKO NUWHUX
Habopos 6um.

request: <len=0013><id=6><index><begin><length>
request coobLueHne pukcMpoBaHHOM AMWHbLI, UCMONb3yeTcs ANns 3anpoca 6rnoko. Teno coobLyeHnst
BKItoYaeT B cebs cneayioLlyo UHopMaLmio:

¢ index: uenoe, ykasbiBarllee Ha NHOEKC (C OTCHETOM OT Hynsi) Kycka
o begin: uenoe, ykasbiBatoLee Ha CMeLLeHne (C OTCHETOM OT HyNs) BHYTPU Kycka

 length: uenoe, ykasbiBatolee Ha paamep 3anpoLLEeHHOro brioka.

To4ka 3peHus #1 CornacHo ocuumanbHoln cneumdrkaumm, "Bee TekyLme peanusaumm UCnonb3yoT
pasmep bnoka paBHbii 2715 (32KB), 1 3akpbiBalOT COeAVHEHNSs, KOTOpble 3anpalumBaloT Gonblue, Yem
2M7 (128KB)." Haunnas ¢ Bepcumn 3 unun 2004r., aTOT pasmep nameHuncs Ha 2414 (16KB). B Bepcun
4.0 unu cepeamHa-2005r., opuumanbHbIN KNMEHT pa3pbiBaeT CBsA3b Npu 3anpocax Gonee yem 2714
(16KB); 1 HekoTOpble KNWEHTbI AenatoT Takke. ObpaTnTe BHUMaHWE, YTO pa3Mepbl 3anpoLLUEHHbIX
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6roKoB MeHbLUE, YeM pa3mep Kycka (>=2"18 6aiiT), noaTomy TpebyeTcsi HECKONbKO 3arnpocoB, YTOObI
ckayaTb MOSHbIA KyCOK.

OnpedenéHHo, crieyugukayusi paspewaem ucronb3oeams 215 (32Kb6) 3anpocski. Ho e peansHocmu,
noymu ece KrueHmal ucrnonb3ytom 214 (16Kb) 3anpockl. B cnedcmeue moeo, 4mo KrueHmbl
ucronb3ytom amom pasmep, pekomeHdyemcsi denamb €20 UMEHHO MakuM. M3-3a MeHbLWUX
3arnpocos, npueodsAUUX K y8ernuqeHuro HaknadHbix pacxodos 8 criedcmeue bornbuie2o Jyucna
3arnpocos, paspabomyuKu OmkKa3sblearomcsi om ucronb3oeaHusi pasmepa meHbwe 214 (16Kb6).

Bbi60op npuHyOumernbHo20 ogpaHu4eHust Ornsi pa3Mmepa 3arpoweHHo2o brioka He mak npocm. T.K.
ocbuyuanbHbIl KnueHm eepcuu 4 8biHy0aem ucrnonb3oeamp 16K6 3anpocki, 6051bWUHCMEO
K/TUEHMoe Ucrnosb3yom UMEHHO 3amom pa3mep. B mo xe apems, celivac 214 (16Kb) sienssemcsi
nony-oghuyuarnbHbIM 02paHudeHueM (morbKo Nony, m.K. ogpuyuarnbHbIli AoKYMeHm 1o npomorsy He
Ob111 06HOBEH), 03MOMY makoe o2paHu4YeHue HerpagunbHO. OOHOBPEMEHHO C 3MuM, paspeuleHue
bonbUUX 3anpocos yeenuqusaem Habop 803MOXHLIX MUPO8, U MOJILKO 3a UCKITYEHUEM OYeHb
y3Kux KaHarnoe (<256kbps), Heckonbko 6r1okoe 6ydym ckadueambCsi 3a 0OUH nepuod pasbrioKUposKU-
6nokuposku (aHern. choke-timeperiod). Takum obpa3om, npocmoe MpuHyxOeHue K UCMOoMb308aHUI0
cmapoeo fumuma CryXxum npuqyuHol MUHUMabHo20 yXyOweHusi npoudeodumerisHocmu. brazodapsi
amomy ¢hakmopy, pekomeHOyemcs ogpaHu4ueams e20 8 npedesax cmapoeo 2°17 (128Kb)
MaKcuMarbHO20 pasmepa.

Tou4ka 3peHust #2 JTOT pa3gen codepxan NOoXHY MHopmaLmio 6orblLLyi0 YacTb BPEMEHN
CyLLIeCTBOBaHUSA CTpaHuLbl. ATO TPETWIA pa3, Koraa st UCNPaBS0 OA4HY U Ty e YacTb nocne
nobaBneHns B Heé HeBepHoOW HOpMaLWK, NMO3ITOMY St HE XO4Y MepenuchiBaTb ero NofIHOCTbLIO0, T.K.
BO3MOXHO OH ByAeT onsiTb nepeaenaH... B TekyLuei Bepcum ecTb No MeHbLLEeH Mepe crieayioLine
owmbkn: OduumanbHbIi KNMEHT ucnonb3oBan 214 (16384) GalToBble 3anpockl, 40 TeX Nop, Noka oH
OblT €AUHCTBEHHBIM CYLLIECTBYHOLLUM KITMEHTOM; TONbKO "oduumanbHas cneundukaums” Bce ewwé
roBoput 06 ycTapernom 32768 6aiTOBOM 3HAY€HUM, KOTOPOE B peanbHOCTU HU SBNSIETCA pa3Mepom
No-yMOMYaHWio, HA MakCUMarnbHO paspeLléHHbIM. B Bepcum 4, xapaktepucTtika 3anpoca He
M3MeHUNacb, HO MakCMMarbHbIA paspeLlEHHbIN pa3Mep N3MEHUCS Ha pasmep no-ymonyaduio. B
nocnefHnx Bepcusix opuumanbHOro KrmeHTa, MakcuMarnbHbIi pasmep nameHuncs Ha 32768 (yutute,
4YTO 3TO NepBoe nosiBneHve Yvcna 32768 n Ans MakcuManbHOro, v Ans pasmepa no-yMonyaHuio,
HauuHasi ¢ nepBon ApeBHen Bepcun). To, 4To "GONbLUMHCTBO CTapbiX KNUEHTOB ucnonb3aytoT 32Kb
3anpocbl" — HenpaBaa. Discussion of larger requests fails to take latency effects into account.

piece: <len=0009+X><id=7><index><begin><block>
piece coobLLeHMe nepeMeHHON AnuHbl, rae X — AnvHa 6noka. Teno cooblueHns BkNovaeT B cebs
cneayoLLyto nHpopmaumio:

e index: uenoe ykasblBaloLme Ha MHAEKC (C OTCHETOM OT HyIsl) Kycka
o begin: uenoe ykasbiBawLLMe Ha CMeLLEHNE (C OTCYETOM OT HyIs) BHYTPU Kycka

¢ block: 6nok AaHHbIX, KOTOPbIN ABNSETCS NOAMHOXECTBOM KyCKa, 3aaHHOr0 UHAEKCOM.

cancel: <len=0013><id=8><index><begin><length>
cancel coobLeHne huKkcMpoBaHHOW ANUHbI, UCMONb3yEeTCsA AN OTMEHbI 3anpocoB 6rokoB. Teno
Co0BLLEHVS MOEHTUYHO Teny B request-coobeHnn. OBbIMHO ucnonbayeTtcsi B npouecce "KoHua
Wrpbl" (cMm. HWke pasgen Anroputmbl).

port: <len=0003><id=9><listen-port>

port coobLyeHne nocbinaeTcs HOBbIMWU BEPCUSIMU OOULMANBHOrO KMWEHTa, KOTOpbIN cHabxaeT DHT
Tpekep. listen-port — 310 NOpT, KOTOPLIA NpocnywmeaeTcst DHT-y3nom aTtoro nupa. Mup gonxeH
ObITb NOMELLEH B NoKanbHyto Tabnuuy mMaplupyTusauum (ecnv ectb nopaepxka DHT-Tpekepa).

Anroputmbl

OpraHusaums oyepeam

View #1 In general peers are advised to keep a few unfullfilled requests on each connection. This is
done because otherwise a full round trip is required from the download of one block to begining the
download of a new block (round trip between PIECE message and next REQUEST message). On
links with high BDP (bandwidth-delay-product, high latency or high bandwidth), this can result in a
substantial performance loss.

Implementer's note: This the 'most crucial performance item. A static queue of 10 requests is
reasonable for 16KB blocks on a 5mbps link with 50ms latency. Links with greater bandwidth are
becoming very common so Ul designers are urged to make this readily available for changing.
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Notably cable modems were known for traffic policing and increasing this might of aleviated some of
the problems caused by this.

View #2 NOTE: much of the information in this "Queuing" section is false or misleading. I'll just note
that the "defaults to 5 outstanding requests" hasn't been true for a long time, "32 KB blocks" is
misleading since you normally don't use 32 KB blocks, and tuning queue length by changing it and
trying to measure the effects is a bad idea.

Super Seeding

(This was not part of the original specification)

The super-seed feature in S-5.5 and on is a new seeding algorithm designed to help a torrent initiator
with limited bandwidth "pump up" a large torrent, reducing the amount of data it needs to upload in
order to spawn new seeds in the torrent.

When a seeding client enters "super-seed mode”", it will not act as a standard seed, but masquerades
as a normal client with no data. As clients connect, it will then inform them that it received a piece —
a piece that was never sent, or if all pieces were already sent, is very rare. This will induce the client
to attempt to download only that piece.

When the client has finished downloading the piece, the seed will not inform it of any other pieces
until it has seen the piece it had sent previously present on at least one other client. Until then, the
client will not have access to any of the other pieces of the seed, and therefore will not waste the
seed's bandwidth.

This method has resulted in much higher seeding efficiencies, by both inducing peers into taking only
the rarest data, reducing the amount of redundant data sent, and limiting the amount of data sent to
peers which do not contribute to the swarm. Prior to this, a seed might have to upload 150% to 200%
of the total size of a torrent before other clients became seeds. However, a large torrent seeded with
a single client running in super-seed mode was able to do so after only uploading 105% of the data.
This is 150-200% more efficient than when using a standard seed.

Super-seed mode is NOT recommended for general use. While it does assist in the wider distribution
of rare data, because it limits the selection of pieces a client can downlad, it also limits the ability of
those clients to download data for pieces they have already partially retrieved. Therefore, super-seed
mode is only recommended for initial seeding servers.

Why not rename it to e.g. "Initial Seeding Mode" or "Releaser Mode" then?

Piece downloading strategy
Clients may choose to download pieces in random order.

A better strategy is to download pieces in rarest first order. The client can determine this by keeping
the initial bitfield from each peer, and updating it with every have message. Then, the client can
download the pieces that appear least frequently in these peer bitfields.

When a download is almost complete, there's a tendency for the last few blocks to trickle in slowly.
To speed this up, the client sends requests for all of its missing blocks to all of its peers. To keep
this from becoming horribly inefficient, the client also sends a cancel to everyone else every time a
block arrives.

There is no documented thresholds, recommended percentages, or block counts that could be used
as a guide or Recommended Best Practice here.

When to enter end game mode is an area of discussion. Some clients enter end game when all
pieces have been requested. Others wait until the number of blocks left is lower than the number of
blocks in transit, and no more than 20. There seems to be agreement that it's a good idea to keep
the number of pending blocks low (1 or 2 blocks) to minimize the overhead, and if you randomize the
blocks requested, there's a lower chance of downloading duplicates. More on the protocol overhead
can be found here: http://hal.inria.fr/inria-00000156/en

Choking and Optimistic Unchoking

Choking is done for several reasons. TCP congestion control behaves very poorly when sending over
many connections at once. Also, choking lets each peer use a tit-for-tat-ish algorithm to ensure that
they get a consistent download rate.

The choking algorithm described below is the currently deployed one. It is very important that all new
algorithms work well both in a network consisting entirely of themselves and in a network consisting
mostly of this one.

There are several criteria a good choking algorithm should meet. It should cap the number of
simultaneous uploads for good TCP performance. It should avoid choking and unchoking quickly,
known as ‘fibrillation". It should reciprocate to peers who let it download. Finally, it should try out
unused connections once in a while to find out if they might be better than the currently used ones,
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known as optimistic unchoking.

The currently deployed choking algorithm avoids fibrillation by only changing choked peers once
every ten seconds.

Reciprocation and number of uploads capping is managed by unchoking the four peers which have
the best upload rate and are interested. This maximizes the client's download rate. These four peers
are referred to as downloaders, because they are interested in downloading from the client.

Peers which have a better upload rate (as compared to the downloaders) but aren't interested get
unchoked. If they become interested, the downloader with the worst upload rate gets choked. If a
client has a complete file, it uses its upload rate rather than its download rate to decide which peers
to unchoke.

For optimistic unchoking, at any one time there is a single peer which is unchoked regardless of it's
upload rate (if interested, it counts as one of the four allowed downloaders). Which peer is
optimistically unchoked rotates every 30 seconds. Newly connected peers are three times as likely
to start as the current optimistic unchoke as anywhere else in the rotation. This gives them a decent
chance of getting a complete piece to upload.

Anti-snubbing

Occasionally a BitTorrent peer will be choked by all peers which it was formerly downloading from. In
such cases it will usually continue to get poor download rates until the optimistic unchoke finds
better peers. To mitigate this problem, when over a minute goes by without getting a single piece
from a particular peer, BitTorrent assumes it is "snubbed" by that peer and doesn't upload to it
except as an optimistic unchoke. This frequently results in more than one concurrent optimistic
unchoke, (an exception to the exactly one optimistic unchoke rule mentioned above), which causes
download rates to recover much more quickly when they falter.

OcbuumanbHble pacluMpeHust K MpoToKomy

Currently there are a few official extensions to the protocol.

Fast Peers Extensions

¢ Reserved Bit: The third least significant bit in the 8th reserved byte i.e. reserved[7] =
0x04

These extensions serve multiple purposes. They allow a peer to more quickly bootstrap into a swarm
by giving a peer a specific set of pieces which they will be allowed download regardless of choked
status. They reduce message overhead by adding HaveAll and HaveNone messages and allow
explicit rejection of piece requests whereas previously only implicit rejection was possible meaning
that a peer might be left waiting for a piece that would never be delivered.

The specificication is documented at the BitTorrent site here:
http://www.bittorrent.org/fast_extensions.html

Distributed Hash Table

« Reserved Bit: The last bit in the 8th reserved byte i.e. reserved[7] = 0x01

This extension is to allow for the tracking of peers downloading torrents without the use of a standard
tracker. A peer implementing this protocol becomes a "tracker" and stores lists of other nodes/peers
which can be used to locate new peers.

The specification is documented at the BitTorrent site here:
http://www.bittorrent.org/Draft_DHT_protocol.html

Connection Encryption
This extension allows the creation of encrypted connections between peers. This can be used to
bypass ISPs throttling BitTorrent traffic.

The specification is documented at
http://www.azureuswiki.com/index.php/Message_Stream_Encryption
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The documentation is fairly complete, but ideally it would be clarified on several points including
guidance on when encrypted connections should be attempted, fallback procedures to regular
connections etc.

Unofficial Extensions To The Protocol

WebSeeding

The possibility to seed a torrent via a web server is generally called WebSeeding. It allows the HTTP
server to work as a peer in the BitTorrent network.

There are at least two specification for how to combine a torrent download with a HTTP download.
The first standard, implemented by BitTornado is quite easy to implement in the client, but is
intrusive on the HTTP in that it requires a script handling requests on the server side. i.e. A plain
HTTP server that just serves plain files isn't enough. The benfits is that the script can be more abuse
resistant. This specification is found here: http://bittornado.com/docs/webseed-spec.txt

The second specification requires slightly more from the client, but downloads from plain HTTP
servers. It is specified here: http://www.getright.com/seedtorrent.html. It has been implemented by
GetRight and libtorrent.

Extension protocol

¢ Reserved Bit: The fourth most significant bit in the 6th reserved byte i.e. reserved[5] =
0x10

This is a protocol for exchanging extension information and was derived from an early version of
azureus' extension protocol. It adds one message for exchanging arbitrary handshake information
including defined extension messages, mapping extensions to specific message IDs. It is
documented here: http://www.rasterbar.com/products/Ilibtorrent/extension_protocol.html and is
implemented by libtorrent, uTorrent and Mainline.

Reserved Bytes

The reserved bits are numbered 1-64 in the following table for ease of identification. Bit 1
corresponds to the most significant bit of the first reserved byte. Bit 8 corresponds to the least
significant bit of the first reserved byte (i.e. byte[0] = 0x01). Bit 64 is the least significant bit of the
last reserved byte i.e. byte[7] = 0x01

An orange bit is a known unofficial extension, a red bit is an unknown unofficial extension.
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xopoluem kayecTBe. Ceildac BCce HEMHOrO NpoLLe, 4OCTaTOYHO 3alTU Ha CTPaHULY
27kadrov.ru, 4ToObl NMOCMOTPETL HEOOXOANMbIN (PUNbM OHMAaNH NONMHOCTLI0 BGecnnaTtHo,
He nnaTs 3a 3TO y/40BOSIbCTBME HUYErO, HE OTCbINas HUKaKNX CMC, He MPOXOoAs
perucTpaumio.

Ha 27kadrov.ru npeacTtaBneHbl KapTUHbI Pa3HOro >aHpa, KoTopble CMOryT
yOOBMNETBOPUTbL BKYCbl Ntoboro 3putens. Ha aTom pecypce MOXHO MOCMOTPETh Aaxe
camble nocnefHne KMHoubMbl, B OTIIMYHOM Ka4yecTBe C BbICOKON CKOPOCTbIO.
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